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Abstract

As transistor process technology approaches the
nanometer scale, process variation significantly affects the
design and  optimization of high performance
microprocessors. Prior studies have shown that chip
operating frequency and leakage power can have large
variations due to fluctuations in transistor gate length and
sub-threshold voltage. In this work, we study the impact of
process variation on microarchitecture soft error
robustness, an increasing reliability design challenge in
the billion-transistor chip era. We explore two techniques
that can effectively mitigate the effect of design parameter
variation while significantly enhancing microarchitecture
soft error reliability. Our first technique is entry-based. It
tolerates the deleterious impact of variable latency
techniques on soft error reliability by reducing the
quantity and residency cycle of vulnerable bits in the
microarchitecture structure at a fine granularity. Our
second technique is structure-based. It applies body
biasing schemes to dynamically adapt transistor sub-
threshold voltage (and hence device-level soft error
robustness) to the program reliability characteristics at a
coarse granularity. We also combine the two techniques
which further produces improved results. Compared to
existing process variation tolerant schemes, our proposed
techniques achieve optimal trade-offs between reliability,
performance, and power. To our knowledge, this paper
presents the first study on characterizing and optimizing
processor microarchitecture resilience to soft errors in
light of process variation.

1. Introduction

The continued scaling of CMOS process technology to
the nanometer scale has resulted in process variations that
lead to significant variability in chip performance and
power [1, 2, 6, 7, 41]. For example, recent studies estimate
that with advanced process technology, chip frequency
loss will be as high as 30% [2]. A 20X increase in leakage
power has also been reported [1]. Processor architects are
now responsible for quantifying and mitigating the
deleterious impact of parameter variations in their design.
Process variation (PV) is primarily caused by difficulties
controlling sub-wavelength lithography and channel
doping. Among the design parameters, gate length (L) and
threshold voltage (V) are two key parameters subject to
large variation. Process variation consists of die-to-die
(D2D) and within-die (WID) variations. Die-to-die

variation consists of parameter fluctuations across dies and
wafers, whereas within-die variation refers to variations of
design parameters within a single die. As technology
scales, within-die variation, which is the primary focus of
this study, has become more significant and is a growing
threat to future microprocessor design [1, 2, 3, 6]. In the
past, various techniques have been proposed to boost chip
performance and/or save leakage power under the
influence of process variation at both the circuit and
microarchitecture levels. For example, Liang et al. [18]
proposed variable latency register files (VL-RF) to
improve chip frequency while tolerating long access
latency in the register files. Fine-grained body biasing
(FGBB) has been applied within a single chip to mitigate
the Vg, variation. In [19], Teodorescu et al. further
proposed a dynamic FGBB (DFGBB) adaptation scheme
to achieve an optimal frequency-leakage power operation
for each chip. To our knowledge, existing work on
analyzing and mitigating the impact of process variation
on microprocessor design has been largely focused on
performance and power domains.

Another emerging challenge arising from processor
design using nano-scale transistors is the rapidly increased
on-chip soft error rate (SER) due to the smaller feature
size, lower supply voltage, and larger integration scale.
Soft errors, or single-event upsets (SEUs), are failures
caused by high-energy neutron or alpha particle strikes in
integrated circuits. These failures are called soft errors
because they do not permanently damage the circuit but do
destroy data. Since the soft error rate is inherently related
to the device parameters (e.g. L and V) [16, 17, 39], as
technology advances, the impact of process variation
should be taken into consideration by architects in
reliability evaluation. Furthermore, techniques aimed at
mitigating the process variation should also consider their
reliability impact. Nevertheless, at the microarchitecture
level, there has been no prior work on (1) characterizing
the impact of parameter variation on soft error robustness,
and (2) optimizing soft error reliability in light of process
variation.

In this paper, we characterize the impact of process
variation on the processor microarchitecture soft error
vulnerability. We find that although the critical charge (a
widely used metric to evaluate the raw SER) varies
significantly under process variation at the bit level, it
exhibits small variation at the entry level of
microarchitecture structures. We examine the impact of
two recently proposed process variation tolerant



techniques (e.g. VL-RF [18] and DFGBB [19]) on

microarchitecture soft error reliability and find that both

techniques increase the SER. We propose reliability-aware
process variation tolerant mechanisms that are capable of
achieving an optimal vulnerability-frequency-leakage
operating point. To our knowledge, this is the first work to
link process variation with microarchitecture soft error
reliability and mitigate its impact while considering
reliability, performance, and power factors.

The contributions of this work are:

e We perform a comprehensive study to characterize
the impact of process variation (PV) on
microarchitecture soft error reliability. We observe
that critical charge at the bit level exhibits variation of
18.9%, yet only varies slightly (smaller than 3.5%) at
the entry level of microarchitecture structures. We
propose a new metric to quantify microarchitecture
reliability in the presence of process variation. Our
PV-aware architectural vulnerability factor (PV-AVF)
extends the cycle-based AVF metric [20] by
incorporating the effect of dynamic frequency
variation due to PV and PV tolerant mechanisms. We
observe that the previously proposed PV mitigation

techniques (e.g. VL-RF, DFGBB) degrade
microarchitecture soft error robustness.
e We propose two techniques, i.e. Entry-Based

Vulnerability Mitigation (Entry-BVM) and Structure-
Based Vulnerability Mitigation (Structure-BVM), that
work at fine-grain (entry-based) and coarse-grain
(structure-based) levels to perform reliability-aware
PV mitigation and achieve optimal vulnerability,
performance, and power trade-offs. We perform case
studies on the issue queue (IQ) and our proposed
techniques are applicable to other structures. Detailed
simulation results show that the Entry-BVM improves
IQ reliability under PV by 24% with 27%
improvement on the trade-offs across all domains.
The Structure-BVM reduces 1Q vulnerability by 20%
with 26% improvement on the trade-offs. The
combination of the two proposed techniques reduces
IQ SER by 40% and improves the trade-off by 46%.
This paper is organized as follows. Section 2 describes
our experimental methodology. Section 3 presents our
characterization of the impact of PV on microarchitecture
soft error susceptibility and analyzes the reliability effect
of two recently proposed PV tolerant mechanisms. Section
4 proposes process variation mitigation techniques that are
aware of soft error reliability. Section 5 evaluates the
proposed techniques in terms of reliability, performance,
and power. We discuss related work in Section 6 and
conclude our work in Section 7.

2. Experimental Methodology

This section presents a model of process variation and
describes the methodology we use to estimate the impact

of PV on soft error robustness. In addition, a method to
compute the microarchitecture-level soft error reliability is
introduced.

2.1. Process Variation Modeling

Process variation is a combination of random effects
(e.g. random dopant fluctuations) and systematic effects
(e.g. lithographic lens aberrations). Random variation
refers to random fluctuations in parameters from die to die
and device to device. Systematic variation, on the other
hand, refers to the layout-dependent variation through
which nearby devices share similar parameters. Devices
exhibit spatial correlations within a given die. D2D
variation mainly exhibits as a random variation, whereas
WID variation is composed of both random and systematic
variation. We model variations on L and V7, since they are
the two major process variation sources [2]. L and V, in
each device can be represented as follows:

L=L,,, + ALy, + ALy,

(Eq. ),

V=, + AVzhmD + AV:hW,D (Eq. 2),
where Lon and " are the nominal value of gate length
and threshold voltage respectively. Al and AV

represent the D2D variations. Devices in a single die share

the same Lo and 20 which are generally constant

offsets. Az, and AV, represent the WID variation which

can be further expressed as the additive effect of
systematic and random variations. We focus our PV
modeling on within-die variation since die-to-die variation
can be modeled as an offset value to all the devices within
the chip.

Figure 1. Multi-level quad-tree partitioning to model
systematic variation

To model the random effects of WID variation, we
generate random variables that follow a normal
distribution. To model systematic variations, we use the
multi-level quad-tree partitioning method proposed in
[21], which has been widely used in prior work [4, 18, 22].
Figure 1 illustrates this method. A chip is covered by
several layers and each layer has a number of quadrants.
Each quadrant is assigned a random variable (following a
normal distribution) and all devices in the same quadrant
share the same value. The systematic variation of each
device within the chip is equal to the sum of the random
variables of the quadrants, through all the layers, to which
it belongs. Nearby devices share more quadrants than far
away devices. For example, as shown in Figure 1, devices



in quadrant (2,1) and (2,2) share the random variables in
quadrant (0,1) and (1,1), but devices in quadrant (2,1) and
(2,16) only share quadrant (0,1). This approach effectively
captures the spatial correlation between devices. We chose
an area of 32 6T SRAM cells as the granularity of the
smallest quadrant, which is sufficient to capture systematic
variation. The WID variation follows a normal distribution
(random variables are generated through Monte-Carlo
Cpi’ +0,

rand sys

simulation) with a standard deviation 7=

where %= and % represent the standard deviation for
random and systematic variation respectively. In this
study, we simulate processors developed using 45nm
process technology and assume C/#=12%  gpqg

O =00 =032 pased on variability projections from [23].

We use the Alpha 21264 as our baseline machine. The
layout is scaled down to 45nm from an Alpha 21264 chip
floor-plan and 400 chips are generated for statistical
analysis. Predictive Technology Models [24], the
evolution of previous Berkeley Predictive Technology
Models (BPTM), are used to provide the basic device
parameters for HSPICE simulations.

2.2. Impact on Circuit-Level Soft Error

Vulnerability

The circuit-level SER can be expressed by the

following empirical model [25]:
Ou

SER o< F '(Ad,p + Ad,n) K-e ¢ (Eq‘3)’

Where F is the total neutron flux within the whole energy
spectrum, 4,, and A,, are the p-type and n-type drain
diffusion areas which are sensitive to particle strikes, K is
a technology-independent fitting parameter, Q. is the
critical charge, and Q; is the charge collection efficiency
of the device. A soft error occurs if the collected charge O
exceeds the critical charge Q. of a circuit node. Eq.3
shows that the SER increases exponentially with reduction
in Q.. In this study, we use the variability of critical
charge under process variation to estimate the raw SER
variation at the circuit level.

WordLine
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Figure 2. Standard 6T SRAM schematics with current
source inserted at Q
There are several types of storage cells (e.g. SRAM,
Transmission Gate Flip-Flop, and dynamic latch) and the
critical charge in each type is different. As an example, we
present our analysis on a standard 6T SRAM in this
subsection. Figure 2 shows the schematic. When the word

line is not asserted, transistors M5 and M6 disconnect the
cell from the bit lines and the two cross-coupled inverters
formed by M1~M4 reinforce one another, maintaining a
stable state in the cell. There are only two stable states
(each state corresponds to store ‘0’ or ‘1°) in the SRAM:
Q=0 and QB=1 or Q=1 and QB=0. When energetic
particles hit Q (assuming Q=1) and discharge it, M2
begins conducting and charges QB. The state of the cell

will be flipped after Q drops below Voo 2. and a soft error

occurs. The estimation of critical charge can be expressed

as follows:
Tf

Qi = _[ 1,dt
0 (Eq. 4),

where T} is the flipping time and /; is the drain current

induced by the particle. Device parameters (e.g. L, Vy)

impact both 7, and /,, suggesting their effect on Q... We

insert a current source (shown in Eq. 5) into node Q to

model the particle strike:

Iin([)z

Q (e’f/ra

_efl/Tp)
« s (Eq. 5),
where Q is the charge deposited as a result of particle

strike, 7 is the collection time constant of the junction,
and 7, is the ion-track establishment time constant. Figure

3 depicts the impact of PV on SRAM Q.. This figure
plots two sets of our experimental results showing how
voltages change when a SRAM with process variation
(shown in Figure 3(a)) and without process variation
(shown in Figure 3(b)) are attacked by the same particle at
100 picoseconds. {V(Q), V(QB)} refers to the voltages of
Q and QB without PV and {V(Q,,), V(QB,y)} refers to the
voltages of Q and QB with PV. As can be seen, V(Q) and
V(QB) maintain the initial state and tolerate the strike
while V(Q,,) and V(QB,,) reverse quickly after the strike,
leading to a failure. Note that PV also has positive effect
on critical charge since parameters can vary up and down
around the mean value.
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Figure 3. V(Q) and V(QB) of SRAM (in 45nm process
technology) under a particle strike



We model the critical charge variability of different
types of storage cells and combinational logic (e.g. chain
of 6 inverters, 2-input NAND gate) using the SER- O,
model and HSPICE simulations similar to the one
described above. The L and V, of transistors are
established using random variables from Monte-Carlo
simulation. Figure 4 shows the chip-wide critical charge
variation map obtained from our experiments (data are
presented in units of fC). The results, which exhibit an
average variation of 18.9% across the simulated chips,
show that there is large variation in the critical charge
under PV. Since SER is exponentially related to critical
charge, one can expect an even larger variation in the SER

in the presence of PV.
g 50

10

Figure 4. Critical charge variation map for a chip
(data are presented in units of fC)

2.3. Microarchitecture-Level Soft
Vulnerability Analysis

A key observation on the effect of soft error at the
microarchitecture level is that a SEU may not affect a
processor state that is required for correct program
execution. The overall microarchitecture structure’s soft
error rate without the impact of PV, as given in Eq. 6 [26],
is determined by two factors: the FIT rate (Failures in
Time, which is the raw SER at the circuit level), mainly
determined by circuit design and process technology, and
the architecture vulnerability factor (AVF)"

SER =FIT - AVF (Eq. 6)

A hardware structure’s AVF refers to the probability
that a transient fault within that hardware structure will
result in incorrect program results. Therefore, the AVF,
which can be used as a metric to estimate how vulnerable
a hardware structure is to soft error during program
execution, is determined by the processor state bits
required for architecturally correct execution (ACE) [20].
At cycle level, the AVF of a hardware structure is the
percentage of bits that are ACE within that structure. At
program level, the AVF of a hardware structure is derived
by averaging cycle-level AVF of the structure across
program execution [20], as shown in Eq.7:

# ACE bits per cycle

A VF — execution _cycles
#B-T

execution _cycles

Error

(Eq. 7),

! We integrate the timing vulnerability factor (TVF) into the FIT.

where #B is the number of bits in the structure. As can
been seen, AVF is primarily determined by the quantity of
ACE bits per cycle and their residency time within the
structure.

Note that Eq. 7 assumes that the frequency is constant.
However, the frequency may vary throughout execution
due to PV mitigation techniques (e.g. DFGBB boosts chip
frequency [19]). To quantify the architecture vulnerability
factor in light of process variation, we propose a PV-aware

vulnerability metric AVF),,, which is expressed as follows:
# ACE bits per cycle

A VF _ execution _cycles fpp
pv

#B-ZL

execution _cycles fpv

(Eq. 8),
where f,, is the frequency under the influence of PV
mitigation techniques. Since the FIT/bit (determined by
the critical charge) can have large variations due to PV, it
is not appropriate to use a random bit’s FIT to compute the
entire microarchitecture structure’s FIT (Note that without
PV, the FIT of a structure is the product of FIT/bit and the
number of bits in the structure) and obtain the SER. An
analysis cell should be introduced, which can be as small
as a single bit or as large as the entire structure. Each bit
within a cell is assumed to share the same FIT/bit and the
overall structure’s SER under PV (SER,) can be
expressed as:

SER, = Y FIT, . -AVF, .,

#of cells (Eq. 9),

where FIT,, ..; and AVF,, .. represent FIT and AVF), of
the finest analysis cell in the structure. Note that even
though we assume each bit’s FIT within an analysis cell is
identical, we still compute AVF), at the bit level.

3. Microarchitecture-Level Soft Error
Vulnerability Characterization under Process
Variations

In this section, we perform an extensive study to
estimate FIT wvariation across the analysis cells. In
addition, the impact of PV mitigation techniques on
microarchitecture-level  soft error vulnerability s
presented.

3.1. FIT Variation across the Analysis Cells

In Section 2.2, we introduce a method to quantify
critical charge wvariation at the bit level. At the
microarchitecture level, data within a structure are usually
accessed on a per-entry basis. Therefore, a characterization
of the critical charge variation at the entry level (Ocir_cnay)
can provide further insight for exploring reliability-aware
PV optimizations. In this section, we present a QOgr_enny
variation analysis for the register file and the same
characterization procedure has been applied to other
microarchitecture structures. For a given microarchitecture
structure, the analysis cell is set to be equal to the size of
one entry of that microarchitecture structure. In our study,



we opt to use the minimum critical charge as the Ocir_cnny-
Since a low critical charge increases the FIT rate, by
choosing the minimum critical charge we base our
estimation on the bit that is the most critical in
determining the upper bound SER of an entry within the
microarchitecture structure. We obtain  a  Ouir_enny
distribution for each chip’s register file and present data
from the chip with the largest Qe variation.
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Figure 5. O.,i;_ e, of each entry in the register file
(80 entries, each entry contains 64 bits)
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Figure 6. Entry- and bit- level Q. distribution
in the register file

Figure 5 shows each entry’s Qe Within the 80-
entry register file and a zoom-in view of the entry with the
minimum Qci,_enny by displaying each bit’s critical charge
within that entry. Figure 6 plots both the entry-level and
bit-level critical charge distribution within the register file.
The standard deviation of the entry-level critical charge
(3.5%) is much smaller than that at the bit level (25.9%).
This is because a large portion of bit-level critical charge
variation is smoothed out at the entry level (shown in
Figure 5). We can conclude that Q.;_c. only changes
slightly within the structure under PV.

3.2. Microarchitecture Soft Error Vulnerability
under Process Variation Mitigation Techniques

In this section, we evaluate the impact of PV mitigation
techniques on microarchitecture soft error vulnerability.

3.2.1 The Effect of Variable-Latency Register File (VL-
RF)

The multi-ported Register File (RF) is a critical
component in determining both the frequency and IPC of a
processor. Delay in the register file is dominated by the
SRAM access time. Frequency loss within the register file
due to process variation can be reduced by applying
variable-latency (VL) techniques. In [18], for each read
port in the register file, entries are partitioned into fast and
slow entries based on the SRAM read delay. Read
operations can complete within one cycle in fast entries,

but take two cycles in slow entries. These slow entries are
not accounted for during register file frequency
calibration. n% VL-RF defines the RF frequency based on
the slowest read time of the fastest n% RF entries for each
read port. The frequency is pre-defined by testing the read
ports in each RF entry. In VL-RF, it is possible that a RF
entry will have both slow and fast read ports. When a slow
port is assigned to a read operation, one cycle stall is
encountered in the pipeline that the port belongs to, and
consequently, the issue width for the next cycle shrinks
and IPC is reduced.
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Figure 7 (a). IQ AVF in baseline case and VL-RF technique
on gcc over a period of 375ms
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Figure 7 (b). The # of issue pipe stalls and IQ AVF
difference between VL-RF and baseline case

[18] evaluated the effect of VL-RF on performance. In
this paper, we perform a complementary evaluation of its
impact on reliability. The issue queue (IQ) is a good
starting point for such an investigation since shrinking the
issue width directly affects the instruction issue within the
IQ. It is important to note that since the bandwidths of
other stages (e.g. fetch, renaming, etc) are not affected
when a slow read port is selected, only the number of
instructions exiting the IQ is reduced and the number of
instructions entering the 1Q remains the same. As a result,
the IQ holds a larger number of instructions and the
quantity of ACE bits within the IQ increases
correspondingly. Moreover, the slow read operation on RF
will cause back-to-back and dependent instructions to wait
for an extra cycle, extending their residency cycles within
the 1Q. Compared to the baseline case that includes PV but
not fast/slow RF entries, IQ AVF increases since both the
quantity and residency time of ACE bits are increased.
Figure 7(a) compares the IQ AVF of the baseline case to
that of using the VL-RF technique on the benchmark gcc
over a period of 375ms at 1ms granularity. Figure 7(b)
plots the IQ AVF differences between the two and the
average number of issue pipe stalls during the interval. As
can be seen in Figure 7(a), the IQ AVF in VL-RF is
substantially higher than that in the baseline case. As the
number of issue pipeline stalls climbs to a high level, there



is a corresponding increase in the IQ AVF difference
between VL-RF and the baseline case (shown in Figure
7(b)). This illustrates the degradation in soft error
robustness that is introduced with VL-RF, and suggests
that this degradation is largely a result of the pipeline
stalls.

In order to mitigate the IPC loss due to VL-RF, [18]
proposed a port switching technique that switches from
slow ports to fast ports when reading from the RF. This
technique compensates for IPC loss by avoiding a large
portion of reads from slow ports. This produces fewer
pipeline stalls, and the high IQ AVF caused by VL-RF is
also mitigated. However, port switching cannot eliminate
the use of slow ports and therefore the IQ AVF is still
higher than the baseline case. In Section 4.1, we propose a
novel variable latency based PV tolerant technique that
can significantly improve microarchitecture soft error
robustness.

3.2.2 The Effect of Dynamic Fine-Grained Body
Biasing (DFGBB)

2
0t

15 W
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Figure 8. Critical charge vs. AV in range of [-0.3v, 0.3v]
in 6T SRAM

Body Biasing (BB) applies a voltage between the
source or drain and substrate to adjust the threshold
voltage. Forward body biasing (FBB) decreases the V7,
decreasing the delay of the transistors - but making them
leakier. Contrarily, reverse body biasing (RBB) increases
the V,, creating less leaky but slower transistors. The
impact of body biasing on storage cells” SER has been
studied in the past. [38] found that FBB has the ability to
improve a flip-flop’s soft error robustness by 35% and
RBB degrades the SER by 36% in 130nm process
technology. To evaluate the effect of body biasing on an
SRAM’s SER in 45nm technology, we compute the
critical charge using HSPICE simulations by biasing V7, in
the range of [-0.3v, 0.3v] in 6T SRAM with a resolution of

0.032v. Results are presented in Figure 8 (% is equal to

the subtraction of V, after BB has been applied from the

AVy since it

reduces V,;, and RBB corresponds to negative AV as it

increases V;;). As can be seen, there is a linear relationship
between critical charge and V;, and critical charge reduces
as V7, increases. Compared to the baseline case without V7,
biasing, the critical charge increases 44% with a forward
body biasing of 0.3v, and decreases 33% when a reverse
body biasing of 0.3v is applied. Since the SER is

original V. FBB corresponds to positive

exponential to the critical charge, the impact of the
varying V;, on the SER will be further amplified.

To mitigate the impact of PV on performance under a
pre-defined power budget, Static Fine-Grained Body
Biasing (SFGBB) is applied during the chip calibration
time. It partitions the chip into cells, and statically sets
each cell’s body biasing value under the worst case (e.g.
the cell is fully loaded in the worst case temperature).
Recently, Teodorescu and Torrellas proposed Dynamic
Fine-Grain Body Biasing (DFGBB) scheme [19], which
allows bias voltages to adapt to dynamic conditions. Take
a cell which is initially slow for example, SFGBB applies
forward body biasing at the calibration time. With
DFGBB, each cell’s body biasing value is set to be the
SFGBB value when it is first powered-up. DFGBB
dynamically reduces the forward body biasing or even
apply reverse body biasing to save the leakage power
when the cell is under-loaded. Conversely, when the cell is
fully loaded, the temperature increases which results in a
frequency loss, DFGBB increases forward body biasing
value to improve the frequency. As can be seen, DFGBB
is able to reduce the power overhead by adjusting the body
biasing value of the cell to the dynamically changing
workload. DFGBB, however, ignores the reliability
domain characteristics during body biasing adaptations
and results in reliability degradation. For example, when
an L2 cache miss occurs and the pipeline stalls, cells such
as the IQ and ROB buffer large numbers of instructions,
leading to a high AVF. In this scenario, DFGBB will
reduce the forward body biasing or even apply reverse
body biasing, and as a result, degrade the soft error
robustness because of the associated decrease in the
critical charge. On the other hand, when the structure has a
high throughput and the instructions’ residency time is
short, the AVF is low. In this situation, DFGBB will
increase the forward body biasing that is applied since the
temperature is increased. This forward body biasing
reduces the FIT (affected by critical charge) but the SER
improvement is limited due to the already low AVF. To
summarize, DFGBB does not effectively capitalize on
opportunities to reduce a structure’s vulnerability. In
Section 4.2, we propose a body biasing based PV
mitigation technique considering reliability, performance,
and power factors.

4. Reliability-Aware
Mitigation

As discussed in Section 3, previous PV mitigation
techniques  degrade  microarchitecture  soft  error
robustness. In this section, we propose reliability-aware
PV tolerant schemes that are capable of (1) mitigating
microarchitecture soft error vulnerability and (2) achieving
an optimal trade-off between performance, reliability and
power in the presence of PV.

Process Variation



4.1. Entry-Level
Mitigation

We propose a technique that operates at a fine
granularity to reduce IQ vulnerability based on VL-RF
with port switching (VL-RF+PS). We call our technique
Entry Based Vulnerability Mitigation (Entry-BVM). Note
that port switching is not an essential requirement for our
technique, but our method is adaptable to VL-RF. Our
goal is to mitigate IQ AVF without loosing the
performance improvement obtained by VL-RF+PS. Since
high IQ AVF is a result of both a large quantity of ACE
bits and the long residency cycles of ACE bits in the 1Q, to
reduce IQ AVF both of these factors should be considered.

Instructions can be classified as ACE or un-ACE
depending on whether their computation results affect the
final program output. Most of the bits in an ACE
instruction are identified as ACE, while only a small
portion of the bits (e.g. the opcode) in an un-ACE
instructions are ACE. Assigning ACE-ready instructions a
higher issue priority than un-ACE instructions can reduce
the residency time of ACE bits because these instructions
will be removed from the IQ more quickly, reducing the
number of resident ACE bits. Greater reliability benefit is
gained when the issue width decreases due to slow RF
reads. As the issue pipe becomes more competitive,
granting an issue request to an ACE instruction can reduce
its probability of waiting extra cycles within the IQ.

As described in [20], an instruction cannot be
characterized as ACE or un-ACE until its dependence
chain has been determined. This can be difficult to
accomplish at run time, but there are several methods
available to characterize ACE instructions on the fly. A
method that uses a SlicK table is proposed in [27] to
identify ACE instructions by taking advantage of the time
lag between the leading and trailing threads. This method,
however, is not adaptable to our design. In [28], a critical
table was proposed to quantify an instruction’s criticality.
The rationale of this approach is that performance critical
instructions usually have a large number of dependent
instructions and their computation results are likely to be
propagated to the program final output. Consequently,
there is a large overlap between ACE and performance
critical instructions. In our study, we apply the criticality-
based approach to dynamically identify vulnerable
instructions: instructions with high criticality are assumed
to be ACE instructions. Note that we still perform rigorous
AVF computation [20] in our technique evaluation
(Section 5).

With VL-RF+PS, a large number of ACE bits in the 1Q
are created by the imbalanced bandwidth between the
issue stage and the other pipeline stages. In [18], a stall
signal is generated and sent to the issue stage when a slow
RF read occurs. In Entry-BVM, this signal is also sent to
other pipeline stages since the input/output imbalance
should be avoided in all pipeline stages if possible. For

Granularity  Vulnerability

example, if the dispatch stage were the only stage to
receive the stall signal, the decode buffer would have to
tolerate the imbalance and the vulnerability would migrate
from the IQ to the decode buffer. The only exception is the
commit stage since reducing the commit width degrades
the IPC. In Entry-BVM, RF entries with a larger number
of fast ports are assigned a higher renaming priority, and
by doing this, slow RF entries are avoided. This has a
positive effect on IPC and helps to compensate for the
performance loss caused by issue width reduction. Similar
to VL-RF+PS, the per-port speed information for registers
is loaded from a ROM which records all of the pre-
collected port speed information for each RF entry.
Therefore, it is straightforward to obtain the number of
fast ports within the registers. To implement this approach,
two bits describing the fast port quantity in the 4-port RF
entry are added into the free list macro. These bits are read

when selecting free physical registers for register
renaming.
FETCH DECODE RENAVE 'WAKEUP SELECT REGREAD EXECUTE
B g
N e e s e Y
BRI N  e RO LY isie quels (2 Regiser
O i File
L= le -
L Vulnerability Check
rename first
Table for Dynamic:
Vunerability

Identification

Figure 9. Entry-BVM architectural overview

Figure 9 presents an architectural overview of Entry-
BVM. Floating point structures are omitted due to space
limitations, but are similar to the integer structures. Note
that Entry-BVM is based upon VL-RF+PS. The detailed
implementation of VL-RF+PS, such as the slow and fast
RF entry pre-partitioning, VL-RF frequency pre-
definition, and the circuit support (e.g. latches, MUX) for
port switching, is described in [18]. In the renaming stage,
registers with a large number of fast ports will be given
higher priority when selecting from the free physical
register pool. The critical table is added to implement
dynamic vulnerability identification. The table is updated
when an instruction is renamed in order to record up-to-
date dependence chain information. For each instruction
within the IQ, the table provides the number of dependent
instructions in the pipeline. A larger number represents a
higher performance criticality. Upon table lookup,
instruction criticality is provided to the IQ. This is done in
parallel with the instruction wakeup stage and does not
introduce any delay into the pipeline. Instructions are
recognized as ACE (“1”) or un-ACE (“0”) if their
criticality is higher or lower than a given threshold. The
request signal accompanied by the vulnerability (“1” or
“0”) information is sent to the selection logic when the
instruction becomes ready. The selection logic grants the
request signal, taking into consideration the vulnerability
information. In the register read stage, the stall signal will



be sent to other stages, and their bandwidth will be
reduced by one per stall signal at that cycle. Since
variable-latency techniques can be applied to other
microarchitecture structures, Entry-BVM is also adaptable
to other structures.

4.2. Structure-Level Granularity Vulnerability
Mitigation

In order to fully exploit soft error robustness
improvement opportunities while achieving optimal trade-
offs between vulnerability, performance and power, we
propose coarse-grain, Structure Based Vulnerability
Mitigation (Structure-BVM) techniques which use two
metrics - AVF,, and IPC*,, - to guide dynamic body
biasing adaptations. Although IPC is a widely used
performance metric, it is not suitable for measuring
performance across chips with variable frequencies. In our
scheme, IPC*f,, is used for performance evaluation.
Similar to [19], Structure-BVM is implemented based on
SFGBB where the body biasing value is statically set for
the worst-case execution environment. The maximum
forward body biasing applied to Structure-BVM is the
body biasing value determined by SFGBB since the power
consumption cannot exceed the upper bound power
overhead.

The AVF of a microarchitecture structure exhibits
significant variation at runtime [29, 30] and it is possible
to achieve a considerable SER improvement by reducing
the raw FIT when AVF is high. Since both AVF,, and
IPC*f,, are considered in Structure-BVM and do not
always exhibit a strong correlation (i.e. high IPC does not
always imply a high AVF, and vice versa), we propose the
categorization of program execution into four types of
phases based on AVF),, and IPC*f,,; namely high AVF,, +
high IPC*f,,, high AVF,, + low IPC*,,, low AVF,,, + high
IPC*f,, and low AVF,, + low IPC*f,,. The boundary of a
phase is the mean value of AVF,, and IPC%,, which
equally partitions the two combined parameters into four
sets. Consequently, the number of times we apply FBB
and RBB will be roughly equal, avoiding the substantial
power overhead of over using FBB or the performance
loss of over using RBB. The above two-dimensional
partition allows us to explore desirable trade-offs across
multiple domains (e.g. reliability, performance and
power). For instance, a high AVF,, phase will require the
application of forward body biasing to gain the highest
degree of soft error robustness; and a higher AVF),,
corresponds to a higher forward body biasing value. On
the other hand, for a low A4VF,, phase, we can apply
reverse body biasing to save leakage power with
negligible effect on SER,; similarly a lower AVF,,
corresponds to a higher reverse body biasing value.
However, overall performance may be reduced
significantly when reverse body biasing is applied during a
phase of low AVF,, + high IPC*,,. Because of this,

reverse body biasing will not be applied if the total
performance cannot be maintained at a level comparable
to the baseline case with process variation without any
optimization. While in a phase of low AVF,, + low
IPC*f,,, the use of reverse body biasing will be less
constrained since its negative effect on performance is
small. Figure 10 illustrates how forward body biasing and
reverse body biasing are applied in each phase in our
proposed scheme.

IPC*fy<=Mean_IPC*f,, | IPC*f,,>Mean_IPC*f,,

FBB FBB

if no perfermance loss
RBB then RBB

else no BB

=Mean_AVF,, |AVF,,>Mean_AVF,,

AVF,,<

Figure 10. BB in each phase

Every 1lms

1
2
3 AVF,, and IPC*f,, computing();

4. Max, Min and Mean values updating();
5 Perf_gain computing();

6

7

8

if AVF,, belongs to [Mean AVF,,, Max AVF.]
then

5. {

10. AVF_step = (Max_AVF,, - Mean AVF,,)/FBB_steps;
11. BB = Max_FBB* (AVF,,-Mean AVF,) /AVF_step;

12. }

13. else

14. {

15. AVF_step = (Mean AVF,, - Min AVF,,) /RBB_steps;
16. BB = Max_RBB* (Mean AVF,,-AVF,,) /AVF_step;

17. if IPC*f,, , Mean_IPC*f,, and Perf_gain < 0

18. then BB = 0

Figure 11. Structure-BVM Pseudo-code

We present the pseudo code of our technique in Figure
11. Body biasing is adjusted at an interval granularity with
a length of 1ms. At the beginning of each interval, the
AVF,, and IPC*f,, of the last interval are computed (the
temperature effect on f,, is also considered in our study).
Their maximum, mean and minimum values are updated
correspondingly. The performance effect due to body
biasing is evaluated, which consists of the product of the
last interval’s IPC and the frequency difference with and
without body biasing applied within the interval. The
overall performance impact (perf gain) is updated
correspondingly. The AVF,, and IPC*f,, of the current
interval are predicted to be the same as last interval, and
the body biasing value for the current interval is
determined by AVF,,. The total performance effect and
IPC*f,, are used to check whether RBB should be applied.
Since the body biasing value is discrete, we partition
[mean 4VF,,, maximum AVF,,] into smaller, equal ranges.
The number of ranges is determined by FBB_steps, which
is the total number of FBB steps, and each range
corresponds to a FBB value. Similarly, [minimum AVF,,,



mean AVF,] is partitioned and linked to RBB values.
These ranges can be partitioned statically to avoid the
overhead of the maximum, mean, and minimum AVF),,
updates and dynamic range computations. Since AVF,, can
only vary from 0% to 100%, the AVF,, range can be pre-
determined using information such as the number of body
biasing steps that can be applied. Static range partitioning,
however, does lose the ability to keep a balanced
utilization between FBB and RBB (see Section 5 for a
detailed evaluation).

As can be seen, Structure-BVM requires online AVF
estimation for the structure. The table introduced in
Section 4.1 for ACE instruction identification is not
applied in Structure-BVM, because every cell that requires
AVF computation must access the table. This would
introduce a large number of read ports and wires into the
table, increasing the power and area overhead. [40]
proposed online AVF estimation by performing fault
injections during program execution and observing
whether the errors result in failures. This requires extra
hardware support and results in an area overhead. In this
study, we use the methodology proposed in [26], which
computes the number of ACE bits by observing the
number of instructions read and written into the cell on
every cycle, therefore, performs just-in-time vulnerability
estimation. The dynamic vulnerability estimation is used
to guide body biasing adaptation within the cell and
accurate AVF computation is still performed for
evaluation purposes. Fine-grain cells within the chip are
generally partitioned at the microarchitecture structure
level [8] and [19] demonstrates the feasibility of applying
body biasing techniques at a per structure level. Note that
FGBB is applied independently to each structure, and
therefore our technique does not simply migrate
vulnerability from one structure to another. To implement
body biasing techniques, a bias generator is attached to the
structure. It generates bidirectional but equivalent body
biasing values for PMOS and NMOS transistors
separately, because the same body biasing value has an
opposite effect on the two types of transistors. The
detailed circuit modifications can be found in [19].

5. Evaluation

In this section, we describe our experimental
methodology and evaluate the two proposed reliability-
aware PV mitigation techniques. Next, we examine the
aggregated effects of the two proposed techniques. Finally,
we discuss the area and power overhead.

5.1. Experimental Methodology

To evaluate reliability at the microarchitecture level,
we use the reliability-aware simulation framework Sim-
SODA [31], which is built on top of a heavily modified
and extended Sim-Alpha cycle-level simulator [32]. In
addition, we port Wattch [33] into our simulation
framework for dynamic power evaluation. The leakage

power is estimated using HotLeakage [34]. The power
results are scaled based on technology projections from
ITRS [35]. The HotSpot tool [36] is used to estimate chip
temperature. We use a default Alpha 21264 machine
configuration with 20-entry INT and 15-entry FP IQs, an
80-entry ROB, an 80-entry INT and 72-entry FP register
file with 4-rd/2-wr ports, a 32KB L1 D-cache, a 32KB L1
I-cache, and a 2MB L2 cache. The processor pipeline
bandwidth is set to four. We use SPEC CPU 2000 integer
and floating point benchmarks in our evaluation. The
Simpoint tool [37] is used to identify the most
representative simulation interval for each benchmark.
After that, each benchmark is fast-forwarded to its
representative interval before detailed simulation takes
place. We simulate 500 million instructions for each
benchmark and present the average result across 400
chips. 80% VL-RF is chosen in [18] because it is built on
65nm technology, which has smaller process variation
than 45nm technology. For the Entry-BVM technique, we
implement 70% VL-RF and obtain a 10% frequency
increase compared to the chip without VL-RF. A larger
portion of slow RF entries has to be discounted for in
order to gain a significant frequency improvement in
45nm. We set the body biasing range as [-0.3v, 0.3v], with
a resolution of 32mv. The dynamic FIT computation is
based on the linear interpolation shown in Figure 8.
Besides mitigating microarchitecture vulnerability in
the presence of process variation, our techniques also
target achieving the optimal trade-off among reliability,
performance and power. We propose a metric
Vulnerability-Power/Performance (VPP), which can be

SER,, »powe/
expressed as PC-f, | to evaluate the cross
domain efficiency of the proposed techniques. A better
technique will achieve a lower VPP.

5.2. Effectiveness of Entry-BVM

We compare our Entry-BVM scheme to VL-RF and
VL-RF+PS techniques. Figure 12 a-b shows the IQ SER
and performance (/PC*f,,) across the studied benchmarks.
Results are normalized to the baseline case without any
optimization under the impact of process variation. As
expected, VL-RF reduces IQ reliability significantly. For
example, the IQ SER increases by 58% on gcc. As can be
seen, VL-RF does not introduce a severe 1Q reliability
degradation on some benchmarks (e.g. equake, mcf). This
is because there are a large number of L2 cache misses in
those benchmarks which limit the quantity of ready
instructions in the IQ for issue. There are still enough
pipes for instructions’ issue even though the number of
pipes decreases because of VL-RF. Consequently, the 1Q
AVF is slightly affected by VL-RF. As shown in Figure 12
(a), on average, VL-RF degrades the 1Q SER by 18%
compared to the baseline case. VL-RF+PS mitigates the
negative effect of VL-RF to some degree, but still
increases 1Q SER by 8%. Entry-BVM exhibits a strong



ability to improve IQ soft error robustness. It not only
mitigates the vulnerability increase caused by VL-RF
techniques, but further reduces IQ SER by 24%. As Figure
12 (b) shows, the /PC*f,, of VL-RF+PS and Entry-BVM
is almost equal, thus Entry-BVM is able to maintain the
same performance improvement as VL-RF+PS. Figure 13
shows the trade-off metric VPP across the wvarious
techniques. The results are normalized to the baseline
case. Entry-BVM produces a much lower VPP than other
approaches. On average, the VPP of Entry-BVM is 50%
and 28% lower than that of VL-RF and VL-RF+PS
respectively. Since Entry-BVM controls the number of
input/output instructions to each microarchitecture
structure in the entire pipeline via broadcasting the stall
signal, it does not migrate the vulnerability from the IQ to
other microarchitecture structures.
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Figure 12. Normalized 1Q SER and /PC*,, yielded by VL
related techniques
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5.3. Effectiveness of Structure-BVM

We first compare our Structure-BVM schemes (using
both dynamic and static AVF),, range partitioning) with
DFGBB [19] on reliability. Figure 14 presents the IQ SER
across the various techniques. Results are normalized to
the baseline case. Because DFGBB does not effectively
take advantage of FBB to improve soft error robustness, it
does not decrease but instead increases the IQ SER by an
average of 8% across the studied benchmarks. Compared
to the baseline case, the static AVF,, range partition
slightly affects 1Q vulnerability because it lacks the ability

to adapt to the dynamic AVF), behavior and choose an
optimal BB value. Structure-BVM with dynamic AVF,,
range partitioning shows a strong ability to reduce 1Q
vulnerability. As a result, the IQ SER is 30% and 20%
lower than that on DFGBB and the baseline case
respectively. The normalized performance (IPC*f,,)
results are shown in Figure 15. As can be seen, DFGBB
suffers a considerable performance loss even though it
maintains the frequency, while Structure-BVM with
dynamic AVF),, range partition maintains or improves
performance by 22%. This is because the per-interval
performance constraint does not incur any negative effect
from biasing the threshold voltage. Consequently,
performance usually increases. Note that while Structure-
BVM has an intrinsic power constraint, both DFGBB and
Structure-BVM have the ability to reduce the power
overhead introduced by SFGBB. One can expect a greater
power saving on DFGBB than on Structure-BVM, since
Structure-BVM trades off a certain amount of power
reduction in improving reliability and performance.
Instead of analyzing the power consumption of these
techniques, it is more interesting to evaluate the trade-off
among the three domains. We present the normalized VPP
in Figure 16. On average, the VPP of DFGBB is 40%
higher than Structure-BVM with dynamic AVF,, range.
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Figure 16. Normalized VPP with BB related techniques

As shown in Figure 16, the benefit gained from
Structure-BVM varies substantially across benchmarks.
For example, a large IQ SER reduction is obtained on
equake, while the IQ SER on swim is only slightly



changed when Structure-BVM is applied. With Structure-
BVM, intervals which have close-to-mean AVF,, will be
assigned a close-to-zero BB value. If most of an
application’s intervals have an AVF,, close to the mean
value, the effectiveness of Structure-BVM is reduced. We
select one representative chip and show the AVF),, -
IPC*f,, plot in Figure 17 for intervals on equake and swim
respectively. Dotted lines mark the boundaries of the four
phases, and an area is drawn with its center (with mean
AVF,, and mean [IPC%,,) at the intersection of the
boundaries. As is shown, a large number of intervals in
swim are covered by the area whereas few intervals in
equake are included within the area.

100 Mean AVFpv value

:._. 50 9?“ . .
R

2 4
< . . .-

30 . 3

20

10 . . Mean IPC*fpv value

0+e

0 1 2 3 4 5 6
IPC*fpv (1049)

Mean IPC*fpv value
20 N ’

* Mean AVFpv value

AVFpv (%)
3
ool
-
.
e

o o5 1 15 2 25 3 35
IPC*fpv (1079)
Figure 17. AVF,, - IPC*{,, plot for intervals on equake (up)
and swim (down) (Intervals within the drawn area are
close to the mean value)

5.4. Combining Entry-BVM and Structure-BYM

1

09
X 08
@ 07
2 o6
g 05
3 04

CRSETR LT ELER P L LS S P
& ST T SIS F LT LI

Figure 18 (a). Normalize IQ SER under Entry-BVM +
Structure-BVM
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Figure 18 (b). Normalized VPP under Entry-BVM +
Structure-BVM

As the results have shown, both Entry-BVM and
Structure-BVM exhibit a strong ability to improve a

structure’s soft error robustness. Since they focus on
difference levels, they can be combined to further reduce
the vulnerability and push the trade-off among the three
studied domains closer to an optimal point. Figure 18 (a)
and (b) show the normalized IQ SER and VPP under the
aggregate effect of Entry-BVM + Structure-BVM across
the benchmarks. Compared to the baseline case with
process variation, the combined technique reduces IQ SER
substantially by 40% while improving VPP by 46%.

5.4. Overhead of Entry-BVM and Structure-BVM

It was found in [18] that VL-RF+PS adds a 2% area
overhead and less than 5% power overhead. Entry-BVM
adds a small amount of logic in register renaming and
instruction selection on VL-RF+PS. A #.n bit table is
added for dynamic vulnerability identification, where n is
the number of ROB entries. We estimate the extra area
overhead introduced by Entry-BVM to be less than 1%
and with negligible power overhead. Previous studies have
also estimated the overhead of body biasing techniques
[8]. Generally, FGBB introduces a 2% area overhead and a
1% power overhead. The timing overhead of FGBB is
negligible [19].  Structure-BVM  updates  several
parameters (e.g. AVF,, IPC%*,) at the end of each
interval, however the processor does not need to stop for
these parameter updates. The previous BB can be applied
until its re-evaluation is completed, so Structure-BVM
introduces no timing overhead. The extra power consumed
by the updates is small. There are few circuits and buffers
added by Structure-BVM and the estimated extra area
overhead is less than 1%.

6. Related Work

There have been many studies on characterizing the
impact of PV on performance and power. Borkar et al. [1]
investigated the impact of PV on both circuit and
microarchitecture levels. Bowman et al. [2] introduced
maximum clock frequency (FMAX) to model the chip
frequency under PV. Orshansky et al. [3] derived a model
to estimate the performance degradation for a given circuit
and process parameters in the presence of PV. Agarwal et
al. [4] presented a statistical timing analysis technique that
accounts for WID variations with spatial correlation.
Statistical modeling and analysis of leakage power under
PV were performed in [5, 6, 7]. There are limited works
studying the impact of PV on SER. Ding et al. [10]
investigated the impact of L and ¥V, variations on critical
charge separately. Their work was performed at the circuit
level and is limited to single storage cells with single
parameter variation. Our study extends the SER variation
characterization to the microarchitecture level and
considers the combinational effect of L and ¥, variations.

Various PV mitigation techniques have been proposed
in the past. Body biasing is widely applied to mitigate both
D2D and WID variation [2] or achieve an optimal tradeoff
between frequency and power [8]. [9] developed power



optimization techniques considering the PV effect based
on the statistical analysis. [15] showed that PV can slow
down the issue queue read/write operations and hurt the
performance, it proposed instruction steering, operand-
and port-switching to improve the performance. Tiwari et
al. [11] proposed Recycle, which applies cycle time
stealing to microarchitecture pipeline stages for frequency
improvement. Liang et al. [12] proposed a memory
architecture based on novel 3T1D DRAM to tolerate PV.
[13] applied two fine-grained tuning techniques- voltage
interpolation and variable latency to reduce the frequency
variation between chips, between cores on one chip and
between units within one core. [14] wused linear
programming to find the best voltage and frequency levels
for each core of the CMP in the presence of PV. However,
these PV  optimization schemes largely ignore
microarchitecture soft error reliability. In this paper, we
proposed novel techniques to mitigate the negative PV
effect considering reliability, performance and power
factors.

7. Conclusions

Process variation and soft error rate are two major
challenges that need to be addressed as process technology
continues to scale down. Most PV related studies focus
only on performance and power domains, and little work
has been done to link PV to soft error vulnerability.
However, an efficient PV mitigation technique should
have the ability to take reliability, performance, and power
into account. This paper presents the first study to
optimize the reliability of PV mitigation techniques while
considering all three domains. We characterize the critical
charge variation at the bit and entry level in the presence
of PV. We propose Entry-BVM and Structure-BVM to
improve microarchitecture soft error reliability and its
trade-offs with performance and power in light of PV.
Simulation results show that Entry-BVM and Structure-
BVM can reduce IQ SER by 24% and 20% and achieve a
trade-offs improvement of 27% and 26% respectively. The
combined effect of the two techniques can achieve even
higher IQ SER reduction (i.e. 40%) with 46% trade-offs
improvement.
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