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' Beyond Guns, Gates and Guards

+ The work implemented by the Office of International Material
Protection and Cooperation (IMPC) has often been summarized as
focusing on *“guns, guards, and gates” (the “3 Gs”).

+While the “3Gs” remain necessary, they are no longer sufficient for
protecting against today’s nuclear threats.

+ Achieving effective nuclear security demands a more holistic,
Interdisciplinary and layered approach.

+ This paper will discuss the evolution of the IMPC Program’s strategy
to develop and implement an integrated approach to nuclear material
security.



' i Presentation Goals

+The Evolving Threat of Nuclear Terrorism

*Mission of the Office of International Material
Protection and Cooperation

+ A brief overview of the IMPC Program and Major
accomplishments to date

+Evolution of the IMPC Program
+Future Challenges
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The Evolving Threat

» Terrorism has undergone a
fundamental shift.

 Desire to cause maximum damage

» Open-source media has reported
that terrorists now seek to acquire
nuclear materials or weapons stolen
and smuggled from nuclear sites to
inflict mass civilian casualties.

« A bomb with the explosive power g (W L )
of 10,000 tons of TNT, if set off in ’m;,f_"“‘“‘““_.h
a major city on a typical workday, <SS —_—
could kill up to 500,000 people and
cause roughly $1 trillion in direct
economic damage (Harvard
University report).
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The Evolving Threat

 Devastating consequences would have a global
Impact and therefore a dedicated global effort is
required to prevent nuclear and radiological
terrorism.

* The key barrier preventing terrorists from
achieving nuclear attack capability is the difficulty
of acquiring weapons-useable nuclear materials.
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The IMPC Mission

+The Office of International Material Protection and
Cooperation is responsible for enhancing the security of
vulnerable stockpiles of nuclear weapons & weapons
useable materials in countries of concern and to improve
the ability to deter and detect the illicit trafficking of such
materials.

+Began in 1994 as a task force to mitigate the security
vulnerabilities

*Program has evolved into a global effort, engaging over 40
countries to deny terrorists the vital materials needed to
engage in acts of nuclear terror.
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Defense In Depth Strategy

*The IMPC implements this mission by pursuing defense
In depth strategy that includes both a first line of defense,
the material protection control and accounting
program, as well as a second line of defense focused on
the interdiction of illicit radiological materials at
International border crossings, airports and seaports.

Major
Sacure Special Im‘?m?ﬁonal
Muclear Material Shipping Hubs : ;
r Ao Adjacent {Megaports and Proliferation U.S. Border
Storage Building ~ Facility I Country Container Security Security Detection
Perimeter | Borders Borders Initiative) Initlative Programs

Other Agencies
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IMPC Program Overview

First Line of Defense - MPC&A
Second Line of Defense — SLD
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MPC&A Objectives ”

e Secure: Implement security
upgrades (physical protection,
material control and accounting,
and protective force related
enhancements) appropriate for the
level of material attractiveness and
the threat of theft;

e Reduce: Consolidate material into
fewer buildings and at fewer sites
and convert excess HEU to LEU,
reduce the number of threat targets;
and,

e Sustain: Encourage the
development of national and site
capabilities and commitments to
operate and maintain these security
improvements.




Sites of MPC&A Cooperatlion
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SECURE

+Graded approach to
augmenting nuclear security,
starting with securing nuclear
material in place

¢ Target-out, defense-in-depth
security approach that
encompasses physical
protection, material control
and accounting, and response
forces upgrades.
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| SECURE

+Rapid Upgrades:

e Quick, usually low-tech security enhancements such as hardened
windows, doors and vaults, the provision of scales, hand-held SNM
detectors

+Comprehensive Upgrades:

* longer term, more time intensive measures such as
automatic accounting systems, radiation portal monitors
(RPMs), upgraded entry control points, central alarm
stations, and closed-circuit television (CCTV) systems.
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etworks, SNM Detection, Pro Force, Accounting
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' i Status of Security Efforts

+Suite of upgrades expanded after the September 11, 2001
to address the changing threat environment.

+The IMPC and its international partners have provided
substantial security upgrades to 123 sites in Russia and the
FSU.

+|n conjunction with a focus on sustainability of completed
upgrades, continuation of work with counterparts to
Identify and address any remaining vulnerabilities.
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+Reduce the amount of weapons grade material by down-
blending HEU to LEU as well as reducing the number of
targets by consolidating material into fewer buildings and
at fewer sites.

+Similar efforts are on-going in the DOE complex

+More than 11 metric tons of HEU has been down-blended
Into LEU through December 2008 and consolidation effort
has removed HEU from 25 buildings
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+|_ong-term, sustained risk reduction is essential for
program success

* Approach goes beyond the provision of equipment to take
Into account the less tangible elements of security such as
training, procedures, and security culture.

*Provision of technical assistance and professional
collaboration at the national level



l SECURITY CULTURE

*Recognition of security culture as an intrinsic
sustainability element

+ “effectiveness of the nuclear security regime
depends not only on the design, quality and
conditions of the technical equipment, but on the
design and quality of the administrative processes

and the behaviors of the people involved.”
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Second Line of Defense (SLD)

MISSION: Strengthen the capabilities of partner countries to deter, detect, and
interdict illicit trafficking of special nuclear and other radioactive materials at
International border crossings, airports, seaports, and other points of entry.

STRATEGY:: Develop cooperative efforts to mitigate the risk of illicit

trafficking through:
e Search, detection, and identification of »
nuclear and other radioactive materials
* Development of response procedures INTERDICT,.

and capabilities

e Deterrence of future trafficking in illicit
nuclear and nuclear-related materials

DETECT

GOAL: Deliver an effective and sustainable global capability to deter, detect,
and interdict illicit trafficking in special nuclear and other radioactive materials.
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SLD: Two Primary Programs

Second Line of

Defense
I
| |
Core Megaports
Program Initiative
* Equip approximately 600 points of * Equip approximately 100 international
entry: airports, border crossings, seaports

and small feeder seaports _ o
* Bolster detection capabilities of

* Bolster detection capabilities of foreign customs officials and port
foreign border officials or affiliated authorities
agencies

e Partner with other U.S. federal
e Partner with international or agencies

multilateral organizations
-CBP/ICE: Container Security Initiative (CSI)

-International Atomic Energy Agency (IAEA) _CBP: Secure Freight Initiative (SFI)

-European Union -DHS: ASP deployment
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Installations Underway

|:| Implementation Completed

. Various Stages of Discussion

- Bahamas - Panama (Balboa) - Armenia - Israel (Ashdod) - Panama (Colon, _ Argentina - Kenya - Turkey
- Belgium - Panama (MIT) W " - Azerbaijan - Israel (Core)  Cristobal) - Brazil - Pakistan - Turkmenistan
(Antwerp) - Philippines - Bangladesh - Jamaica - Poland - Germany - Saudi Arabia - Yemen

- Colombia - Singapore - Belgium (Zeebrugge) - Japan - Portugal -Hungary - South Africa - UAE

- Dominican Republic - South Korea - Bulgaria - Jordan - Qatar - Indonesia - Tajikistan

- Greece - Spain (Algeciras) - China - Kazakhstan - Romania - Italy

- Honduras - Sri Lanka - China (Hong Kong) - Kyrgyzstan - Russia

- Israel-(Haifa) - Thailand - Cyprus - Latvia - Slovakia

- Netherlands - United Kingdom - Djibouti - Lebanon - Slovenia

- Oman (Salalah) - Uzbekistan - Dubai - Lithuania - Spain

- Pakistan (M. Qasim) - Egypt - Malaysia - Taiwan T YA =
- Estonia - Malta - Turkmenistan .ﬂ v l" %
- Georgia - Mexico - Ukraine Aamires

- IAEA - Mongolia
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SLD Accomplishments Through FYO8

+*Completed Megaports radiation detection equipment
Installation at 19 ports

e At various stages of implementation at more than 20
additional ports around the world.

+|nstalled radiation detection equipment at 213 Second Line
of Defense Core sites (land border crossings, airports, and
sea ports) in Russia and six other countries of concern.

+Reached agreement with Russia to complete the
Installation of radiation detection equipment at all Russian
border crossings (approx 350 sites total) by 2011

 DOE and Russian Customs sharing costs and responsibility
for this work

e To be completed 6 years ahead of original schedule
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Evolution of the IMPC Program

+As the IMPC Program has matured, so has its approach to
addressing today's challenges to prevent nuclear terrorism.

+Security approach is continually evolving to keep up with
the ever changing threat environment.

+Both the first line of defense and second line of defense
programs have responded by initiating new collaborative
efforts focused on enhancing the ability to secure materials
and improve detect and respond to illicit trafficking
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+Greater attention to the role that MC&A plays as the first
line of defense against insider related vulnerabilities

+Concerted effort to ensure that measures to defeat insider
diversion are being effectively employed and promoted
both within our bilateral cooperation with States as well as
within the international arena.
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Focus on Integrated Nuclear Materials Security
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+Global Initiative/1540 Workshop

* Discuss what constitutes “appropriate effective” nuclear
material accounting and physical protection measures as

required under United National Security Council Resolution
1540 (UNSCR 1540).

+Goal

 Facilitate a discussion between policymakers and those
responsible for implementation and oversight of nuclear
material security, on the meaning of “appropriate effective”
nuclear security measures and the identification and
Improvement of instruments and best practices that support
the implementation of this requirement.
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Appropriate Effective Natonai ociarSccuty e
Nuclear Security — Focus on MC&A

+Recommendation for further technical exchanges on what
constitutes “appropriate effective” MC&A at the facility
level and how MC&A can be more fully integrated with
physical protection to enhance a defense-in-depth approach
to nuclear security with particular attention to insider
related vulnerabilities.

+|MPC’s cooperation with the IAEA's Office of Nuclear
Security
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New Developments in SLD

+Close collaboration with the IAEA and EU to
coordinate efforts and enhance training and other
technical assistance provided to States.

+Pilot collaboration with partner-country law
enforcement officials, to enhance capabilities to
Investigate and act against smugglers.
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Future Challenges

+Build on past achievements and continue to develop our
cooperative efforts with its international partners and
multilateral organizations to address existing
vulnerabilities.

+Continue working with our bilateral partners in the
multilateral arena, to inform policymakers and promote
and strengthen the international nuclear security regime.

+ Acknowledge the challenges that remain and address
existing gaps.
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Summary

+Beyond a “guns, gates, and guards” approach to emphasize
the importance of an integrated nuclear security approach
that provides sufficient tools and builds on past successes
and lessons learned to adapt and respond to evolving and
complex threats.

+Continuation of work with both bilateral and multilateral
partners to identify and address existing security
vulnerabilities and will continue to establish and maintain
strong collaborative relationships with partner countries
and with other international organizations in order to
ensure a sustained, global effort against nuclear terrorism.
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