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ABSTRACT. In adversarial environments, disabling the communicat@pabilities of the
enemy is a high priority. We introduce the problem of deteing the optimal number
and locations for a set of jamming devices in order to nelaFad wireless communica-
tion network. This problem is known as tReRELESS NETWORK JAMMING PROBLEM
We develop several mathematical programming formulatizased on covering the com-
munication nodes and limiting the connectivity index of timles. Two case studies are
presented comparing the formulations with the additionasfous percentile constraints.
Finally, directions of further research are addressed.

1. INTRODUCTION

Military strategists are constantly seeking ways to insecthe effectiveness of their
force while reducing the risk of casualties. In any adveéasanvironment, an important
goal is always to neutralize the communication system o&tiemy. In this work, we are
interested in jamming a wireless communication networkecHjally, we introduce and
study the problem of determining the optimal number andgatant for a set of jamming
devices in order to neutralize communication on the netwdhis is known as th&/IRE-
LESS NETWORK JAMMING PROBLEM(WNJP). Despite the enormous amount of research
on optimization in telecommunications (Resende and Pasda006), this important prob-
lem for military analysts has received little attention bg research community.

The organization of the paper is as follows. Section 2 castaeveral formulations
based on covering the communication nodes with jammingegeviln Section 3, we use
tools from graph theory to define an alternative formulabased on limiting the connec-
tivity index of the network nodes. Next, we incorporate getile constraints to develop
formulations which provide solutions requiring less jammdevices, but whose solution
quality favors the exact methods. In Section 5, we preseatdase studies comparing
the solutions and computation time for all formulationsndfiy, conclusions and future
directions of research are addressed.

We will now briefly introduce some of the idiosyncrasies, &ais, and notations we
will employ throughout this paper. Denote a graphk= (V, F) as a pair consisting of a set
of verticesV, and a set of edgées. All graphs in this paper are assumed to be undirected
and unweighted. We use the symbbl:*= ¢” to mean “the expressiomdefines the (new)
symbolb” in the sense of King (1994). Of course, this could be coneetty extended so
that a statement like(1 — €)/2 := 7" means “define the symbelso that(1 — ¢)/2 = 7
holds.” Finally, we will usetalics for emphasis andMALL CAPs for problem names. Any
other locally used terms and symbols will be defined in théi@es in which they appear.

2. COVERAGE FORMULATIONS

Before formally defining the problem statement, we will stabme basic assumptions
about the jamming devices and the communication nodes lgimged. We assume that
1
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parameters such as the frequency range of the jamming demieeknown. In addition,
the jamming devices are assumed to have omnidirectionahaas. The communication
nodes are also assumed to be outfitted with omnidirectiortahaas and function as both
receivers and transmitters. Given a graph= (V, E), we can represent the communica-
tion devices as the vertices of the graph. An undirected aaged connect two nodes if
they are within a certain communication threshold.

Given a setM = {1,2,...,m} of communication nodes to be jammed, the goal is to
find a set of locations for placing jamming devices in ordesuppress the functionality of
the network. Thgamming effectiveness devicej is calculated using : (V x V) — R,
whered is a decreasing function of the distance from the jammingpgew the node being
jammed. Here we are considering radio transmitting nodekcarrespondingly, jamming
devices which emit electromagnetic waves. Thus the jamreffegtiveness of a device
depends on the power of its electromagnetic emission, whkialversely proportional to
the squared distance from the jamming device to the nodgljeinmed. Specifically,

TR
where) € R is a constant, and(s, j) represents the distance between noaled jamming

devicej. Without the loss of generality, we can set= 1.
The cumulative level of jamming energy received at nbidedefined as

n n 1
Q=) dij=) =,
— — r2(i, j)
J= J=
wheren is the number of jamming devices. Then, we can formulatetlRELESS NEF

WORK JAMMING PROBLEM (WNJP) as the minimization of the number of jamming devices
placed, subject to a set obveringconstraints:

(WNJP) Minimize n Q)
s.t. lecz, i:1,2,...,m. (2)

The solution to this problem provides the optimal numberaofiining devices needed to
ensure a certain jamming threshdltl is met at every nodé € M. A continuous opti-
mization approach where one is seeking the optimal placecwardinatesz;, y;),j =
1,2,...,n for jamming devices given the coordinates;,Y;),i = 1,2,...,m, of net-
work nodes, leads to highly non-convex formulations. Famegle, consider the covering
constraint for network nodg which is given as

n

> L > C;

=X+ -Y)? T

It is easy to verify that this constraint is non-convex. Hirgdthe optimal solution to the
resulting nonlinear programming problem would require étemlsive amount of computa-
tional effort.

To overcome the non-convexity of the above formulation, w@ppse several integer
programming models for the problem. Suppose now that alatigtive set of commu-
nication nodesM = {1,2,...,m}, there is a fixed se\ = {1,2,...,n} of possible
locations for the jamming devices. This assumption is nealte because in real battle-
field scenarios, the set of possible placement locatioridilegly be limited. Define the
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decision variable:; as

(3)

. J 1, ifajamming device is installed at locatign
77 )0, otherwise

If we redefiner(, j) to be the distance between communication noaied jamming loca-

tion j, then we have thePTIMAL NETWORK COVERING (ONC) formulation of thewNJP

given as

n

(ONC) Minimize ) c;z; (4)
j=1
S.t.
Zdija:jzci, i:1,2,...,m, (5)
j=1
z; €{0,1}, j=1,2,...,n, (6)

whereC; andd;; are defined as above. Here the objective is to minimize thebeumwf
jamming devices used while achieving some minimum levebekcage at each node. The
coefficientsc; in (4) represent the costs of installing a jamming deviceeation;. In a
battlefield scenario, placing a jamming device in the diproiimity of a network node
may be theoretically possible; however, such a placemegittnbie undesirable due to se-
curity considerations. In this case, the location considevould have a higher placement
cost than would a safer location. If there are no preferefmedevice locations, then
without the loss of generality,

c;=1 j7=12,...,n

Though we have removed the non-convex covering constréigformulation remains
computationally difficult. Notice thadNcC is formulated as ®ULTIDIMENSIONAL KNAP -
SACK PROBLEMwWhich is known to be\V’P-hard in general (Garey and Johnson, 1979).

3. CONNECTIVITY FORMULATION

In the generalvNJP, it is important that the distinction be made that the oljeds not
simply to jam all of the nodes, but to destroy the functioyadif the underlying commu-
nication network. In this section, we use tools from grapotly to develop a method for
suppressing the network by jamming those nodes with segeramunication links and
derive an alternative formulation of thenJp. Given a graptG = (V, E), the connec-
tivity indexof a node is defined as the number of nodes reachable from ¢higixsee
Figure 1 for examples). To constrain the network conndgtini optimization models, we
can impose constraints on the connectivity indices instéading covering constraints.

We can now develop a formulation for thenipbased on the connectivity index of the
communication graph. We assume that the set of communiadidesM = {1,2,...,m}
to be jammed is known and a set of possible locatins: {1,2,...,n} for the jamming
devices is given. Note than in the communication grapks M. LetS; := Z?:l dijx;
denote the cumulative level of jamming at nad@hen node is said to be jammed if;
exceeds some threshold valde We say that communication is severed between nodes
i andj if at least one of the nodes is jammed. Furtherglet M x M — {0,1} be
a surjection whergy,;; := 1 if there exists a path from nodeto node; in the jammed
network. Lastly, let : M — {0, 1} be a surjective function wheeg returns 1 if node is
not jammed.
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FIGURE 1. Connectivity Index of nodes A,B,C,D is 3. Connectivity
Index of E,F,G is 2. Connectivity Index of H is 0.

The objective of theeONNECTIVITY INDEX PROBLEM (CIP) formulation of thewNJpP
is to minimize the total jamming cost subject to a constrtiiat the connectivity index of
each node does not exceed some pre-describedlevEhe corresponding optimization
problem is given as:

(CIP) Minimize > c;x; @)

=1
S.t.

=1
J#i
M(l—Zi)>Si—CiZ—MZi,V’L'€M, (9)
,TjE{O,l},VjEN, (10)
5 e{0,1}VieM, (11)
Vi,jeM,yije{O,l},Vi,jEM, (12)

whereM € R is some large constant.
Letv: M x M — {0,1} andv’ : M x M — {0, 1} be defined as follows:

L JuitGies 13
Yo 0, otherwise,

and

(14)

1, if (¢, ) exists in the jammed netwark
v =
0, otherwise
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With this, we can formulate an equivalent integer program as

(CIP-1) Minimize > iy, (15)
j=1
s.t.
Yij > vij, Vi, j € M, (16)
Yij = YikYkj, k #1,75; Vi, j € M, (17)
vij > vijzizi, 0 # J; Vi 5 € M, (18)
Sy <L VieM, (19)
j=1
J#i
M(l—Zl) > S5, —-C;>—-Mz,Vie M, (20)
z €{0,1}, Vie M, (21)
zj €{0,1}, Vj €N, yi; € 0,1} Vi, j € M, (22)
vi; € {0,1}, Vi,j e M, vl €{0,1}, Vi, j € M. (23)

Lemma 1. If cIp has an optimal solution thergiP-1 has an optimal solution. Further,
any optimal solutiorx* of the optimization probleraip-1 is an optimal solution ofc1p.

Proof. It is easy to establish that ifand;j are reachable from each other in the jammed
network thenircip-1, y;; = 1. Indeed, ifi and; are adjacent then there exists a sequence
of pairwise adjacent vertices:

{(iOail)a-'-a(imflvim)}v (24)
whereiy = ¢, andi,, = j. Using induction it can be shown that,, =1, Vk =
1,2,...,m. From (16), we have tha;,;, ., = 1. If y;0;, = 1, then by (17)yipi,., >
Yioir Yirirn, = 1, Which proves the induction step.

The proven property implies that Tip-1:

> " ij > connectivity index of. (25)
j=1
JF#
Therefore, if(x*, y*) and(z**, y**) are optimal solutions af1P-1 andciIpP correspond-
ingly, then:
V(a*) > V(a™), (26)
whereV is the objective ircip-1 andcip.
As (z**,y**) is feasible incIp, it can be easily checked that* satisfies all feasibility
constraints ircip-1 (it follows from the definition ofy;; in cip). So,(z**, y**) is feasible
in cIP-1; thus proving the first statement of the lemma.
Hence fromcip-1,
V(™) > V(z"). (27)
From (26) and (27):
V(™) =V (z"). (28)
Let us defing; such that

yij := 1 < jis reachable from in the network jammed by*.
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Using (25),(z*, y) is feasible incip-1, and hence optimal. From the constructionyof
follows that(z*, y) is feasible incip. Relying on (28) we can claim that* is an optimal
solution ofcip. The lemma.is proved. O

We have therefore established a one-to-one correspontiehween formulationsip
andcip-1. Now, we can linearize the integer progran®-1 by applying some standard
transformations. The resulting linear 0-1 progran®-2 is given as

(CIP-2) Minimize ) c¢;a; (29)
j=1
S.t.
yngU;yV%]:Lan (30)

Yij > Yik + Yk — 1, E#1,5; Vi, € M, (31)
Vi 2 vtz =2, i # 5 Vi, jEM,  (32)

Jj=1

J#i
M(l—Zi)>Si—OiZ—MZi,V’L'€M, (34)
2 €{0,1}, Vie M, (35)
x.je{ovl}avj€N7 yije{oal}ViajEMv (36)
vi; €{0,1}, Vi,j € M, v; €{0,1}, Vi,j € M. (37)

In the following lemma, we provide a proof of equivalencedrstncip-1 andcip-2.

Lemma 2. If cip-1 has an optimal solution theniP-2 has an optimal solution. Further-
more, any optimal solutiom* of ciP-2 is an optimal solution ofciP-1.

Proof. For 0-1 variables the following equivalence holds:
Yij 2 YikYki < Yij 2 Yik + Yrg — 1
The only differences betweemnp-1 andcip-2 are the constraints:
V=522 (38)

i
Ugj > v+ 2 +z— 2 (39)

cIP-2 includes the feasibility region afip-1. This proves the first statement of the lemma.
From the last property we can also deduce that forgllx, such thate; is an optimal
solution ofcip-1, andz, is optimal forcip-2, that

V(z1) > V(xa), (40)

Note that (38) implies (39)%;z;z; > v;; + 2 +2; —2). Therefore, the feasibility region of

whereV () is the objective ofiP-1 andcip-2.

Let (z*, y*,v'*, z*) be an optimal solution ofip-2. Construct” * using the following
rules:

(41)

A {1, if v + 27 +2f —2=1,

” 0, otherwise
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v > v = (2%,y*, 0%, 2%) is feasible incIP-2 (y;; > v;;), hence optimal (the objec-
tive value isV (z*), which is optimal). Using (41)v"*, z*) satisfies:

L
Vi = Vij2 %

Using this we have thdt*, y*, v'*, z*) is feasible forcip-1. If 2 is an optimal solution
of cip-1 then:

V(z) < V(z*) (42)
On the other hand, using (40):

V(") < V(z1). (43)
(42) and (43) together imply’(z1) = V(z*). The last equality proves that* is an
optimal solution ofcip-1. Thus, the lemma is proved. O

We have as aresult of the above lemmata the following the@reich states that the op-
timal solution to the linearized integer progran®-2 is an optimal solution to the original
connectivity index problenzip.

Theorem 1. If cIp has an optimal solution theaiP-2 has an optimal solution. Further-
more, any optimal solution ofIP-2 is an optimal solution ofcip.

Proof. The theorem is an immediate corollaryloédmma 1 andLemma 2. O

4. DETERMINISTIC SETUP WITH PERCENTILE CONSTRAINTS

As we have seen, to suppress communication on a wirelessrietvay not necessarily
imply that all nodes must be jammed. We might instead chamsenstrain the connec-
tivity index of the nodes as in thelp formulations. Alternatively, it may be sufficient to
jam some percentage of the total number of nodes in orderwirgcan effective control
over the network. The latter can be accomplished by adpi@rgentile risk constraint®
the mathematical formulation. Used extensively in finahemgineering applications and
optimization of stochastic systems, risk measures hawepats/en effective when applied
to deterministic problems (Krokhmal, Murphey, Pardalosjd$ev and Zrazhevski, 2003).
In this section, we review two risk measures, namely ValuRisk (VaR) and Conditional
Value-at-Risk (CVaR) and provide formulations of thanJp with the incorporation of
these risk measures.

4.1. Value-at-Risk (VaR) and Conditional Value-at-Risk (CVaR). The Value-at-Risk
(VaR) percentile measure is perhaps the most widely useltl @plications of risk man-
agement (Holton, 2003). Stated simply, VaR is an upper paitesdf a given loss distri-
bution. In other words, given a specified confidence leyehe corresponding-VaR is
the lowest amount such that, with probability, the loss is less or equal to(Krokhmal,
Palmquist and Uryasev, 2002). VaR type risk measures araelg@ofor several reasons
including their simple definition and ease of implementatio

An alternative risk measure is Conditional Value-at-RiSK4R). Developed by Rock-
afellar and Uryasev, CVaR is a percentile risk measure ooctstd for estimation and con-
trol of risks in stochastic and uncertain environments. ey, CVaR-based optimization
techniques can also be applied in a deterministic pereefnimework. CVaR is defined
as the conditional expected loss under the condition thetdeeds VaR (Uryasev, 2000).
Figure 2 provides a graphical representation of the VaR avaRCconcepts. As we will
see, CVaR has many properties that offer nice alternativeaR.
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P . a-VaR

Success u-CVaR

€

FIGURE 2. Graphical representation of Var and CVaR.

AN

Let f(x,y) be a performance or loss function associated with the decisctorz C
X C R", and arandom vector ipn € R™. They vector can be interpreted as the uncer-
tainties that may affect the loss. Then, for each X, the corresponding los§(z, y) is
a random variable having a distributionlithwhich is induced byy. We assume that is
governed by a probability measufeon a Borel set, say. Therefore, the probability of
f(x,y) not exceeding some threshold valyis given by

¥(z,¢) == Plylf(z,y) < (3 (44)

For a fixed decision vector, i (z, () is the cumulative distribution function of the loss
associated with:. This function is fundamental for defining VaR and CVaR (Kmaial,
Palmquist and Uryasev, 2002).

With this, thea-VaR anda-CVaR values for the loss random varialjler, y) for any
specifieda € (0, 1) are denoted by, (z) and¢,(z) respectively. From the aforemen-
tioned definitions, they are given by

Ca(2) :=min{¢ € R: ¢(z,() = o}, (45)
and

¢a(@) == E{f(z,y)|f(2,y) = Ca(z)}. (46)
Notice that the probability that(x, y) > (. (z) is equal tol — «. Finally by definition, we
have thatp,, () is the conditional expectation that the loss correspontlingis greater
than or equal t@, (z) (Rockafellar and Uryasev, 2000).

The key to including VaR and CVaR constraints into a modetlagecharacterizations
of (,(z) and¢, (x) in terms of a functiorFy, : X x R — R defined by

Ful@€) = o ey Plmax {f(2.9) = C.0}) (47)

The following theorem, which provides the crucial propestof the function?, follow
directly from the paper by Rockafellar and Uryasev (2000).
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Theorem 2. As a function of}, F,(x, () is convex and continuously differentiable. The
a-CVaR of the loss associated with any X can be determined from the formula

¢a(x) = Icrél]gFa(xaC) (48)

In this formula, the set consisting of the values{dior with the minimum is attained,
namely

A, (z) = argmin F, (x, ¢), (49)
CER
is a nonempty, closed, bounded interval, anddh¢aR of the loss is given by
Ca(x) = left endpoint of A, (). (50)
In particular, it is always the case that
Ca(x) € argminFa(xaC) and wa(x) = Fa(xaCa(x))' (51)
CER

This result provides an efficient linear optimization aijfun for CVaR. However, from
a numerical perspective, the convexityof(z, ¢) with respect tor and¢ as provided by
Theorem 2 is more valuable than the convexitygfx) with respect tar. As we will see
in the following theorem due to Rockafellar and Uryasev @0¢his allows us to minimize
CVaR without having to proceed numerically through repga&gdculations of, (x) for
various decisions.

Theorem 3. Minimizing¢, () with respectta: € X is equivalent to minimizingy, (z, ¢)
overall(z,¢) € X x R, in the sense that

i (03 = i Fa ) Pl 52
min g (v) ol (2,0) (52)

where moreover
(x*,¢*) € argmin F,(z,() & 2" € argmin ¢, (x), ¢* € argmin F, (z*, (). (53)
(z,0)EX XR z€X CER
In the deterministic setting of th&NJP, we are not particularly interested in minimiz-
ing VaR or CVaR as it pertains to the loss. Rather, we woule tik impose percentile

constraints on the optimization model in order to handle sirdd probability threshold.
The following theorem from Rockafellar and Uryasev (200@mqides this capability.

Theorem 4. For any selection of probability thresholds and loss tolerances;,i =
1,...,m, the problem

min  g(z) (54)
S.t.
o, () <w;, fori=1,...,m, (55)
whereg is any objective function defined df, is equivalent to the problem
min x 56
(maclaanwn)eXX]Rm g( ) ( )
S.t.
Fo,(z,G) <w;, fori=1,...,m. (57)
Indeed(z*, (7, ..., () solves the second problem if and onlyffsolves the first problem
and the inequality",, (z, (;) < w; holds fori = 1,...,m.
Furthermore,¢,, (z*) < w; holds for alli = 1,...,m. In particular, for eachi such

that F,,, (z*, (*) = w;, one has thad,, (x*) = w;.
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4.2. Percentile Constraintsand the wNJP. In this section, we investigate the use of VaR
and CVaR constraints when applied to the formulations ofwinap derived in Sections
2 and 3 above. As we have seen, risk measures are generafipet$or optimization
under uncertainty. Since we are considering determinfigtimulations of thewNJp, we
can interpret each communication nade M as a random scenario, and apply the desired
risk measures in this context.

We begin with theoPTIMAL NETWORK COVERINGformulation of thewNJP. Suppose
it is determined that jamming some fractiane (0, 1) of the nodes is sufficient for ef-
fectively dismantling the network. This can be accomplisbg the inclusion ofx-VaR
constraints in the original model. Lgt: M — {0, 1} be a surjection defined by

1, if nodes is jammed,
Yi = . (58)
0, otherwise
Recall from Section 2 that” = {1, ...,n} is the set of locations for the jamming devices,

andz is a binary vector of length wherex; = 1 if a jamming device is placed at location
j. Then to find the minimum number of jamming devices that wlilbw for covering
a - 100% of the network nodes with prescribed levels of jammirig we must solve the
following integer program

(ONC-VaR) Minimize > c;x; (59)

j=1
s.t.

Zyi > am, (60)
i=1
Zdijx-j > Ciyia i = 1,2,...,m, (61)
j=1
z; €{0,1}, j7=12,...,n, (62)
y; €4{0,1}, i=1,2,...,m. (63)

Notice that this formulation differs from thenc formulation with the addition of the:-
VaR constraint (60). According to (61),4f = 1 then node is jammed. Lastly, we have
from (60) that at least00 - % of they variables are equal th

The optimal solution to theNnc-var formulation will provide the minimum number of
jamming devices required to suppress communication oraatde 100% of the network
nodes. The resulting solution may provide coverage lewetgoarable to those provided by
theoNc model, while potentially reducing the number of jammingides used. However,
notice that the remaining@ —«)-100% of the nodes for which; is potentially0, there is no
guarantee that they will receive any amount of coveragethErmore, the addition of the
m binary variables adds a computational burden to a probleichi already\P-hard.

We can also reformulate theONNECTIVITY INDEX PROBLEM to include Value-at-
Risk constraints. Lep : M — Z™T be a surjection wherg; returns the connectivity
index of nodei. That is,p; := Z;”ZM# ys5. Further letw : M — {0, 1} be a decision
variable having the property thatdf; = 1, thenp; < L. With this, the connectivity index
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formulation ofwNJPwith VaR percentile constraints is given as

n

(CIP-VaR) Minimize > cx; (64)

j=1
s.t.

pi <Lw;+ (1 —w;)M,i=1,2,...,m, (65)
Zwi > am, (66)
i=1
z; €4{0,1}, j=1,2,...,n, (67)
w; € {0,1},i=1,2,...,m, (68)
pi €{0,1},i=1,2,...,m, (69)

whereM € R is some large constant.

Analogous to constraints (60)-(61), constraints (65)}-(Afarantee that at least 100%
of the nodes will have connectivity index less thanAs with theoNc-var formulation,
there are two drawbacks ofP-vaRr. First, there is no control guarantee at all on any of the
remaining(1 — «)-100% nodes for whichw;, = 0. Secondly, the addition of: binary vari-
ables adds a tremendous computational burden to the prol{eran alternative to VaR,
we now examine formulations of th@NJpP using Conditional Value-at-Risk constraints
(Rockafellar and Uryasev, 2000).

We first consider thePTIMAL NETWORK COVERING problem. In order to put this into
our derived framework, we need to define the loss function@ated with an instance of
theonc. We introduce the functioffi : {0,1}" x M — R defined by

fla,i):=Ci = > xjdij. (70)
j=1

That is, given a decision vectaerrepresenting the placement of the jamming devices, the
loss function is defined as the difference between the erreqgyired to jam the network
nodei and the cumulative amount of energy received at rniatiee toxz. With this, we can
formulate theonc with the addition of CVaR constraints as the following irdedjnear
program:

(ONC-CVaR) Minimize " ¢;x; (71)
j=1
S.t.
1 m n
C+——m— max{Cmin - xidi; — ¢, 0} <0, (72)
(I1-—a)m ; ng I
CER, (73)
z; €{0,1}, (74)

whereChiy, is the minimal prescribed jamming level adg; is defined as above. The
expression on the left hand side of (72)is(x, ¢). Further, from Theorem 4 we see that
constraint (72) corresponds to havifg(z) < w = 0 (Rockafellar and Uryasev, 2002).
Said differently, the CVaR constraint (72) implies thathe {1 — «) - 100% of the worst
(least) covered nodes, the average valug(af) < 0. For the case whei; = C for all 4,

it follows that the average level of jamming energy receiigdhe worst(1 — «) - 100%

of nodes exceeds.
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The important point about this formulation is that we havé introduced additional
integer variables to the problem in order to add the perleeatinstraints. Recall, that in
ONC-VaR we introducedn discrete variables. Since we have to add onlyeal variables
to replacenaz-expressions under the summation and a real varightas formulation is
much easier to solve thanc-var.

In a similar manner, we can formulate theNNECTIVITY INDEX PROBLEM with the
addition of CVaR constraints. As before, we need to first @efin appropriate loss func-
tion. Recall that the definition ¢f;, the connectivity index of nodgis given as the number
of nodes reachable from Then can define the loss functighfor a network node as the
difference between the connectivity indexiodnd the maximum allowable connectivity
index L which occurs as a result of the placement of the jamming és\according to:.
That s, letf’ : {0,1}"™ x M +— Z be defined by

f'(w,1) = pi — L. (75)
With this, thecip-cvar formulation is given as follows.

(CIP-CVaR) Minimize» " c;x; (76)
j=1
s.t.
1 m
C+m;maX{Pi—L—Ca 0} <0, (77)
pi € Za (78)
¢ e R, (79)

wherep; is defined as above. As with the previous formulation, theesgion on the left-
hand side of (77) i, (z, ¢) from (47). Furthermore, we have from from Theorem 4 that
(77) corresponds to having, () < w = 0. This constraint on CVaR provides that for the
(1—a)-100% of the worst cases, the average connectivity index will moeedL. Again,

we see that in order to include the CVaR constraint, we ongdrte add(m + 1) real
variables to the problem. Computationally, CVaR providesa@e conservative solution
and will be much easier to solve than the>-var formulation as we will see in the next
section.

5. CASE STUDIES

In order to demonstrate the advantages and disadvantatiesmfoposed formulations
for the wNJP, we will present two case studies. The experiments wereopagd on a
PC equipped with a 1.4MHz Intel Pentin4 processor with 1GB of RAM, working
under the Microsoft Window8 XP SP1 operating system. In the first study, an example
network is given and the problem is modeled using the praposeerage formulation.
The problem is then solved exactly using the commerciagmteprogramming software
package, CPLE®. Next, we modify the problem to include VaR and CVaR constsai
and again use CPLEX to solve the resulting problems. Numerical results areques]
and the three formulations are compared. In the second tahg we model and solve the
problem using the connectivity index formulation. We thealide percentile constraints
re-optimize. Finally, we analyze the results.

5.1. Coverage Formulation. Here we present two networks and solve theJp using
the network coveringgNc) formulation. The first network has 100 communication nodes
and the number of available jamming devices is 36. The caslazing a jamming device
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Optimal Solutions || Regular Constraint§ VaR Constraints
Number of Jammer§ 6 4
Level of Jamming 100% V nodes 100% for 96% of nodes,
85% (of reqd.) for 4% of nodes
CPLEX® Time 0.81 sec 0.98 sec
TABLE 1. Optimal solutions using the coverage formulation withue
lar and VaR constraints.

at locationj, ¢; is equal to 1 for all locations. This problem was solved udirgregular
constraints and the VaR type constraints. Recall that tiseaeset of possible locations
at which jamming devices can be placed. In these exampliessahof points constitutes
a uniform grid over the battlespace. The placement of therjerm devices from each
solution can be seen in Figure 3. The numerical results ldgtghe level of jamming
for the network nodes is given in Table 1. Notice that the VaRit®on called for 33%
less jamming devices than the original problem while pringdalmost the same jamming
quality.

In the second example, the network has 100 communicatioesnadd 72 available
jammers. This problem was solved using the regular comstrais well as both types
of percentile constraints. The resulting graph is showniguie 4. The corresponding
numerical results are given in Table 2.

In this example, the VaR formulation requires 11% less jangnuevices with almost
the same quality as the formulation with the standard caimgt. However, this formula-
tion requires nearly 16 hours of computation time. The C\@affulation gives a solution

L 1] i [ ] ' ?
] :. " o * |o o
. ® .
"+ JA 2 % o T
.". « | v lh Vel » Network nodes
2 : m Regular Constraints
% . .8 . A VAR Constraint
[ ] [] k ..
V| L ] L4 .
b 2 ™ |.l . : [] ® L .' g
| LR ™ - ¢ B °h
] . . .
L ] ]
[ ] & e g

FIGURE 3. Case study 1. The placement of jammers is shown when the
problem is solved using the original and VaR constraints.
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Opt Solns Reg (all) VaR (.9 conf) CVaR (.7 conf)
# Jammers 9 8 7
Jamming Level|| 100% V nodes|| 100% for 90% of || 100% for 57% of
nodes, nodes,
72% for 10% of|| 90% for 20% of
nodes nodes,
76% for 23% of
nodes
CPLEX® Time 15 sec 15h 55min 11sec 41 sec

TABLE 2. Optimal solutions using the coverage formulation withue
lar and VaR, and CVaR constraints.

with a very good jamming quality and requires 22% less jangnaiavices than the stan-
dard formulation and 11% less devices than the VaR fornaratrurthermore, the CVaR
formulation requires an order of magnitude less computimg than the formulation with
VaR constraints.

5.2. Connectivity Formulation. We now present a case study wherevheipwas solved
using the connectivity index formulatiocP). The communication graph consists of 30
nodes and 60 edges. The maximal number of jamming devicdéalaeais 36. We set
the maximal allowed connectivity index of any node to be 3Figure 5 we can see the
original graph with the communication links prior to jamminThe result of the VaR and
CVaR solutions is seen in Figure 6. The confidence level fah ke VaR and CVaR
formulations was 0.9. Both formulations provide optimdlgions for the given instance.

. ¢ ¢ ° o . H
s | S P .
[ ] x ‘. ‘} [ ]
L]
2 . ! et » Network Nodes
. ° § . s % Regular Constraints
R R N e . # CVAR Constraint
2 o i . A VAR Constraint
e t -+
* ] .. & .I %
—p —— - +-
L ] ® : [ ] 3
e L
x " .x\. L - 4
°® s
ls L]

FIGURE 4. Case study 1 continued. The placement of jammers is shown
when the problem is solved using VaR and CVaR constraints.
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FIGURE 5. Case Study 2: Original graph.
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The resulting computation time for the VaR formulation wasiinutes 34 seconds, while
the CVaR formulation required only 7 minutes 33 seconds.

e SRy %.A.
(a) (b)

FIGURE 6. (@) VaR Solution. (b) CVaR Solution. In both cases, the
triangles represent the jammer locations.
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6. EXTENSIONS AND CONCLUSIONS

In this paper we introduced the deterministicRELESS NETWORK JAMMING PROB
LEM and provided several formulations using node covering tcaims as well as con-
straints on the connectivity indices of the network nodes.algo incorporated percentile
constraints into the derived formulations. Further, wevjzted two case studies comparing
the two formulations with and without the risk constraints.

With the introduction of this problem, we also recognize geveral extensions can be
made. For example, all of the formulations presented ingaper assume that the network
topology of the enemy network is known. It is reasonable smae that this is not always
the case. In fact, there may be little or no a priori inforroatabout the network to be
jammed. In this case, stochastic formulations should bsidered and analyzed.

A generalization of the node coverage formulation inclgdimcertainties in the num-
ber of communication nodes and their coordinates might beidered. For the connectiv-
ity index problem, there might exist uncertainties in thentner of network nodes, their
locations, and the probability that a node will recover arjaed link. Also, efficient
heuristics such as Greedy Randomized Adaptive SearchdRmee@GRASP) (Pitsoulis and
Resende, 2002), Genetic Algorithms (Goldberg, 1989), aini Search (Glover, 1986),
should be designed so that larger real-world instances essolved. These are only a
few ideas and extensions that can be derived from this nevirdeigtsting combinatorial
optimization problem.
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