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ABSTRACT. Eavesdropping and jamming communication networks is gomant part
of any military engagement. However, until recently theas been very limited research
in the operations research community in this area. Two tguapers by Commander, et
al. [5, 6] addressing this problem from an optimization perdive represent the current
state of the art. The objective of the problem under conatder is that of determining
the optimal number and locations for a set of eavesdrogpimgiing devices in order to
intercept/supress communication on a wireless networke Hee survey the problem and
highlight the results from the aforementioned papers.Henrtwe introduce a randomized
local search heuristic for the case of jamming a network undmplete uncertainty. Our
current endeavors are described and directions of furtsearch are addressed.

1. INTRODUCTION

In any military engagement, disrupting the communicati@thanism of one’s enemy
is an important strategic maneuver. Depending on the cistamgses the goal may be
to intercept the communication, neutralize the commuinoatetwork, or both. These
problems can be modeled in the same manner. Without the fogenerality, we will
refer the problem of determining the optimal placement anantjty of eavesdropping
or jamming devices to either intercept or disrupt commuitcaon the network as the
WIRELESS NETWORK JAMMING PROBLEM(WNJP) and our descriptions will be in this
context. Hence jamming devices can also be thought of aséaping devices.

Jamming communication networks is an important problennbatnot been intensively
researched despite the vast amount of work on optimiziegéshmunication systems [26].
Usually, papers studying network interdiction are aboavpnting jamming and analyzing
network vulnerability [8, 25]. To our knowledge, the onlteliature on network interdic-
tion involving optimal placement of jamming devices is therlvof Commander, et al. [6]
in which several mathematical programming formulationseagiven for the determinis-
tic WIRELESS NETWORK JAMMING PROBLEM In [5], they derive bounds on the optimal
number of jamming devices for a subproblem. The only otherahghly studied cases
are problems of minimizing the maximal network flow and maixing the shortest path
between given nodes via arc interdiction using limited veses. Wood [30], Israeli et al.
[17], and Cormican et al. [7] studied stochastic and deteistic cases and suggested effi-
cient heuristics. In [23], Smith et al. investigate surileanetwork designs under several
attack scenarios. In another recent paper, Lim and Smiteidenan interdiction problem
in which the arcs of a multicommaodity flow network are disahile order to minimize the
maximum profit obtained by shipping goods on the network.[22]

In this paper, we examine the recent work on jammer placenmrsidering both deter-
ministic and uncertain formulations. First, we consideritteal case in which the topology
of the network to be jammed is known. However, since mostlprab arise in military
battlefield scenarios, exact information is often unatddaln this case, we examine a sto-
chastic framework and use risk measures to evaluate thetieéfieess of jamming device
placement. Next, we consider the extreme case in which worrdtion about the network
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is assumed other than a bounding area known to contain th@retA randomized local
search heuristic for this extreme case is presented andritwork on a metaheuristic for
a deterministic setup is described. Finally, directionfutiire research are addressed.

2. ASSUMPTIONS ANDDEFINITIONS

In general, the problem of jamming a communication netwsiioidetermine the min-
imum number of jamming devices required to interdict or sepp functionality of the
network. Starting with this general statement, more specifes can be obtained by con-
sidering various types of jamming devices and interdictioiteria. Depending on the
given information about the communication nodes and thevordét topology, stochastic
or deterministic setups can be constructed [6]. Below weigeassumptions and basic
definitions of the considered framework.

We consider radio-transmitting communication networkd @mming devices operat-
ing with electromagnetic waves. We assume that the jamméawvicds have omnidirec-
tional antennas and emit electromagnetic waves in all times with the same intensity.
We also assume that jamming power decreases reciprocdlig syuared distance from a
device.

Definition 1. A point (communication nodeX is said to be jammed or covered if the
cumulative energy received from all jamming devices exxesenhe threshold valug:

A
— _>F 1

zi: RE(X,0) = (1)
whereA € R and R(X, i) represents the distance froi to jamming device. This
condition can be rewritten as:

(2)

_ A
whereL = \/ 5

The latter inequality implies that a jamming device coverg point inside a circle of
radiusL.

Definition 2. A connection (arc) between two communication nodes is deresil blocked
if any of the two nodes is covered.

3. DETERMINISTIC FORMULATIONS

In this section we derive several formulations for theJipfirst reported by Comman-
der, et al. in [6]. In all of the following problems, we will sisme that we have knowledge
about the network being jammed. As we will see, despite tearaption that the topol-
ogy of the network is known entirely, optimal placement af famming devices remains
computationally difficult.

3.1. Coverage Formulations. Given a setM = {1, 2,...,m} of communication nodes
to be jammed, the goal is to find a set of locations for placarmgming devices in order
to suppress the functionality of the network. The cumuéatevel of jamming energy
received at nodeis defined as

Q=Y = 3)

wheren is the number of jamming devices. Then, we can formulateMlEELESS NEF
WORK JAMMING PROBLEM (WNJP) as the minimization of the number of jamming devices
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placed, subject to a set qfiality coveringconstraints:
(QCP) Minimize n 4)
s.t. QiZCZ-, 1=1,2,...,m. (5)

The solution to this problem provides the optimal numberaofijning devices needed
to ensure a certain jamming threshd@ldis met at every nodé € M. A continuous op-
timization approach where one is seeking the optimal placgmoordinateéz;, y;), j =
1,2,...,n, for jamming devices given the coordinates;,Y;),: = 1,2,...,m, of net-
work nodes, leads to highly non-convex formulations. Famegle, consider the quality
covering constraint for network nodge

n

Z 21 2201"
(5 — Xi)? + (y; — Vi)

j=1

It is easy to verify that this constraint is non-convex. Higdthe optimal solution to
this nonlinear programming problem would require an extensmount of computational
effort.

To overcome the non-convexity of the above formulation, wappse several integer
programming models for the problem. Suppose now that alatigtive set of commu-
nication nodesM = {1,2,...,m}, there is a fixed seV = {1,2,...,n}, of possible
locations for the jamming devices. This assumption is neaBle because in real battle-
field scenarios, the set of possible placement locationdileely be limited. Define the
decision variable:; as

(6)

~_J 1, ifajamming device is installed at locatign
7 )0, otherwise
If we redefineR(i,j) to be the distance between communication no@ad jamming

locationj, then we have thePTIMAL NETWORK COVERING (ONC) formulation of the
WNJPas

(ONC) Minimize ) cja; )
j=1
S.t.
lelzc’“ z:1,2,,m (8)
z; €{0,1}, j=1,2,...,n, 9)

whereC; is defined as above. Here the objective is to minimize the murabjamming
devices used while achieving some minimum level of coveatgEach node. The coef-
ficientsc; in (7) represent the costs of installing a jamming deviceoatifionj. In a
battlefield scenario, placing a jamming device in the diproimity of a network node
may be theoretically possible; however, such a placemegittnie undesirable due to se-
curity considerations. In this case, the location congidevould have a higher placement
cost than would a safer location. If there are no preferefmedevice locations, then
without the loss of generality,

c;=1 j5=12,...,n

Though we have removed the non-convex covering constratimis formulation re-
mains computationally difficult. Notice thatNnc is formulated as &IULTIDIMENSIONAL
KNAPSACK PROBLEMWhich is known to beV'P-hard in general [11].

3.2. Connectivity Based Formulations. In the generaWNJp, it is important that the dis-
tinction be made that the objective is not simply to jam softb@nodes, but to destroy the
functionality of the underlying communication network.this section, we use tools from
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graph theory to develop a method for suppressing the netispijemming those nodes
with several communication links and derive an alterndtivenulation of thewNJP.

AABCDETFABTCTDTEFTF
(a) (b)

Figure 1: (a) Original graphy. (b) Transitive closure ofs.

Definition 3. Given a graphG = (V, E), thetransitive closureof G is itself a graph
G' = (V,E’), where(i, j) € E’ if and only if there exists a path frofrto j in G. (Figure 1
provides an example of a graph and its transitive closure.)

Definition 4. Given a graphG = (V, E), theconnectivity indeyof a node; € V is defined
as the number of nodes reachable from that vertex (see FRytoeexamples).

To constrain the network connectivity in optimization mtsjeve can impose con-
straints on the connectivity indices instead of using ciogeconstraints. We assume that
the set of communication nodég = {1,2,...,m} to be jammed is known and a set of
possible locationd/ = {1, 2, ..., n} for the jamming devices is given. Léf; = %
Furthermore, lef; = >~7_, d;;x; denote the cumulative level of jamming at nad@hen
nodes is said to be jammed if; exceeds some threshold valGe Recall from Defini-
tion 2 that communication is severed between nadewd; if at least one of the nodes is
jammed. Further, ley : V x V' — {0, 1} be a surjection wherg,;; = 1 if there exists a
path from node to nodej in the jammed network. Lastly, let: V — {0,1} wherez;
returns 1 if node is not jammed.

The objective of theeONNECTIVITY INDEX PROBLEM (CIP) formulation of thewnNJp
is to minimize total jamming cost subject to a constraint tive connectivity index of
each node does not exceed some pre-describedlevEhe corresponding optimization
problem is given as:

n

(CIP) Minimize " c;a; (10)

j=1
st

Yy <L VijeM (11)
JFi
M —2)>8—-C;>—-Mz,Vie M (12)
z;€{0,1},VjeN (13)
2 €{0,1}Vie M, (14)

1, if 4 reachable fronmj in the jammed netw?ilé)

Vi,j e M,y = .
J Yis {0, otherwise
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Figure 2: Connectivity Index of nodes A,B,C,D is 3. Connétyilndex of E,F,G is 2.
Connectivity Index of H is 0.

whereM € R is some large constant.
Letv: V xV — {0,1} andv’ : V x V — {0, 1} be defined as follows:

vy = 1, if (z,])-e E, (16)
0, otherwise,
and
o, = 1, if (Z,j).eXIStS in the jammed netwoyk (17)
J 0, otherwise
With this, we can formulate an equivalent integer program as
(CIP-1) Minimize > e, (18)
j=1
s.t.
Yij = YikYkjs k # i, Vi, j € M, (20)
v;j > vijzizi, 0 £ J; Vi,5 € M, (21)
Yoy <L j#i VieM, (22)
j=1
M(l—Zl) > S5, —-C;>—-Mz,Vie M, (23)
z; €{0,1}, Vie M, (24)
z; €{0,1}, Vj €N, yi; €{0,1} Vi, jeM, (25)
vi; €{0,1}, Vi,5 € M, vi; €1{0,1}, Vi,j € M. (26)

Lemma 1. If cIp has an optimal solution thergiP-1 has an optimal solution. Further,
any optimal solution:* of the integer programming probleaip-1 is an optimal solution
of cIp.

Proof. It is easy to establish that ifandj are reachable from each other in the jammed
network thenircip-1, y;; = 1. Indeed, ifi and; are adjacent then there exists a sequence
of pairwise adjacent vertices:

{(iOail)a--w(im—him)}a (27)
whereiy = ¢, andi,, = j. Using induction it can be shown that,, = 1, Vk =
1,2,...,m. From (19), we have that;, ;. ., = 1. If y;,;, = 1, then by (20)y;yi,., >
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YioirYirin, = 1, Which proves the induction step.

The proven property implies that @ip-1:

Z ¥ij > connectivity index of. (28)
J#i
Therefore, if(z*, y*) and(x**, y**) are optimal solutions afiP-1 andcIpP correspond-
ingly, then:
V(") =z V(™) (29)
whereV is the objective ircip-1 andcip.
As (z**,y**) is feasible incIp, it can be easily checked that* satisfies all feasibility
constraints ircip-1 (it follows from the definition ofy;; in cip). So,(z**, y**) is feasible
in cIP-1; thus proving the first statement of the lemma.
Hence fromcip-1,
V(™) >V (z"). (30)
From (29) and (30):
V(z™) =V(z"). (31)
Let us defingy such that
yi; = 1 & j is reachable fromin the network jammed by*.

Using (28),(z*, y) is feasible incip-1, and hence optimal. From the constructionyof
follows that(z*, y) is feasible incip. Relying on (31) we can claim that' is an optimal
solution ofcip. The lemma is proved. O

We have therefore established a one-to-one correspontietween formulationsip
andcip-1. Now, we can linearize the integer programe-1 by applying some standard
transformations. The resulting linear 0-1 program®-2 is given as

n

(CIP-2) Minimize > cjx; (32)
j=1
s.t.
yijZ’U;jaViaj:la"'aMa (33)

Yij > Yik +yr; — 1, E#1,5; Vi,j € M, (34)
”;j >vij+2jt2z—2, 04§ Vi, jEM, (35)

I

j=1
M(l—Zi)ZSi—CiZ—MZi,ViEM, (37)
% e {0,1}, Vie M, (38)
zj €{0,1}, VjEN, vij €{0,1} Vi, j € M, (39)
vy €{0,1}, Vi, je M, ol €{0,1}, Vi,j e M. (40)

In the following lemma, we provide a proof of equivalencedsstncip-1 andcip-2.

Lemma 2. If cip-1 has an optimal solution thediP-2 has an optimal solution. Further-
more, any optimal solution* of cip-2 is an optimal solution ofciP-1.

Proof. For 0-1 variables the following equivalence holds:

Yij = YikUki & Yij = Yik T Yrj — 1
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The only differences betweemnp-1 andcip-2 are the constraints:

U;j = Vij%Zj% (41)
U;'j >+ 2tz — 2 (42)

Note that (41) implies (42);z;2; > vij + 2 +2; — 2). Therefore, the feasibility region of
cIpP-2 includes the feasibility region afip-1. This proves the first statement of the lemma.
From the last property we can also deduce that forallzs such that; is an optimal

solution ofcip-1, andzx, is optimal forcip-2, that
V(xy) > V(x2), (43)
whereV () is the objective ofiP-1 andcip-2.

Let (z*, y*,v'*, z*) be an optimal solution ofip-2. Construct” * using the following
rules:

(44)

e o _ Lif v +27 +2; —2=1,
0, otherwise

vk > v = (2%, y*, 0%, 2%) is feasible incIP-2 (y;; > v;;*), hence optimal (the objec-
tive value isV (z*), which is optimal). Using (44)w " *, z*) satisfies:

L
Vi = VijZi %

Using this we have thdt*, y*, v, z*) is feasible forcip-1. If x; is an optimal solution
of cip-1 then:

V(z1) <V(z") (45)
On the other hand, using (43):

V(z") < V(z1). (46)
(45) and (46) together imply/’(x1) = V(z*). The last equality proves that® is an
optimal solution ofcip-1. Thus, the lemma is proved. O

We have as aresult of the above lemmata the following thewreich states that the op-
timal solution to the linearized integer progran®-2 is an optimal solution to the original
connectivity index problenzip.

Theorem 1. If cIp has an optimal solution theaiP-2 has an optimal solution. Further-
more, any optimal solution afIP-2 is an optimal solution ofcip.

Proof. The theorem is an immediate corollaryldfmma 1andLemma 2. O

4. DETERMINISTIC SETUP WITH PERCENTILE CONSTRAINTS

As mentioned in Subsection 3.2, to suppress communicatioa wireless network
does not necessarily imply that all nodes must be jammed.ait be sufficient to jam
some percentage of the total number of nodes in order to mgnieffective control over
the network. Alternatively, the information assumed atibatnetwork may not be entirely
accurate. Therefore we formulate tveiap with percentile constraints which require that
some percentage € [0, 1], of the nodes be jammed. This type of constraint is known as a
Value at Risk (VaR) percentile constraint [16].

To incorporate VaR constraints into tleaic and onc-1 formulations we can easily
take advantage of the fact that both formulations are O-fnaraming problems. Let
y:V — {0,1} where

1, if nodei is covered,
Yi = { 47)

0, otherwise
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Then to find the minimum number of locations of jamming desiteat will allow for
coveringa - 100% of the network nodes with prescribed levels of jammrig we must
solve the following integer program

n

(ONC-VaR) Minimize —  c;a; (48)

j=1
s.t.

Zinam,izl,Z,...,m, (49)
i=1
J
Zdijxj Z Ozyz, = 1,2,...,m, (50)
J=1
z; €40,1}, j=1,2,...,n, (51)
y; €{0,1}, i=1,2,...,m. (52)

Notice that the only difference between this formulation &ime onc formulation is the
addition of them VaR constraints in (49) which ensure that the minimum resglpercent-
age of the nodes are jammed. The constraints in (50) enfoeceaverage requireme
for each node that is covered.

The approach is quite useful when the network structure avknentirely, because
the constraints irONC-var do not guarantee any level of coverage for the nodes with
y; = 0. However, this does not make the problem any easier to selv@use the VaR type
percentile constraints add an additionalnteger variables to the problem.

In the same manner, we can reformulate¢l@NECTIVITY INDEX PROBLEM formu-
lation to include VaR type constraints. Let V — Z* be a function such that; returns
the connectivity index of nodé That is,p; = Z;.”:l,#i y;;. Further letw : V' — {0,1}

be defined as
if p; <
0, otherwise

With this, the connectivity index formulation a@fNJP with VaR percentile constraints is
given as
(CIP-VaR) Minimize > c;x; (54)
j=1
S.t.
pi <Lw,+(1—w;)M, i=1,2,...,m, (55)

=1

z; €{0,1}, j=1,2,...,n (57)
w; € {0,1}, i =1,2,...,m, (58)
piE{O,l},i:172,---,m, (59)

whereM is some large constant.

As with theoNc-var formulation, there are two drawbacksoiP-var. First, there is
no control guarantee at all on any of the remainihg- «) - 100% nodes. Secondly, the
addition of am binary variables adds a tremendous computational burdgretproblem.

A more tractable approach is to impose a percentile constesisuring an average
level of coverage,,;,, for (1 — «) - 100% of the worst (least) jammed nodes. This type
of constraint can be formulated using the concept of Cautiti Value-at-Risk (CVaR)
[28, 29]. Developed by Rockafellar and Uryasev, CVaR is fallydefined as a percentile
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risk measure constructed for estimation and control ofsriskstochastic and uncertain
environments. However, CVaR-based optimization techesgean also be applied in a
deterministic percentile framework. For a description & methodology and related
optimization techniques, the reader is referred to [28, 29]

Here, we present a formulation of tls® TIMAL NETWORK COVERING problem with
CVaR-type percentile constraints resulting in the follogvmixed integer program:

(ONC-CVaR) Minimizezn: cjT; (60)
subject to =

¢+ ﬁ ;max{(}'min - lejdij - ¢, 0} <0, 61)
e 7 B 62)
xz; €{0,1}. ©3)

The CVaR constraint (61) ensures that the average covecagssél — «) - 100% of the
worst (least) covered nodes exceeds the minimal prescebetlC.,;,,. Consequently, the
coverage of all other nodes in the network also excéggls.

The important point about this formulation is that we have introduced additional
integer variables to the problem in order to add the perigeatinstraints. Recall, that in
ONC-VaR we introducedn discrete variables. Since we have to add onlyeal variables
to replacemaz-expressions under the summation and a real varightas formulation is
much easier to solve thanc-var. In a similar manner, we can formulate the connectivity
index problem with the addition of CVaR constraints as fwho

(CIP-CVaR) Minimize " c;x; (64)
j=1
subject to
1 m
— ] — <
T ;max{pz L—¢, 0} <0, (65)
pi € Z, (66)
¢eR. (67)

Recall thatp; is the connectivity index of node Again, we see that in order to include
the CVaR constraint, we only need to add + 1) real variables to the problem. Compu-

tationally, this will be much easier to solve than thie-var formulation as we will see in
a later section.

5. AMMING UNDER COMPLETE UNCERTAINTY

Since most real-world network jamming situations arise ilitany battlefield scenarios,
exact information about the topology of the adversary'svoek is oftentimes unknown.
Thus, deterministic network interdiction approaches hiavited applicability. As we have
shown a stochastic approach involving some risk measureviduating the efficiency of
the jamming device placement may be helpful. However as weigusly saw, choosing
an appropriate risk measure is a challenging problem inwts igght. In this section, we
consider an extreme case where there is no a priori infoomatbout the topology of the
network to be jammed. The only information used in our appinda a bounding area,
containing the communication network.

If we ignore the cumulative effect of the jamming devicesgntlthe problem reduces to
determining the optimal covering of an area on a plane byesrcThis covering problem
was solved in 1936 by Kershner [18]. In this section, we véiliew the recent work of
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Commander et al. who have shown that accounting for the catineleffect of all the
devices can lead to significant decreases in costs, i.ereguumber of jamming devices
[5].

Since we assume no information is known about the networlet@aimmed, the only
reasonable approach is to cover all points in some area ktmwaontain the network. This
approach would also be appropriate when some informationtdabe network is available,
but is potentially inaccurate.

We consider a case when a communication network is locas@bia square. However,
all of the following theorems can be formulated for a moreegahcase. For example, to
obtain results when the network is contained inside a rgctiain region in the plane, the
only modification required to the calculations is an appiatprupdating of the summation
bounds.

An optimal covering is one which contains the minimum numdfigamming devices
that jam all points in the particular area of interest. Hogre¥inding a globally optimal
solution for the general problem is difficult [6]. Thereforge consider a subproblem
of covering a square with jamming devices located at the siofl@ uniform grid. The
solution to this problem will provide a feasible solutiorp{imal in certain cases) to the
general problem. Suppose the grid step sizR.idf the length of a square sideis not a
multiple of R, then we cover a bigger square with a side of lengthz] +1). See Figure 3
for an example. The optimal solution in the considered bk a uniform grid with the
largest possible step size which covers the square. Thégpnalemains non-trivial, even
for this simplified setup.

B

Figure 3: Uniform grid with jamming devices

Lemma 3. For any covering of a square with a uniform grid, a point whielceives the
least amount of jamming energy lies inside a corner grid (mde Figure 4).

®
4

least covered point

Figure 4: The least covered point is shown in the lower leiid gell.

Proof. Consider a corner cefly and an arbitrary non-corner cél]. We prove that for any
point P € S;, there is a corresponding poif¥ € Sy such thatE(P) > E(P’), where
E(X) is the cumulative jamming energy from all devices receiviggbént X .
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Let P’ be a symmetric correspondence of pathtnside Sy. Here, symmetry implies
that P and P’ are equidistant from the sides of their respective cells.sylit the square
into the four rectangled, B, C, and D, whereA is the rectangle containing celts and

B c

Figure 5: Square Decomposition

S; (see Figure 5). Denote the other two corner cells of recadgby C; andCs. Let
alsoT; andTy be points inside&>; andC, respectively, such that, PT> P’ is a rectangle

B c

.
ks

P
¥y
=

T,

Figure 6: Equivalent Points

with sides parallel to the sides of the square as in Figure indJsymmetry we get the
following relations:

E(P',A) = E(PA), (68)
E(P',B) < E(T\,B) = E(P,B), (69)
E(P',D) < E(T»,D) = E(P,D), (70)

E(P',C) < E(PC), (71)

whereE (X, I) is the cumulative jamming energy from all devices insiddaegle! re-
ceived by pointX. Relations (68) - (71) imply

E(P') = E(P,A)+ E(P',B)+ E(P',C)+ E(P',D)
< E(P,A)+E(P,B)+ E(P,C)+ E(P,D) (72)
= B(P),
and the lemma is proved. O

Below we formulate theorems for uppBrand lowerR bounds for the optimal grid step
size R* : R < R* < R. In all formulated theorems, we consider covering a squatte w
side lengthu.

Theorem 2. The unique solution of the equation

ﬁ(ﬂ'ln(%—kl)—kﬂ'—i&):— (73)

is a lower boundR for the optimal grid step siz&*.
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Proof. In Lemma 3, we proved that the least covered point lies inaiderner cell. Con-
sider now a grid with step sizB. Without the loss of generality, 1€2(xq, yo) be a point

Figure 7: Cumulative emanation of jamming devices.

inside the bottom left corner cell as shown in Figure I, I, and I3 are cumulative
jamming energy received d& by jamming devices located in regiogs A, and B cor-
respondingly. Similarly,l, is the jamming energy from the jamming device located at
the bottom left node. With this, the jamming energy received at polis calculated
through the expression

E(P) =1 + I, + I3 + I, where (74)
T—1T-1 1
L= 75
1 ;jz::o(R—$0+i'R)2+(R—yo+j-R)2’ (75)
I _T*l 1 (76)
2T Rz ti R4y
I S . (77)
TRyt B
1
I = 5, (78)
R
a
T_{E}H. (79)

Notice that we can estimafe + /5 as

— 1 2 (T 1
L+L>2.yY —— > [ i 80
2l = ;}22(1+z‘)2+R2—R2/0 T+1+a22™ (80)

This follows from the fact that

N

N+1
NI /0 f()da, (81)

=0

wheref(z) is a decreasing function. This property can be easily astadal geometrically.
Notice in Figure 8 that the left side of inequality (81) resmpts the shaded region in the
figure, while the right side represents the area urfdej. Continuing from (80) above we



EAVESDROPPING AND JAMMING COMMUNICATION NETWORKS 13

Figure 8: Integral Lower Bound.

have
/T ;dw = arctan(T +1) — T
o 1+ (1+a)2 N 4
1
= g — arctan (T—H> — g (82)
T 1
> == .
- 4 T+H+1
Here and further, we use the inequalities given below:
arctan(z) <z, 0 < <1, (83)
3
arctan(z) >z — %,0 <z <l1. (84)
Now combining (80) and (82), we obtain
2 (7 1
> = (-—=—].
IQ+I3—R2(4 T+1> (85)
We also have the following approximation foy which follows clearly
I, > ! (86)
1= oRY

For estimating/; we use a property similar to (81), but in a higher dimensiocamily,

N N N+41 pN+1
S sz [ [ s, (87)

i=0 j=0

where as abovef(z,y) is a decreasing function of andy. Using this inequality, we
derive the following approximation faf .

T T dxdy
I > /
T T
> / / dxdy (88)
o Jo (R+z-R?+(R+y-R)?

7 1 /T+1 /T+1 dIdy
- RY); 1 a? +y?
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Furthermore,

T+1 T+1 d(Edy
/ 1172 + y2

N
+
=
|
o
=
Q
o+
o
]
7 N
~
+
—
"
QU

T+1

1 1
T — —arctan [ — | dx

1 T X 1 T X
T+1 4 T+1 T+1 g0
> — arctan dr — —
1 x x 1 x?

/1

_ T“%(g_amtan(TLH))dx ty (89)
- gln(T+1)—1+%H— OTH—arcta ( >
> gln(T+1)—1+T+r1—/oTHl< )

- gln(T+1)—2<1—%ﬂ)

Combining this result with (88) we have

I >};< 1n(T+1)—2<1—%H)> (90)

Summing (85), (86), and (90) we obtain an overestimate ofdted coverage at point
P. Thatis

1 2 2 1
E(P) > —-(%111(T+1)—2+ +f——+—>

-~ RZ? T+1 2 T+1 2
1 3

= In(T +1 - — = 91
w (Fuer+n+3-3) (o)

1 a
> — (7 = —3).
= 2R? (W IH(R+1) b 3)
To guarantee coverage of poiRt it is sufficient to claim that
1 a 1
=— (m- — -3) > —=.
F(R) = 57 (w 1n(R—|—1)+7T 3)_L2 (92)
Since f(R) is monotonically decreasing i, +o0), the largestR satisfying the above
inequality is the unique solutioR of the equation
1
FR) = 75

Thus, a uniform grid with step sizB jams any pointP inside a corner cell. According
to Lemma 3, the grid jams the least covered point in the squaplying that the whole
square is jammed. Thus we have the desired result. O

(93)

Since the functionf(R) = 77z (7In(% + 1) + = — 3) is monotonic, equation (73)
can be easily solved using a numerical procedure such asgylsearch [20]. Therefore,
using (73), we can obtain a step siZesuch that the corresponding uniform grid covers the
entire square. Further, the number of jamming devices igtliedoes not exceed

2
Ny = (}% + 2) . (94)

A more straightforward solution of the initial problem cdide based on the property that a
jamming device covers all the points inside a circle of radilas mentioned in Definition
1. Using that, we could reduce the problem to finding the oalticovering of a square
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with circles of radiusL. A direct result from [18] (that was mentioned in [25]) is tha
the limit, the minimum number of circles to cover an anas

2a?

Ny = . 95
VTR (99)
To compare the approaches, we consider the ratio
N _ (é) 2t
Ny L?) 3V3(1+28)2
222 1

= AT IR (56)

wherex = % andk = . Using these substitutions, equation (73) can be rewritten
terms of variables andk as follows

%(WIH(§+1>+W—3>—2- (97)

By solving (97) for different values df, one can find corresponding valuesmand%—f.
To evaluate the advantage of the uniform grid approach dwenaive one, we provide
some computational results in the Table 1. From the tablesegethat ag increases, the

k T %—f
102 | 2.44] 2.3
10* | 3.54| 4.8
10% | 4.40| 7.5
108 [ 5.14] 10.2

Table 1: Comparing\% for various values of.

advantage of using our approach becomes more significafdctinit can be proved that
limg— oo %—1 = oo. This will follow as a corollary of Theorem 4.

To establish the quality of the lower bound rigorously, wedhto first establish a similar
result for an upper bound. This follows in the next theorem.

Theorem 3. The unique solution of the equation
() g T ) - -

is an upper bound of the optimal grid step sizB*.

Proof. Let P(xo,yo) be the least jammed point, that lies inside a corner cellraitg to
Lemma 3. Without the loss of generality, as in the proof ofdrieen 2, we assume th#&t

is inside the bottom left corner cell. The jamming energyeineed at pointP is calculated
through the expressions (74) - (79). Sinkeis the least covered point, the following
inequality holds.



16 CLAYTON W. COMMANDER

E(P)<E<P’ (a:—g,y—())) =1, + I + I} + I}, where (99)
T—-1T-1
= ! , (100)
S (T R+ (Rt]- R
T-1 1
I = Z S — (101)
=0 ( i R)
I , 102
fs = ; (£)2 R—i—j R)? (102)
1
I = e (103)
2

I, and I} can be estimated through integrals similarly to the tealsqused in the proof
of Theorem 2. The following inequality holds

i) < /ON f(z)dx, (104)

where f(z) is a decreasing function. This property can also be provemegrically.
Figure 9 represents a graphical interpretation of thidimmaThe left side of the inequality

Figure 9: Integral Upper Bound.

is represented by the shaded area. The right side of (104@ srea undef(x). With this
property we have from (101) that

1 1
- w(-7) (105)
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Furthermore, using inequalities (83) and (84), we see tG)(is estimated by

Iy <

2 2 /1 1 1
< - 4 - (Z_ - 4 _-
< + ( 55T 3 4T3> (106)

1 /5 1 n 1
OR2\3 T 1273
To estimatd{ a property similar to (104) can be used. This inequality vegiby

ZZfzy //f:cyd:vdy—i—/ fdex—i—/ f(0,y)dy, (107)

=1 j=1
wheref(z,y) is a decreasing function afandy. With the above inequality,

I’<;+/T1 dx +/T1 dx N
CT e b BPr@®+a RS (Fre RP AR

T-1 T-1 dIdy
“ / R
—+x-R)2 ((R+y-R)2

= , Where (108)
AR TP TP
1 ™
C = 2arctan(2T) — arctan(2) + arctan (T — 5) -3

- I 2 arcta ! + arcta 1 arcta 2
-9 rebait g ) Tareai 5 R or T
T 1 1 1 2

-2 == — | + = -

2 <2T 24T3> 2 <2T—1 2T—1 >
T+1

2
The double integral in (108) is bounded as follows

% (y +12 Ji i 242
/ 1( (T> ()
— [ arctan | — | — arctan | — dt
1 t t t
T tan (L)) dt T
5 — arctan T —/; ?

) (109)

IN

<

INA
m\)-t\
~
|
IS
S

< (m(r-1)-m(! /Tél LB Yy
T (w1 _m (L)) - 1 T
=73 2 2 s t\T  37°
_<§_ P, 1 )

3 T—-41 6T-3)?

7 20 5 1 1 1 1
= Tmer-1 - -

7 I ) =3 e e 36T3+T—§ 6(T — 3)2

7 20 5 1 1
<ZhEr—1) - =+ =+ -

3 ) 67  T-1 12(T—1)
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Combining the results from (108), (109), and (110) givesaberestimate fof; as

1 [« T 16 5 1 1

I < = |(=In(2T -1 —— — 4+ — — . 111
1<R2<2 ( v 12(T—%)2) (111)

Recall equation (99) statell(P) < I + I} + I; + I,. So using the expression féf

given in (103) and the overestimates ¢ I, andl; derived in equations (111), (105),

and (106) respectively, we obtain

1 (= 1 T 19
EP) < —|=-In@2T-1)— ——=+—-+—]. 112
) < g (Fmer-v- g3+ 7) (112)
Finally, if we letT =[] +1 < & + 1, we get
1 (= 2a 1 m 19
FP <= |-In({=+1| -+ =-+— 113
(P) R2<2H<R+) 6(%+1)+2+3> (113)
The functionf(R) = 2> (g In(2%¢+1) - m +Z+ %) is monotone, hence the

equationf(R) = # has a unique solutio®. Equation (113) implies that a grid with
step sizeR does not cover the entire square. That is, there exists sit de@ pointP
that remains uncovered. Thiisis an upper bound for the optimal grid covering problem.
Since the optimal grid step siZ&¢* < R, the theorem is proved. O

In Figure 5, we see an example in which we are coveringfat 40 square and the
required jamming level at each pointi$ units. In part (a), we see the coverage associated
with the required number of devices from the lower bound oédiem 2. In this case,
20% = 400 jamming devices are used to cover the area. Notice that trerao holes in
the region. This, together with the scallop shell outside libunding box indicates that
all points within the region are covered. In part (b), we $eedoverage corresponding to
the placement of the jamming devices on a uniform grid adogrtb the upper bound of
Theorem 3. Here, the required number of device)is= 361. Notice the holes located
at the four corners of the region indicating that these jga@né uncovered. This validates
the theoretical results obtained in Theorem 2 and Theorem 3.

25

20¢ 1 at

15} i o

100 i ok

. . . . . . . . . p . . . . . . . . .
-5 -20 -15 -10 -5 0 5 10 15 20 25 Hoomoom s 0 s oo s
(a) (b)

Figure 10: (a) The coverage of when jamming devices are glaceording to the lower
bound from Theorem 2. The total number of jamming devicesired is20? = 400.
(b) We see the coverage associated with the result obtaioedTheorem 3. In this case,
192 = 361 devices are placed. Notice the corner points are not jammed.
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Now that we have established both upper and lower boundsnfapémal grid step
size, we can determine the quality of the bounds. The reswabiained in the following
theorem.

Theorem 4.

lim E:l

114
Jim =1, (114)
whereR andR are bounds obtained from equations (73) and (98), corredpagly. More-
over, the following inequality holds:

1< =< /1+

=] =l

115
for constants\/ € R, ¢ € R, such thatR > M.

Proof. By lettingz = % andy = %, equations (73) and (98) can be respectively rewritten

as
a=1 x(e%(szr%) 1 —1),and (116)
s 2a 19 = L.y
| 1=y - —— 7 117
2n<L-y+> YT T2 6+ Ly (117)
To prove the theorem, we need to show that
lim 2 =1, (118)
a—o0o I

wherez > 0 andy > 0 are solutions of (116) and (117), correspondingly. Fronvj1de
obtain

Tn (ﬁ + 1) > y? — C1, where (119)
2 L-y
19 «
C, = ? + bR and (120)
Ly (20r-cn
a>== (e 1) . (121)
From (116) and (121) we see that
@0 oy Y (200 _
x (e Cy 1) >? (e 1) , where (122)
Cy = g, and (123)
Cz=e ' (124)
Sincey - L andx - L are upper and lower bounds, correspondingly, the followsétation
holds
LT (125)
x

With (116) and (125) above, we can also conclude that

lim x =00 and lim y = o0

. (126)
For all M € R, whereM > /C1, there exists) € R such that (122) can be reduced to
Y

< Q-ex@ ) andy > M.
X

(127)
Moreover, forc = 7 In(Q) the following inequality holds

2
(Q) —1< =, andy > M. (128)
T T
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Assume for the sake of contradiction that the inequalitylidg8) does not hold for some
o\ 2
(z*,y*). Thatis assume thz(tg—*) — 1> 5. Using (127) we have

* 2 x2( y*

Yy <Q-e 7" ((x*)2—1) <Q.e*%I |

x*

, (229)

which contradicts (125).
Applying (125) and (128) we get

1<g§,/1+%, andy > M. (130)
X X

Letting a tend tooco and taking (126) into account, we see that in fact

lim 2 =1. (131)

a—oo I

Finally, by using (130) and (116), the following relatiomdae obtained

<Y< s X (132)
x In(a)

for some constant € R, wheny > M. Thus, the theorem is proved. O

6. CASE STUDIES AND ALGORITHMS

In order to demonstrate the advantages and disadvantaghs pfoposed formula-
tions for thewNJP, we present several case studies and algorithms. First,eserie
two case studies comparing the optimal solutions for therdgnistic formulations. Then
we describe a randomized local search algorithm for the acbjsanming under complete
uncertainty and present some preliminary results [4].

6.1. Case Studies for Deterministic Formulations. The experiments described in this
subsection were performed on a PC equipped with a 1.4MH¥ Patetiun® 4 processor
with 1GB of RAM, working under the Microsoft Windows XP SP1 operating system. In
the first study, an example network is given and the problemoideled using the proposed
coverage formulation. The problem is then solved exactigguthe commercial integer
programming software package, CPLEXNext, we modify the problem to include VaR
and CVaR constraints and again use CPIEEX solve the resulting problems. Numerical
results are presented and the three formulations are ceshparthe second case study, we
model and solve the problem using the connectivity inderfdation. We then include
percentile constraints re-optimize. Finally, we analyzeresults.

Optimal Solutions || Regular Constraint§ VaR Constraints
Number of Jammerg 6 4

Level of Jamming 100% V nodes 100% for 96% of nodes,
85% (of reqd.) for 4% of nodes
CPLEX® Time 0.81 sec 0.98 sec

Table 2: Optimal solutions using the coverage formulatiathwegular and VaR con-
straints.

6.1.1. Coverage FormulationHere we present two networks and solve teJp using

the network coveringgNcC) formulation. The first network has 100 communication nodes
and the number of available jamming devices is 36. The cgsiaging a jamming device

at locationj, ¢; is equal to 1 for all locations. This problem was solved udrgregular
constraints and the VaR type constraints. Recall that tiseaeset of possible locations
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Figure 11: Case study 1. The placement of jamming devicesoais when the problem
is solved using the original and VaR constraints.

at which jamming devices can be placed. In these examplessehof points constitutes
a uniform grid over the battlespace. The placement of therjerp devices from each
solution can be seen in Figure 11. The numerical resultdlidetahe level of jamming
for the network nodes is given in Table 2. Notice that the VaRitson called for 33%
less jamming devices than the original problem while prmgdaimost the same jamming
quality.

Opt Solns Reg (all) VaR (.9 conf) CVaR (.7 conf)
# Jammers 9 8 7
Jamming Level|| 100% V nodes|| 100% for 90% of || 100% for 57% of
nodes, nodes,
72% for 10% of|| 90% for 20% of
nodes nodes,
76% for 23% of
nodes
CPLEX® Time 15 sec 15h 55min 11sec 41 sec

Table 3: Optimal solutions using the coverage formulati@¢h wegular and VaR, and CVaR
constraints.

In the second example, the network has 100 communicatiorsnadd 72 available
jammers. This problem was solved using the regular comstrais well as both types
of percentile constraints. The resulting graph is showniguife 12. The corresponding
numerical results are given in Table 3.
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Figure 12: Case study 1 continued. The placement of jamraaisiwn when the problem
is solved using VaR and CVaR constraints.

In this example, the VaR formulation requires 11% less jangevices with almost
the same quality as the formulation with the standard caimgt. However, this formula-
tion requires nearly 16 hours of computation time. The CMVainfulation gives a solution
with a very good jamming quality and requires 22% less jangnaiavices than the stan-
dard formulation and 11% less devices than the VaR fornaraurthermore, the CVaR
formulation requires an order of magnitude less computing than the formulation with
VaR constraints.

6.1.2. Connectivity FormulationWe now present a case study wherewhe Pwas solved
using the connectivity index formulatiocp). The communication graph consists of 30
nodes and 60 edges. The maximal number of jamming devicélalaleais 36. We set
the maximal allowed connectivity index of any node to be 3Figure 13 we can see the
original graph with the communication links prior to jamminThe result of the VaR and
CVaR solutions is seen in Figure 14. The confidence level éh the VaR and CVaR
formulations was 0.9. Both formulations provide optimdusions for the given instance.
The resulting computation time for the VaR formulation wasiinutes 34 seconds, while
the CVaR formulation required only 7 minutes 33 seconds.

6.2. Heuristic for Jamming Under Complete Uncertainty. Here, we describe the im-
plementation of a randomized local search heuristic forctse of jamming under com-
plete uncertainty. Recall that the subproblem for which lleeinds in Theorem 2 and
Theorem 3 we derived plagejamming devices, where is a perfect square. The obvious
drawback of this technique is the situation where for exaniplequires 25 jamming de-
vices andR calls for 16, and the optimal solution to the general probigds. Using the
uniform grid approach will require nearl40% more devices than are needed to cover the
region.
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Figure 13: Case Study 2: Original graph.
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Figure 14: (a) VaR Solution. (b) CVaR Solution. In both casles triangles represent the

jammer locations.

Pseudocode for the local search is given in Figure 15. Theidteutakes as input
the size of the region containing the netwotkegion). The number of jamming devices
required to cover the area ségion by the lower bound on the grid step (upper bound on
jamming devices) derived in Theorem @(ammers) is the second input parameter. In

line 1, the optimal solutionX*) is set toubJammers.
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procedurerandLocalSearch(region, ubJammers)
1 X" < ubJammers

2 Wwhile stoppingCriteria = FALSE do

3 randScatter(region, X ™)

4 localOpt = FALSE

5 while localOpt = FALSE do

6 P «— leastJammedPoints(region)
7 moveJammers(P)

8 end

9 if allJammed = TRUE then

10 X" e—X*—1

11 end

12 end

13 return X*

end procedurerandlLocalSearch

Figure 15: Pseudocode for the randomized local search frertain jamming.

Thewhile loop from lines 2-12 is where the local optimization takescgl In line 3,
the jamming devices are randomly scattered within the sguegyion known to contain the
network. Next in thevhile loop from lines 5-8, those points which are receiving thetea
amount of jamming energy are assigned to thé®séthen, the jamming devices are moved
along a gradient towards the pointsfruntil these are points are covered. Several methods
are available for the functiamove Jammers including the method of steepest descent [2] or
the more efficient method of conjugated gradients [14, 18 Reuristic then determines
if all points have been jammed. If this is the case, then i@ 8rwe decrement the number
of jamming devices by one and return to line 2. If all points aot jammed, we repeat the
loop until either all points are covered or until a stoppinigecia is met in which case we
exit thewhile loop. The final value ofX * is returned as the solution in line 13.

The proposed method is still being tested and the full resuilt be reported in a paper
which is currently in preparation and will appear later thésar [4]. Preliminary results
indicate that the heuristic solutions requi& less jamming devices on average than the
uniform grid approach, indicating a significant decreaseost. An example comparison
between the two approaches can be seen in Figure 16. Foxtrigpde, a point requires
3 units of jamming energy before it is declared to be jammeguré 16(a) represents the
placement of the jamming devices according to the uniforichgplution from Theorem 2.

In this case400 devices are required. In Figure 16(b) we see the associateztage
from this solution. The scallop shell around the bounding bontaining the network
indicates that in fact, the entire area is jammed, but perhagre devices are used than are
necessary. In subfigure (c), we see the placement &¥g@mming devices according to
the heuristic solution. Notice in Figure 16(d) that the aagge outside the bounding box
is reduced significantly while still jamming all points inglegion. The heuristic reduces
the required number of devices by.5%.

7. CONCLUDING REMARKS AND FUTURE RESEARCH

Using optimization approaches to jam wireless commuraoatetworks is a novel ap-
proach which was only recently introduced [5, 6]. There i atgreat deal of work to
be done on this problem which will help military strategistssure the best level of per-
formance against a hostile force. Below we briefly outlineesal extensions and areas in
which future research can and is being performed.
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Figure 16: (a) Device placement on uniform grid. The totahber of jamming devices
required is 400. (b) Coverage display of uniform placeméejtHeuristic jammer place-
ment. The total number of required devices is 298. (d) Haari®verage plot.

7.1. Alternative Formulations. A generalization of the node coverage formulation in-
cluding uncertainties in the number of communication naates their coordinates might
be considered. For the connectivity index problem, therghtnéxist uncertainties in the
number of network nodes, their locations, and the prolgiitiat a node will recover a
jammed link.

Throughout our discussion, we have limited ourselves te<as which the jamming
devices and communication nodes have been equipped witldoettional antennas. We
are currently considering a different formulation of thelpem based on maximum net-
work flows [1]. That is, consider the communication gr&phk- (V, E) with a setU of arc
capacities, a source nodes V, and a sink node € V. Each node in the graph acts as both
a server and client with the exceptionsivhich only transmits anélwhich only receives
data. Suppose further that each receiver is equipped viitsextored antenna. A sectored
antenna is a set of directional antennas that can coveratitthns but can isolate certain
sectors. Thus, an arc can be jammed only by those jammingatethat are located in
the same sector as the transmitter. Then the objective oiAxéeMuM NETWORK FLOW
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formulation is to find locations of jamming devices such tinat expected maximum flow
on the network is minimized.

We are considering this formulation with the incorporatifrvarious uncertainties in-
cluding the arc capacities, the number and coordinatessoédmmunication nodes, type
of sectored antennas, and the probability of nodes reaayafter being jammed. Another
formulation we are considering ha the objective of maxingzhe lifetime of the jamming
devices which are assumed to be equipped with a battery daviinite lifespan. The
amount of battery power consumed is a function of the diganthe nodes receiving the
majority of the jamming energy. The goal of txiMum LIFETIME formulation is to
jam the network with the fewest jamming device while maximgzthe life expectancy of
the jamming devices. Obviously, there are many extensidrnshiwcan be made and much
work is yet to be done.

7.2. Heuristics. The inherent complexity of the aforementioned formulatiomotivates
the need for efficient heuristics to solve real-world inseswithin reasonable computing
times. Along with the local search previously mentioned, ave designing and imple-
menting several other methods which will be reported in (3he method currently begin
tested is a Greedy Randomized Adaptive Search Procedurag8R27] for theorTI-
MAL NETWORK COVERING formulation. GRASP is an multi-start heuristic for combina
torial optimization which has been used with great successthe past decade on many
problems includinROADCAST SCHEDULING[3], QUADRATIC ASSIGNMENT [21], and
MAXIMUM CcUT [9], to name a few. For an annotated bibliography of GRAS® rdader
is referred to [10].

GRASP is a two-phase procedure which generates solutiomsgh the controlled use
of random sampling, greedy selection, and local search.aFgiven problenil, let F
be the set of feasible solutions fol. Each solutionX € F'is composed of: discrete
components,...,a;. GRASP constructs a sequent® }; of solutions forlIl, such
that eachX; € F. The algorithm returns the best solution found after atkitiens. The
GRASP foroNcis still in the infancy stage; however, preliminary resalts promising. In
addition to the GRASP fapNc, we are planning to implement other heuristics fordine
andcip formulation such as Variable Neighborhood Search [24],éBe\Igorithm [13],
Tabu Search [12], and Simulated Annealing [19]. These dseaoiew ideas and extensions
that can be examined. We hope that our future endeavorsndiyze excellent results and
will encourage others to investigate this new and intemgstiptimization problem.
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