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ABSTRACT. Eavesdropping and jamming communication networks is an important part
of any military engagement. However, until recently there has been very limited research
in the operations research community in this area. Two recent papers by Commander, et
al. [5, 6] addressing this problem from an optimization perspective represent the current
state of the art. The objective of the problem under consideration is that of determining
the optimal number and locations for a set of eavesdropping/jamming devices in order to
intercept/supress communication on a wireless network. Here, we survey the problem and
highlight the results from the aforementioned papers. Further, we introduce a randomized
local search heuristic for the case of jamming a network under complete uncertainty. Our
current endeavors are described and directions of further research are addressed.

1. INTRODUCTION

In any military engagement, disrupting the communication mechanism of one’s enemy
is an important strategic maneuver. Depending on the circumstances the goal may be
to intercept the communication, neutralize the communication network, or both. These
problems can be modeled in the same manner. Without the loss of generality, we will
refer the problem of determining the optimal placement and quantity of eavesdropping
or jamming devices to either intercept or disrupt communication on the network as the
WIRELESS NETWORK JAMMING PROBLEM(WNJP) and our descriptions will be in this
context. Hence jamming devices can also be thought of as eavesdropping devices.

Jamming communication networks is an important problem buthas not been intensively
researched despite the vast amount of work on optimizing telecommunication systems [26].
Usually, papers studying network interdiction are about preventing jamming and analyzing
network vulnerability [8, 25]. To our knowledge, the only literature on network interdic-
tion involving optimal placement of jamming devices is the work of Commander, et al. [6]
in which several mathematical programming formulations were given for the determinis-
tic WIRELESS NETWORK JAMMING PROBLEM. In [5], they derive bounds on the optimal
number of jamming devices for a subproblem. The only other thoroughly studied cases
are problems of minimizing the maximal network flow and maximizing the shortest path
between given nodes via arc interdiction using limited resources. Wood [30], Israeli et al.
[17], and Cormican et al. [7] studied stochastic and deterministic cases and suggested effi-
cient heuristics. In [23], Smith et al. investigate survivable network designs under several
attack scenarios. In another recent paper, Lim and Smith consider an interdiction problem
in which the arcs of a multicommodity flow network are disabled in order to minimize the
maximum profit obtained by shipping goods on the network [22].

In this paper, we examine the recent work on jammer placementconsidering both deter-
ministic and uncertain formulations. First, we consider the ideal case in which the topology
of the network to be jammed is known. However, since most problems arise in military
battlefield scenarios, exact information is often unavailable. In this case, we examine a sto-
chastic framework and use risk measures to evaluate the effectiveness of jamming device
placement. Next, we consider the extreme case in which no information about the network
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is assumed other than a bounding area known to contain the network. A randomized local
search heuristic for this extreme case is presented and current work on a metaheuristic for
a deterministic setup is described. Finally, directions offuture research are addressed.

2. ASSUMPTIONS ANDDEFINITIONS

In general, the problem of jamming a communication network is to determine the min-
imum number of jamming devices required to interdict or suppress functionality of the
network. Starting with this general statement, more specific ones can be obtained by con-
sidering various types of jamming devices and interdictioncriteria. Depending on the
given information about the communication nodes and the network topology, stochastic
or deterministic setups can be constructed [6]. Below we provide assumptions and basic
definitions of the considered framework.

We consider radio-transmitting communication networks and jamming devices operat-
ing with electromagnetic waves. We assume that the jamming devices have omnidirec-
tional antennas and emit electromagnetic waves in all directions with the same intensity.
We also assume that jamming power decreases reciprocally tothe squared distance from a
device.

Definition 1. A point (communication node)X is said to be jammed or covered if the
cumulative energy received from all jamming devices exceeds some threshold valueE:

∑

i

λ

R2(X, i)
≥ E, (1)

whereλ ∈ R andR(X, i) represents the distance fromX to jamming devicei. This
condition can be rewritten as:

∑

i

1

R2(X, i)
≥ 1

L2
, (2)

whereL =
√

λ
E

.

The latter inequality implies that a jamming device covers any point inside a circle of
radiusL.

Definition 2. A connection (arc) between two communication nodes is considered blocked
if any of the two nodes is covered.

3. DETERMINISTIC FORMULATIONS

In this section we derive several formulations for theWNJPfirst reported by Comman-
der, et al. in [6]. In all of the following problems, we will assume that we have knowledge
about the network being jammed. As we will see, despite the assumption that the topol-
ogy of the network is known entirely, optimal placement of the jamming devices remains
computationally difficult.

3.1. Coverage Formulations. Given a setM = {1, 2, . . . , m} of communication nodes
to be jammed, the goal is to find a set of locations for placing jamming devices in order
to suppress the functionality of the network. The cumulative level of jamming energy
received at nodei is defined as

Qi =

n
∑

j=1

1

R2(i, j)
, (3)

wheren is the number of jamming devices. Then, we can formulate theWIRELESS NET-
WORK JAMMING PROBLEM (WNJP) as the minimization of the number of jamming devices
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placed, subject to a set ofquality coveringconstraints:

(QCP) Minimize n (4)

s.t. Qi ≥ Ci, i = 1, 2, . . . , m. (5)

The solution to this problem provides the optimal number of jamming devices needed
to ensure a certain jamming thresholdCi is met at every nodei ∈ M. A continuous op-
timization approach where one is seeking the optimal placement coordinates(xj , yj), j =
1, 2, . . . , n, for jamming devices given the coordinates(Xi, Yi), i = 1, 2, . . . , m, of net-
work nodes, leads to highly non-convex formulations. For example, consider the quality
covering constraint for network nodei,

n
∑

j=1

1

(xj −Xi)2 + (yj − Yi)2
≥ Ci.

It is easy to verify that this constraint is non-convex. Finding the optimal solution to
this nonlinear programming problem would require an extensive amount of computational
effort.

To overcome the non-convexity of the above formulation, we propose several integer
programming models for the problem. Suppose now that along with the set of commu-
nication nodesM = {1, 2, . . . , m}, there is a fixed setN = {1, 2, . . . , n}, of possible
locations for the jamming devices. This assumption is reasonable because in real battle-
field scenarios, the set of possible placement locations will likely be limited. Define the
decision variablexj as

xj =

{

1, if a jamming device is installed at locationj

0, otherwise.
(6)

If we redefineR(i, j) to be the distance between communication nodei and jamming
locationj, then we have theOPTIMAL NETWORK COVERING (ONC) formulation of the
WNJPas

(ONC) Minimize
n

∑

j=1

cjxj (7)

s.t.

Qixi ≥ Ci, i = 1, 2, . . . , m (8)

xj ∈ {0, 1}, j = 1, 2, . . . , n, (9)

whereCi is defined as above. Here the objective is to minimize the number of jamming
devices used while achieving some minimum level of coverageat each node. The coef-
ficients cj in (7) represent the costs of installing a jamming device at locationj. In a
battlefield scenario, placing a jamming device in the directproximity of a network node
may be theoretically possible; however, such a placement might be undesirable due to se-
curity considerations. In this case, the location considered would have a higher placement
cost than would a safer location. If there are no preferencesfor device locations, then
without the loss of generality,

cj = 1, j = 1, 2, . . . , n.

Though we have removed the non-convex covering constraints, this formulation re-
mains computationally difficult. Notice thatONC is formulated as aMULTIDIMENSIONAL

KNAPSACK PROBLEMwhich is known to beNP-hard in general [11].

3.2. Connectivity Based Formulations. In the generalWNJP, it is important that the dis-
tinction be made that the objective is not simply to jam some of the nodes, but to destroy the
functionality of the underlying communication network. Inthis section, we use tools from
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graph theory to develop a method for suppressing the networkby jamming those nodes
with several communication links and derive an alternativeformulation of theWNJP.

(a) (b)

Figure 1: (a) Original graphG. (b) Transitive closure ofG.

Definition 3. Given a graphG = (V, E), the transitive closureof G is itself a graph
G′ = (V, E′), where(i, j) ∈ E′ if and only if there exists a path fromi to j in G. (Figure 1
provides an example of a graph and its transitive closure.)

Definition 4. Given a graphG = (V, E), theconnectivity indexof a nodei ∈ V is defined
as the number of nodes reachable from that vertex (see Figure2 for examples).

To constrain the network connectivity in optimization models, we can impose con-
straints on the connectivity indices instead of using covering constraints. We assume that
the set of communication nodesM = {1, 2, . . . , m} to be jammed is known and a set of
possible locationsN = {1, 2, . . . , n} for the jamming devices is given. Letdij = 1

R2(i,j) .

Furthermore, letSi =
∑n

j=1 dijxj denote the cumulative level of jamming at nodei. Then
nodei is said to be jammed ifSi exceeds some threshold valueCi. Recall from Defini-
tion 2 that communication is severed between nodesi andj if at least one of the nodes is
jammed. Further, lety : V × V → {0, 1} be a surjection whereyij = 1 if there exists a
path from nodei to nodej in the jammed network. Lastly, letz : V → {0, 1} wherezi

returns 1 if nodei is not jammed.
The objective of theCONNECTIVITY INDEX PROBLEM (CIP) formulation of theWNJP

is to minimize total jamming cost subject to a constraint that the connectivity index of
each node does not exceed some pre-described levelL. The corresponding optimization
problem is given as:

(CIP) Minimize
n

∑

j=1

cjxj (10)

s.t.
∑

j 6=i

yij ≤ L, ∀ i, j ∈ M (11)

M(1− zi) ≥ Si − Ci ≥ −Mzi, ∀ i ∈M (12)

xj ∈ {0, 1}, ∀ j ∈ N (13)

zi ∈ {0, 1} ∀ i ∈M, (14)

∀ i, j ∈ M, yij =

{

1, if i reachable fromj in the jammed network

0, otherwise,
(15)
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Figure 2: Connectivity Index of nodes A,B,C,D is 3. Connectivity Index of E,F,G is 2.
Connectivity Index of H is 0.

whereM ∈ R is some large constant.
Let v : V × V → {0, 1} andv′ : V × V → {0, 1} be defined as follows:

vij =

{

1, if (i, j) ∈ E,

0, otherwise,
(16)

and

v′ij =

{

1, if (i, j) exists in the jammed network,

0, otherwise.
(17)

With this, we can formulate an equivalent integer program as

(CIP-1) Minimize
n

∑

j=1

cjxj , (18)

s.t.

yij ≥ v′ij , ∀ i, j ∈M, (19)

yij ≥ yikykj , k 6= i, j; ∀ i, j ∈ M, (20)

v
′

ij ≥ vijzjzi, i 6= j; ∀ i, j ∈ M, (21)
m

∑

j=1

yij ≤ L, j 6= i, ∀ i ∈M, (22)

M(1− zi) ≥ Si − Ci ≥ −Mzi, ∀ i ∈M, (23)

zi ∈ {0, 1}, ∀ i ∈ M, (24)

xj ∈ {0, 1}, ∀ j ∈ N , yij ∈ {0, 1} ∀ i, j ∈M, (25)

vij ∈ {0, 1}, ∀ i, j ∈M, v′ij ∈ {0, 1}, ∀ i, j ∈ M. (26)

Lemma 1. If CIP has an optimal solution then,CIP-1 has an optimal solution. Further,
any optimal solutionx∗ of the integer programming problemCIP-1 is an optimal solution
of CIP.

Proof. It is easy to establish that ifi andj are reachable from each other in the jammed
network then inCIP-1, yij = 1. Indeed, ifi andj are adjacent then there exists a sequence
of pairwise adjacent vertices:

{(i0, i1), ..., (im−1, im)}, (27)

wherei0 = i, and im = j. Using induction it can be shown thatyi0ik
= 1, ∀ k =

1, 2, . . . , m. From (19), we have thatyikik+1
= 1. If yi0ik

= 1, then by (20),yi0ik+1
≥
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yi0ik
yikik+1

= 1, which proves the induction step.

The proven property implies that inCIP-1:
∑

j 6=i

yij ≥ connectivity index ofi. (28)

Therefore, if(x∗, y∗) and(x∗∗, y∗∗) are optimal solutions ofCIP-1 andCIP correspond-
ingly, then:

V (x∗) ≥ V (x∗∗), (29)

whereV is the objective inCIP-1 andCIP.
As (x∗∗, y∗∗) is feasible inCIP, it can be easily checked thaty∗∗ satisfies all feasibility
constraints inCIP-1 (it follows from the definition ofyij in CIP). So,(x∗∗, y∗∗) is feasible
in CIP-1; thus proving the first statement of the lemma.
Hence fromCIP-1,

V (x∗∗) ≥ V (x∗). (30)

From (29) and (30):

V (x∗∗) = V (x∗). (31)

Let us definey such that

yij = 1⇔ j is reachable fromi in the network jammed byx∗.

Using (28),(x∗, y) is feasible inCIP-1, and hence optimal. From the construction ofy it
follows that(x∗, y) is feasible inCIP. Relying on (31) we can claim thatx∗ is an optimal
solution ofCIP. The lemma is proved. �

We have therefore established a one-to-one correspondencebetween formulationsCIP

andCIP-1. Now, we can linearize the integer programCIP-1 by applying some standard
transformations. The resulting linear 0-1 program,CIP-2 is given as

(CIP-2) Minimize
n

∑

j=1

cjxj (32)

s.t.

yij ≥ v
′

ij , ∀ i, j = 1, . . . ,M, (33)

yij ≥ yik + ykj − 1, k 6= i, j; ∀ i, j ∈M, (34)

v
′

ij ≥ vij + zj + zi − 2, i 6= j; ∀ i, j ∈M, (35)
I

∑

j=1

yij ≤ L, j 6= i, ∀ i ∈ M, (36)

M(1− zi) ≥ Si − Ci ≥ −Mzi, ∀ i ∈ M, (37)

zi ∈ {0, 1}, ∀ i ∈M, (38)

xj ∈ {0, 1}, ∀ j ∈ N , yij ∈ {0, 1} ∀ i, j ∈M, (39)

vij ∈ {0, 1}, ∀ i, j ∈M, v′ij ∈ {0, 1}, ∀ i, j ∈M. (40)

In the following lemma, we provide a proof of equivalence betweenCIP-1 andCIP-2.

Lemma 2. If CIP-1 has an optimal solution thenCIP-2 has an optimal solution. Further-
more, any optimal solutionx∗ of CIP-2 is an optimal solution ofCIP-1.

Proof. For 0-1 variables the following equivalence holds:

yij ≥ yikykj ⇔ yij ≥ yik + ykj − 1
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The only differences betweenCIP-1 andCIP-2 are the constraints:

v
′

ij = vijzjzi (41)

v
′

ij ≥ vij + zi + zj − 2 (42)

Note that (41) implies (42) (vijzjzi ≥ vij +zi+zj−2). Therefore, the feasibility region of
CIP-2 includes the feasibility region ofCIP-1. This proves the first statement of the lemma.

From the last property we can also deduce that for allx1, x2 such thatx1 is an optimal
solution ofCIP-1, andx2 is optimal forCIP-2, that

V (x1) ≥ V (x2), (43)

whereV (x) is the objective ofCIP-1 andCIP-2.

Let (x∗, y∗, v
′∗, z∗) be an optimal solution ofCIP-2. Constructv

′′∗ using the following
rules:

v
′′∗
ij =

{

1, if vij + z∗i + z∗j − 2 = 1,

0, otherwise.
(44)

v
′∗
ij ≥ v

′′∗
ij ⇒ (x∗, y∗, v

′′∗, z∗) is feasible inCIP-2 (yij ≥ v
′′∗
ij ), hence optimal (the objec-

tive value isV (x∗), which is optimal). Using (44),(v
′′∗, z∗) satisfies:

v
′′∗
ij = vijz

∗
j z∗i .

Using this we have that(x∗, y∗, v
′′∗, z∗) is feasible forCIP-1. If x1 is an optimal solution

of CIP-1 then:
V (x1) ≤ V (x∗) (45)

On the other hand, using (43):
V (x∗) ≤ V (x1). (46)

(45) and (46) together implyV (x1) = V (x∗). The last equality proves thatx∗ is an
optimal solution ofCIP-1. Thus, the lemma is proved. �

We have as a result of the above lemmata the following theoremwhich states that the op-
timal solution to the linearized integer programCIP-2 is an optimal solution to the original
connectivity index problemCIP.

Theorem 1. If CIP has an optimal solution thenCIP-2 has an optimal solution. Further-
more, any optimal solution ofCIP-2 is an optimal solution ofCIP.

Proof. The theorem is an immediate corollary ofLemma 1andLemma 2. �

4. DETERMINISTIC SETUP WITH PERCENTILE CONSTRAINTS

As mentioned in Subsection 3.2, to suppress communication on a wireless network
does not necessarily imply that all nodes must be jammed. It may be sufficient to jam
some percentage of the total number of nodes in order to acquire an effective control over
the network. Alternatively, the information assumed aboutthe network may not be entirely
accurate. Therefore we formulate theWNJPwith percentile constraints which require that
some percentageα ∈ [0, 1], of the nodes be jammed. This type of constraint is known as a
Value at Risk (VaR) percentile constraint [16].

To incorporate VaR constraints into theONC and ONC-1 formulations we can easily
take advantage of the fact that both formulations are 0-1 programming problems. Let
y : V → {0, 1} where

yi =

{

1, if nodei is covered,

0, otherwise.
(47)
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Then to find the minimum number of locations of jamming devices that will allow for
coveringα · 100% of the network nodes with prescribed levels of jammingCi, we must
solve the following integer program

(ONC-VaR) Minimize
n

∑

j=1

cjxj (48)

s.t.
m

∑

i=1

yi ≥ αm, i = 1, 2, . . . , m, (49)

J
∑

j=1

dijxj ≥ Ciyi, i = 1, 2, . . . , m, (50)

xj ∈ {0, 1}, j = 1, 2, . . . , n, (51)

yi ∈ {0, 1}, i = 1, 2, . . . , m. (52)

Notice that the only difference between this formulation and theONC formulation is the
addition of them VaR constraints in (49) which ensure that the minimum required percent-
age of the nodes are jammed. The constraints in (50) enforce the coverage requirementCi

for each nodei that is covered.
The approach is quite useful when the network structure is known entirely, because

the constraints inONC-VaR do not guarantee any level of coverage for the nodes with
yi = 0. However, this does not make the problem any easier to solve because the VaR type
percentile constraints add an additionalm integer variables to the problem.

In the same manner, we can reformulate theCONNECTIVITY INDEX PROBLEM formu-
lation to include VaR type constraints. Letρ : V → Z

+ be a function such thatρi returns
the connectivity index of nodei. That is,ρi =

∑m

j=1,j 6=i yij . Further letw : V → {0, 1}
be defined as

wi =

{

1, if ρi ≤ L,

0, otherwise.
(53)

With this, the connectivity index formulation ofWNJP with VaR percentile constraints is
given as

(CIP-VaR) Minimize
n

∑

j=1

cjxj (54)

s.t.

pi ≤ Lwi + (1 − wi)M, i = 1, 2, . . . , m, (55)
m

∑

i=1

wi ≥ αm, (56)

xj ∈ {0, 1}, j = 1, 2, . . . , n (57)

wi ∈ {0, 1}, i = 1, 2, . . . , m, (58)

pi ∈ {0, 1}, i = 1, 2, . . . , m, (59)

whereM is some large constant.
As with theONC-VaR formulation, there are two drawbacks ofCIP-VaR. First, there is

no control guarantee at all on any of the remaining(1 − α) · 100% nodes. Secondly, the
addition of am binary variables adds a tremendous computational burden tothe problem.

A more tractable approach is to impose a percentile constraint ensuring an average
level of coverageCmin for (1 − α) · 100% of the worst (least) jammed nodes. This type
of constraint can be formulated using the concept of Conditional Value-at-Risk (CVaR)
[28, 29]. Developed by Rockafellar and Uryasev, CVaR is formally defined as a percentile
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risk measure constructed for estimation and control of risks in stochastic and uncertain
environments. However, CVaR-based optimization techniques can also be applied in a
deterministic percentile framework. For a description of CVaR methodology and related
optimization techniques, the reader is referred to [28, 29].

Here, we present a formulation of theOPTIMAL NETWORK COVERING problem with
CVaR-type percentile constraints resulting in the following mixed integer program:

(ONC-CVaR) Minimize
n

∑

j=1

cjxj (60)

subject to

ζ +
1

(1 − α)I

m
∑

i=1

max

{

Cmin −
n

∑

j=1

xjdij − ζ, 0

}

≤ 0, (61)

ζ ∈ R, (62)

xj ∈ {0, 1}. (63)

The CVaR constraint (61) ensures that the average coverage across(1 − α) · 100% of the
worst (least) covered nodes exceeds the minimal prescribedlevelCmin. Consequently, the
coverage of all other nodes in the network also exceedsCmin.

The important point about this formulation is that we have not introduced additional
integer variables to the problem in order to add the percentile constraints. Recall, that in
ONC-VaR we introducedm discrete variables. Since we have to add onlym real variables
to replacemax-expressions under the summation and a real variableζ, this formulation is
much easier to solve thanONC-VaR. In a similar manner, we can formulate the connectivity
index problem with the addition of CVaR constraints as follows:

(CIP-CVaR) Minimize
n

∑

j=1

cjxj (64)

subject to

ζ +
1

(1 − α)I

m
∑

i=1

max{ρi − L− ζ, 0} ≤ 0, (65)

ρi ∈ Z, (66)

ζ ∈ R. (67)

Recall thatρi is the connectivity index of nodei. Again, we see that in order to include
the CVaR constraint, we only need to add(m + 1) real variables to the problem. Compu-
tationally, this will be much easier to solve than theCIP-VaR formulation as we will see in
a later section.

5. JAMMING UNDER COMPLETE UNCERTAINTY

Since most real-world network jamming situations arise in military battlefield scenarios,
exact information about the topology of the adversary’s network is oftentimes unknown.
Thus, deterministic network interdiction approaches havelimited applicability. As we have
shown a stochastic approach involving some risk measure forevaluating the efficiency of
the jamming device placement may be helpful. However as we previously saw, choosing
an appropriate risk measure is a challenging problem in its own right. In this section, we
consider an extreme case where there is no a priori information about the topology of the
network to be jammed. The only information used in our approach is a bounding area,
containing the communication network.

If we ignore the cumulative effect of the jamming devices, then the problem reduces to
determining the optimal covering of an area on a plane by circles. This covering problem
was solved in 1936 by Kershner [18]. In this section, we will review the recent work of
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Commander et al. who have shown that accounting for the cumulative effect of all the
devices can lead to significant decreases in costs, i.e. required number of jamming devices
[5].

Since we assume no information is known about the network to be jammed, the only
reasonable approach is to cover all points in some area knownto contain the network. This
approach would also be appropriate when some information about the network is available,
but is potentially inaccurate.

We consider a case when a communication network is located inside a square. However,
all of the following theorems can be formulated for a more general case. For example, to
obtain results when the network is contained inside a rectangular region in the plane, the
only modification required to the calculations is an appropriate updating of the summation
bounds.

An optimal covering is one which contains the minimum numberof jamming devices
that jam all points in the particular area of interest. However, finding a globally optimal
solution for the general problem is difficult [6]. Therefore, we consider a subproblem
of covering a square with jamming devices located at the nodes of a uniform grid. The
solution to this problem will provide a feasible solution (optimal in certain cases) to the
general problem. Suppose the grid step size isR. If the length of a square sidea is not a
multiple ofR, then we cover a bigger square with a side of lengthR([ a

R
]+1). See Figure 3

for an example. The optimal solution in the considered problem is a uniform grid with the
largest possible step size which covers the square. The problem remains non-trivial, even
for this simplified setup.

Figure 3: Uniform grid with jamming devices

Lemma 3. For any covering of a square with a uniform grid, a point whichreceives the
least amount of jamming energy lies inside a corner grid cell(see Figure 4).

Figure 4: The least covered point is shown in the lower left grid cell.

Proof. Consider a corner cellS0 and an arbitrary non-corner cellSi. We prove that for any
point P ∈ Si, there is a corresponding pointP ′ ∈ S0 such thatE(P ) > E(P ′), where
E(X) is the cumulative jamming energy from all devices received at pointX .
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Let P ′ be a symmetric correspondence of pointP insideS0. Here, symmetry implies
thatP andP ′ are equidistant from the sides of their respective cells. Wesplit the square
into the four rectanglesA, B, C, andD, whereA is the rectangle containing cellsS0 and

Figure 5: Square Decomposition

Si (see Figure 5). Denote the other two corner cells of rectangle A by C1 andC2. Let
alsoT1 andT2 be points insideC1 andC2 respectively, such thatT1PT2P

′ is a rectangle

Figure 6: Equivalent Points

with sides parallel to the sides of the square as in Figure 6. Using symmetry we get the
following relations:

E(P ′, A) = E(P, A), (68)

E(P ′, B) < E(T1, B) = E(P, B), (69)

E(P ′, D) < E(T2, D) = E(P, D), (70)

E(P ′, C) < E(P, C), (71)

whereE(X, I) is the cumulative jamming energy from all devices inside rectangleI re-
ceived by pointX . Relations (68) - (71) imply

E(P ′) = E(P ′, A) + E(P ′, B) + E(P ′, C) + E(P ′, D)

< E(P, A) + E(P, B) + E(P, C) + E(P, D) (72)

= E(P ),

and the lemma is proved. �

Below we formulate theorems for upperR and lowerR bounds for the optimal grid step
sizeR∗ : R < R∗ < R. In all formulated theorems, we consider covering a square with
side lengtha.

Theorem 2. The unique solution of the equation
1

2R2

(

π ln(
a

R
+ 1) + π − 3

)

=
1

L2
(73)

is a lower boundR for the optimal grid step sizeR∗.
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Proof. In Lemma 3, we proved that the least covered point lies insidea corner cell. Con-
sider now a grid with step sizeR. Without the loss of generality, letP (x0, y0) be a point

Figure 7: Cumulative emanation of jamming devices.

inside the bottom left corner cell as shown in Figure 7.I1, I2, andI3 are cumulative
jamming energy received atP by jamming devices located in regionsC, A, andB cor-
respondingly. Similarly,I4 is the jamming energy from the jamming device located at
the bottom left nodeO. With this, the jamming energy received at pointP is calculated
through the expression

E(P ) = I1 + I2 + I3 + I4, where (74)

I1 =

T−1
∑

i=0

T−1
∑

j=0

1

(R − x0 + i ·R)2 + (R− y0 + j · R)2
, (75)

I2 =
T−1
∑

i=0

1

(R − x0 + i ·R)2 + y2
0

, (76)

I3 =

T−1
∑

j=0

1

x2
0 + (R− y0 + j · R)2

, (77)

I4 =
1

x2
0 + y2

0

, (78)

T =
[ a

R

]

+ 1. (79)

Notice that we can estimateI2 + I3 as

I2 + I3 ≥ 2 ·
T−1
∑

i=0

1

R2(1 + i)2 + R2
≥ 2

R2

∫ T

0

1

1 + (1 + x)2
dx. (80)

This follows from the fact that

N
∑

i=0

f(i) ≥
∫ N+1

0

f(x)dx, (81)

wheref(x) is a decreasing function. This property can be easily established geometrically.
Notice in Figure 8 that the left side of inequality (81) represents the shaded region in the
figure, while the right side represents the area underf(x). Continuing from (80) above we



EAVESDROPPING AND JAMMING COMMUNICATION NETWORKS 13

Figure 8: Integral Lower Bound.

have
∫ T

0

1

1 + (1 + x)2
dx = arctan(T + 1)− π

4

=
π

2
− arctan

(

1

T + 1

)

− π

4
(82)

≥ π

4
− 1

T + 1
.

Here and further, we use the inequalities given below:

arctan(x) ≤ x, 0 ≤ x ≤ 1, (83)

arctan(x) ≥ x− x3

3
, 0 ≤ x ≤ 1. (84)

Now combining (80) and (82), we obtain

I2 + I3 ≥
2

R2

(

π

4
− 1

T + 1

)

. (85)

We also have the following approximation forI4 which follows clearly

I4 ≥
1

2R2
. (86)

For estimatingI1 we use a property similar to (81), but in a higher dimension. Namely,

N
∑

i=0

N
∑

j=0

f(i, j) ≥
∫ N+1

0

∫ N+1

0

f(x, y)dxdy, (87)

where as above,f(x, y) is a decreasing function ofx andy. Using this inequality, we
derive the following approximation forI1.

I1 ≥
∫ T

0

∫ T

0

dxdy

(R− x0 + x · R)2 + (R− y0 + y ·R)2

≥
∫ T

0

∫ T

0

dxdy

(R + x · R)2 + (R + y · R)2
(88)

=
1

R2

∫ T+1

1

∫ T+1

1

dxdy

x2 + y2
.
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Furthermore,

1

R2

∫ T+1

1

∫ T+1

1

dxdy

x2 + y2
=

∫ T+1

1

1

x
arctan

(

T + 1

x

)

dx−
∫ T+1

1

1

x
arctan

(

1

x

)

dx

≥
∫ T+1

1

1

x
arctan

(

T + 1

x

)

dx−
∫ T+1

1

dx

x2

=

∫ T+1

1

1

x

(

π

x
− arctan

(

x

T + 1

))

dx− 1 +
1

T + 1
(89)

=
π

2
ln(T + 1)− 1 +

1

T + 1
−

∫ T+1

0

1

x
arctan

(

x

T + 1

)

dx

≥ π

2
ln(T + 1)− 1 +

1

T + 1
−

∫ T+1

0

1

x

(

x

T + 1

)

dx

=
π

2
ln(T + 1)− 2

(

1− 1

T + 1

)

.

Combining this result with (88) we have

I1 ≥
1

R2

(

π

2
ln(T + 1)− 2

(

1− 1

T + 1

))

. (90)

Summing (85), (86), and (90) we obtain an overestimate of thetotal coverage at point
P . That is

E(P ) ≥ 1

R2
·
(

π

2
ln(T + 1)− 2 +

2

T + 1
+

π

2
− 2

T + 1
+

1

2

)

=
1

R2

(

π

2
ln(T + 1) +

π

2
− 3

2

)

(91)

≥ 1

2R2

(

π · ln
( a

R
+ 1

)

+ π − 3
)

.

To guarantee coverage of pointP , it is sufficient to claim that

f(R) =
1

2R2

(

π · ln
( a

R
+ 1

)

+ π − 3
)

≥ 1

L2
. (92)

Sincef(R) is monotonically decreasing on(0, +∞), the largestR satisfying the above
inequality is the unique solutionR of the equation

f(R) =
1

L2
. (93)

Thus, a uniform grid with step sizeR jams any pointP inside a corner cell. According
to Lemma 3, the grid jams the least covered point in the squareimplying that the whole
square is jammed. Thus we have the desired result. �

Since the functionf(R) = 1
2R2 (π ln( a

R
+ 1) + π − 3) is monotonic, equation (73)

can be easily solved using a numerical procedure such as a binary search [20]. Therefore,
using (73), we can obtain a step sizeR such that the corresponding uniform grid covers the
entire square. Further, the number of jamming devices in thegrid does not exceed

N1 =

(

a

R
+ 2

)2

. (94)

A more straightforward solution of the initial problem could be based on the property that a
jamming device covers all the points inside a circle of radiusL as mentioned in Definition
1. Using that, we could reduce the problem to finding the optimal covering of a square
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with circles of radiusL. A direct result from [18] (that was mentioned in [25]) is that in
the limit, the minimum number of circles to cover an areaa2 is

N2 =
2a2

3
√

3L2
. (95)

To compare the approaches, we consider the ratio

N2

N1
=

(

R

L2

)

2

3
√

3

1

(1 + 2R

a
)2

=
2x2

3
√

3

1

(1 + 2x
k

)2
, (96)

wherex = R

L
andk = a

L
. Using these substitutions, equation (73) can be rewrittenin

terms of variablesx andk as follows

1

x2

(

π ln

(

k

x
+ 1

)

+ π − 3

)

= 2. (97)

By solving (97) for different values ofk, one can find corresponding values ofx and N2

N1
.

To evaluate the advantage of the uniform grid approach over the naive one, we provide
some computational results in the Table 1. From the table, wesee that ask increases, the

k x N2

N1

102 2.44 2.3
104 3.54 4.8
106 4.40 7.5
108 5.14 10.2

Table 1: ComparingN2

N1
for various values ofk.

advantage of using our approach becomes more significant. Infact, it can be proved that
lima→∞

N2

N1
=∞. This will follow as a corollary of Theorem 4.

To establish the quality of the lower bound rigorously, we need to first establish a similar
result for an upper bound. This follows in the next theorem.

Theorem 3. The unique solution of the equation

1

R2

(

π

2
ln

(

2a

R
+ 1

)

− 1

6( a
R

+ 1)
+

π

2
+

19

3

)

=
1

L2
(98)

is an upper boundR of the optimal grid step sizeR∗.

Proof. Let P (x0, y0) be the least jammed point, that lies inside a corner cell according to
Lemma 3. Without the loss of generality, as in the proof of Theorem 2, we assume thatP

is inside the bottom left corner cell. The jamming energy received at pointP is calculated
through the expressions (74) - (79). SinceP is the least covered point, the following
inequality holds.
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E(P ) ≤ E

(

P ′

(

x =
R

2
, y = 0

))

= I ′1 + I ′2 + I ′3 + I ′4, where (99)

I ′1 =
T−1
∑

i=0

T−1
∑

j=0

1

(R
2 + i · R)2 + (R + j · R)2

, (100)

I ′2 =

T−1
∑

i=0

1

(R
2 + i · R)2

, (101)

I ′3 =

T−1
∑

j=0

1

(R
2 )2 + (R + j · R)2

, (102)

I ′4 =
1

(R
2 )2

. (103)

I ′2 andI ′3 can be estimated through integrals similarly to the techniques used in the proof
of Theorem 2. The following inequality holds

N
∑

i=1

f(i) ≤
∫ N

0

f(x)dx, (104)

wheref(x) is a decreasing function. This property can also be proven geometrically.
Figure 9 represents a graphical interpretation of this relation. The left side of the inequality

Figure 9: Integral Upper Bound.

is represented by the shaded area. The right side of (104) is the area underf(x). With this
property we have from (101) that

I ′2 ≤ 1

(R
2 )2

+

∫ T−1

0

dx

(R
2 + x ·R)2

=
1

R2

(

6− 1

T − 1
2

)

. (105)
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Furthermore, using inequalities (83) and (84), we see that (102) is estimated by

I ′3 ≤ 1

(R
2 )2 + (R + x ·R)2

=
2

3R2
+

2

R2

(

arctan

(

1

2

)

− arctan

(

1

2T

))

≤ 2

3R2
+

2

R2

(

1

2
− 1

2T
+

1

24T 3

)

(106)

=
1

R2

(

5

3
− 1

T
+

1

12T 3

)

.

To estimateI ′1 a property similar to (104) can be used. This inequality is given by
N

∑

i=1

N
∑

j=1

f(i, j) ≤
∫ N

0

∫ N

0

f(x, y)dxdy +

∫ N

0

f(x, 0)dx +

∫ N

0

f(0, y)dy, (107)

wheref(x, y) is a decreasing function ofx andy. With the above inequality,

I ′1 ≤ 1

(R
2

2
) + R2

+

∫ T−1

0

dx

(R
2 )2 + (R + x ·R)2

+

∫ T−1

0

dx

(R
2 + x ·R)2 + R2

+

+

∫ T−1

0

∫ T−1

0

dxdy

(R
2 + x ·R)2 + ((R + y ·R)2

=
4

5R2
+

C

R2
+

1

R2

∫ T−1

0

∫ T−1

0

d(x + 1
2 )dy

(1
2 + x)2 + (y + 1)2

, where (108)

C = 2 arctan(2T )− arctan(2) + arctan

(

T − 1

2

)

− π

2

=
π

2
− 2 arctan

(

1

2T

)

+ arctan

(

1

2

)

− arctan

(

2

2T − 1

)

(109)

≤ π

2
− 2

(

1

2T
− 1

24T 3

)

+
1

2
−

(

2

2T − 1
− 8

3(2T − 1)3

)

≤ π + 1

2
.

The double integral in (108) is bounded as follows
∫ T−1

0

∫ T−1

0

d(x + 1
2 )dy

(1
2 + x)2 + (y + 1)2

=

∫ T− 1
2

1
2

∫ T

1

dtdy

t2 + y2

=

∫ T− 1
2

1
2

1

t

(

arctan

(

T

t

)

− arctan

(

1

t

))

dt

≤
∫ T− 1

2

1
2

1

t

(

π

2
− arctan

(

t

T

))

dt−
∫ T− 1

2

1
2

1

t

(

1

t
− 1

3t3

)

dt (110)

≤ π

2

(

ln

(

T − 1

2

)

− ln

(

1

2

))

−
∫ T− 1

2

1
2

1

t

(

t

T
− t3

3T 3

)

dt−

−
(

4

3
− 1

T − 1
2

+
1

6(T − 1
2 )2

)

=
π

2
ln(2T − 1)− 20

3
+

5

6T
+

1

12T 2
− 1

36T 3
+

1

T − 1
2

− 1

6(T − 1
2 )2

<
π

2
ln(2T − 1)− 20

3
+

5

6T
+

1

T − 1
2

− 1

12(T − 1
2 )2

.
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Combining the results from (108), (109), and (110) gives theoverestimate forI ′1 as

I ′1 <
1

R2

(

π

2
ln(2T − 1) +

π

2
− 16

3
+

5

6T
+

1

T − 1
2

− 1

12(T − 1
2 )2

)

. (111)

Recall equation (99) statedE(P ) ≤ I ′1 + I ′2 + I ′3 + I4. So using the expression forI ′4
given in (103) and the overestimates forI ′1, I

′
2, andI ′3 derived in equations (111), (105),

and (106) respectively, we obtain

E(P ) ≤ 1

R2

(

π

2
ln(2T − 1)− 1

6T
+

π

2
+

19

3

)

. (112)

Finally, if we letT = [ a
R

] + 1 ≤ a
R

+ 1, we get

E(P ) <
1

R2

(

π

2
ln

(

2a

R
+ 1

)

− 1

6( a
R

+ 1)
+

π

2
+

19

3

)

(113)

The functionf(R) = 1
R2

(

π
2 ln

(

2a
R

+ 1
)

− 1
6( a

R
+1) + π

2 + 19
3

)

is monotone, hence the

equationf(R) = 1
L2 has a unique solutionR. Equation (113) implies that a grid with

step sizeR does not cover the entire square. That is, there exists at least one pointP
that remains uncovered. ThusR is an upper bound for the optimal grid covering problem.
Since the optimal grid step sizeR∗ < R, the theorem is proved. �

In Figure 5, we see an example in which we are covering at40 × 40 square and the
required jamming level at each point is3.0 units. In part (a), we see the coverage associated
with the required number of devices from the lower bound of Theorem 2. In this case,
202 = 400 jamming devices are used to cover the area. Notice that thereare no holes in
the region. This, together with the scallop shell outside the bounding box indicates that
all points within the region are covered. In part (b), we see the coverage corresponding to
the placement of the jamming devices on a uniform grid according to the upper bound of
Theorem 3. Here, the required number of devices is192 = 361. Notice the holes located
at the four corners of the region indicating that these points are uncovered. This validates
the theoretical results obtained in Theorem 2 and Theorem 3.
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(a) (b)

Figure 10: (a) The coverage of when jamming devices are placed according to the lower
bound from Theorem 2. The total number of jamming devices required is202 = 400.
(b) We see the coverage associated with the result obtained from Theorem 3. In this case,
192 = 361 devices are placed. Notice the corner points are not jammed.
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Now that we have established both upper and lower bounds for an optimal grid step
size, we can determine the quality of the bounds. The result is obtained in the following
theorem.

Theorem 4.

lim
a→∞

R

R
= 1, (114)

whereR andR are bounds obtained from equations (73) and (98), correspondingly. More-
over, the following inequality holds:

1 ≤ R

R
≤

√

1 +
c

ln(a)
, (115)

for constantsM ∈ R, c ∈ R, such thatR > M .

Proof. By lettingx = R

L
andy = R

L
, equations (73) and (98) can be respectively rewritten

as

a = L · x
(

e
2
π

(x2+ 3
2
)−1 − 1

)

, and (116)

π

2
ln

(

2a

L · y + 1

)

= y2 − 19

3
− π

2
+

L · y
6(a + L · y)

. (117)

To prove the theorem, we need to show that

lim
a→∞

y

x
= 1, (118)

wherex > 0 andy > 0 are solutions of (116) and (117), correspondingly. From (117), we
obtain

π

2
ln

(

2a

L · y + 1

)

> y2 − C1, where (119)

C1 =
19

3
+

π

2
, and (120)

a >
L · y

2

(

e
2
π

(y2−C1) − 1
)

. (121)

From (116) and (121) we see that

x
(

e
2
π

(x2+C2) · C3 − 1
)

>
y

2

(

e
2
π

(y2−C1) − 1
)

, where (122)

C2 =
3

2
, and (123)

C3 = e−1. (124)

Sincey · L andx · L are upper and lower bounds, correspondingly, the followingrelation
holds

y

x
> 1. (125)

With (116) and (125) above, we can also conclude that

lim
a→∞

x =∞ and lim
a→∞

y =∞. (126)

For allM ∈ R, whereM >
√

C1, there existsQ ∈ R such that (122) can be reduced to
y

x
< Q · e 2

π
(x2−y2), andy > M. (127)

Moreover, forc = π
2 ln(Q) the following inequality holds

(y

x

)2

− 1 ≤ c

x2
, andy > M. (128)
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Assume for the sake of contradiction that the inequality in (128) does not hold for some

(x∗, y∗). That is assume that
(

y∗

x∗

)2

− 1 > c
x∗2 . Using (127) we have

y∗

x∗
< Q · e−

2
π

x∗2
�
( y∗

x∗ )2−1
�

< Q · e− 2
π

x∗2· c

x∗2 = 1, (129)

which contradicts (125).
Applying (125) and (128) we get

1 <
y

x
≤

√

1 +
c

x2
, andy > M. (130)

Lettinga tend to∞ and taking (126) into account, we see that in fact

lim
a→∞

y

x
= 1. (131)

Finally, by using (130) and (116), the following relation can be obtained

1 <
y

x
≤

√

1 +
k

ln(a)
, (132)

for some constantk ∈ R, wheny > M . Thus, the theorem is proved. �

6. CASE STUDIES AND ALGORITHMS

In order to demonstrate the advantages and disadvantages ofthe proposed formula-
tions for theWNJP, we present several case studies and algorithms. First, we describe
two case studies comparing the optimal solutions for the deterministic formulations. Then
we describe a randomized local search algorithm for the caseof jamming under complete
uncertainty and present some preliminary results [4].

6.1. Case Studies for Deterministic Formulations.The experiments described in this
subsection were performed on a PC equipped with a 1.4MHz Intel PentiumR© 4 processor
with 1GB of RAM, working under the Microsoft WindowsR© XP SP1 operating system. In
the first study, an example network is given and the problem ismodeled using the proposed
coverage formulation. The problem is then solved exactly using the commercial integer
programming software package, CPLEXR©. Next, we modify the problem to include VaR
and CVaR constraints and again use CPLEXR© to solve the resulting problems. Numerical
results are presented and the three formulations are compared. In the second case study, we
model and solve the problem using the connectivity index formulation. We then include
percentile constraints re-optimize. Finally, we analyze the results.

Optimal Solutions Regular Constraints VaR Constraints
Number of Jammers 6 4
Level of Jamming 100% ∀ nodes 100% for 96% of nodes,

85% (of reqd.) for 4% of nodes
CPLEX R© Time 0.81 sec 0.98 sec

Table 2: Optimal solutions using the coverage formulation with regular and VaR con-
straints.

6.1.1. Coverage Formulation.Here we present two networks and solve theWNJP using
the network covering (ONC) formulation. The first network has 100 communication nodes
and the number of available jamming devices is 36. The cost ofplacing a jamming device
at locationj, cj is equal to 1 for all locations. This problem was solved usingthe regular
constraints and the VaR type constraints. Recall that thereis a set of possible locations
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Figure 11: Case study 1. The placement of jamming devices is shown when the problem
is solved using the original and VaR constraints.

at which jamming devices can be placed. In these examples, this set of points constitutes
a uniform grid over the battlespace. The placement of the jamming devices from each
solution can be seen in Figure 11. The numerical results detailing the level of jamming
for the network nodes is given in Table 2. Notice that the VaR solution called for 33%
less jamming devices than the original problem while providing almost the same jamming
quality.

Opt Solns Reg (all) VaR (.9 conf) CVaR (.7 conf)
# Jammers 9 8 7

Jamming Level 100% ∀ nodes 100% for 90% of
nodes,
72% for 10% of
nodes

100% for 57% of
nodes,
90% for 20% of
nodes,
76% for 23% of
nodes

CPLEXR© Time 15 sec 15h 55min 11sec 41 sec

Table 3: Optimal solutions using the coverage formulation with regular and VaR, and CVaR
constraints.

In the second example, the network has 100 communication nodes and 72 available
jammers. This problem was solved using the regular constraints as well as both types
of percentile constraints. The resulting graph is shown in Figure 12. The corresponding
numerical results are given in Table 3.
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Figure 12: Case study 1 continued. The placement of jammers is shown when the problem
is solved using VaR and CVaR constraints.

In this example, the VaR formulation requires 11% less jamming devices with almost
the same quality as the formulation with the standard constraints. However, this formula-
tion requires nearly 16 hours of computation time. The CVaR formulation gives a solution
with a very good jamming quality and requires 22% less jamming devices than the stan-
dard formulation and 11% less devices than the VaR formulation. Furthermore, the CVaR
formulation requires an order of magnitude less computing time than the formulation with
VaR constraints.

6.1.2. Connectivity Formulation.We now present a case study where theWNJPwas solved
using the connectivity index formulation (CIP). The communication graph consists of 30
nodes and 60 edges. The maximal number of jamming devices available is 36. We set
the maximal allowed connectivity index of any node to be 3. InFigure 13 we can see the
original graph with the communication links prior to jamming. The result of the VaR and
CVaR solutions is seen in Figure 14. The confidence level for both the VaR and CVaR
formulations was 0.9. Both formulations provide optimal solutions for the given instance.
The resulting computation time for the VaR formulation was 15 minutes 34 seconds, while
the CVaR formulation required only 7 minutes 33 seconds.

6.2. Heuristic for Jamming Under Complete Uncertainty. Here, we describe the im-
plementation of a randomized local search heuristic for thecase of jamming under com-
plete uncertainty. Recall that the subproblem for which thebounds in Theorem 2 and
Theorem 3 we derived placen jamming devices, wheren is a perfect square. The obvious
drawback of this technique is the situation where for example Rrequires 25 jamming de-
vices andR̄ calls for 16, and the optimal solution to the general problemis 18. Using the
uniform grid approach will require nearly40% more devices than are needed to cover the
region.
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Figure 13: Case Study 2: Original graph.

(a) (b)

Figure 14: (a) VaR Solution. (b) CVaR Solution. In both cases, the triangles represent the
jammer locations.

Pseudocode for the local search is given in Figure 15. The heuristic takes as input
the size of the region containing the network (region). The number of jamming devices
required to cover the area ofregion by the lower bound on the grid step (upper bound on
jamming devices) derived in Theorem 2 (ubJammers) is the second input parameter. In
line 1, the optimal solution (X∗) is set toubJammers.
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procedurerandLocalSearch(region, ubJammers)
 X∗ ← ubJammers

 while stoppingCriteria= FALSE do
 randScatter(region,X∗)
 localOpt = FALSE

 while localOpt = FALSE do
 P ← leastJammedPoints(region)
 moveJammers(P)
 end
 if allJammed = TRUE then
 X∗ ← X∗ − 1
 end
 end
 return X∗

end procedurerandLocalSearch

Figure 15: Pseudocode for the randomized local search for uncertain jamming.

Thewhile loop from lines 2-12 is where the local optimization takes place. In line 3,
the jamming devices are randomly scattered within the square region known to contain the
network. Next in thewhile loop from lines 5-8, those points which are receiving the least
amount of jamming energy are assigned to the setP . Then, the jamming devices are moved
along a gradient towards the points inP until these are points are covered. Several methods
are available for the functionmoveJammers including the method of steepest descent [2] or
the more efficient method of conjugated gradients [14, 15]. The heuristic then determines
if all points have been jammed. If this is the case, then in line 9 we decrement the number
of jamming devices by one and return to line 2. If all points are not jammed, we repeat the
loop until either all points are covered or until a stopping criteria is met in which case we
exit thewhile loop. The final value ofX∗ is returned as the solution in line 13.

The proposed method is still being tested and the full results will be reported in a paper
which is currently in preparation and will appear later thisyear [4]. Preliminary results
indicate that the heuristic solutions require25% less jamming devices on average than the
uniform grid approach, indicating a significant decrease incost. An example comparison
between the two approaches can be seen in Figure 16. For this example, a point requires
3 units of jamming energy before it is declared to be jammed. Figure 16(a) represents the
placement of the jamming devices according to the uniform grid solution from Theorem 2.
In this case,400 devices are required. In Figure 16(b) we see the associated coverage
from this solution. The scallop shell around the bounding box containing the network
indicates that in fact, the entire area is jammed, but perhaps more devices are used than are
necessary. In subfigure (c), we see the placement of the298 jamming devices according to
the heuristic solution. Notice in Figure 16(d) that the coverage outside the bounding box
is reduced significantly while still jamming all points in the region. The heuristic reduces
the required number of devices by25.5%.

7. CONCLUDING REMARKS AND FUTURE RESEARCH

Using optimization approaches to jam wireless communication networks is a novel ap-
proach which was only recently introduced [5, 6]. There is still a great deal of work to
be done on this problem which will help military strategistsensure the best level of per-
formance against a hostile force. Below we briefly outline several extensions and areas in
which future research can and is being performed.
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Figure 16: (a) Device placement on uniform grid. The total number of jamming devices
required is 400. (b) Coverage display of uniform placement.(c) Heuristic jammer place-
ment. The total number of required devices is 298. (d) Heuristic coverage plot.

7.1. Alternative Formulations. A generalization of the node coverage formulation in-
cluding uncertainties in the number of communication nodesand their coordinates might
be considered. For the connectivity index problem, there might exist uncertainties in the
number of network nodes, their locations, and the probability that a node will recover a
jammed link.

Throughout our discussion, we have limited ourselves to cases in which the jamming
devices and communication nodes have been equipped with omnidirectional antennas. We
are currently considering a different formulation of the problem based on maximum net-
work flows [1]. That is, consider the communication graphG = (V, E) with a setU of arc
capacities, a source nodes ∈ V , and a sink nodet ∈ V . Each node in the graph acts as both
a server and client with the exception ofs which only transmits andt which only receives
data. Suppose further that each receiver is equipped with ak-sectored antenna. A sectored
antenna is a set of directional antennas that can cover all directions but can isolate certain
sectors. Thus, an arc can be jammed only by those jamming devices that are located in
the same sector as the transmitter. Then the objective of theMAXIMUM NETWORK FLOW
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formulation is to find locations of jamming devices such thatthe expected maximum flow
on the network is minimized.

We are considering this formulation with the incorporationof various uncertainties in-
cluding the arc capacities, the number and coordinates of the communication nodes, type
of sectored antennas, and the probability of nodes recovering after being jammed. Another
formulation we are considering ha the objective of maximizing the lifetime of the jamming
devices which are assumed to be equipped with a battery having a finite lifespan. The
amount of battery power consumed is a function of the distance to the nodes receiving the
majority of the jamming energy. The goal of theMAXIMUM LIFETIME formulation is to
jam the network with the fewest jamming device while maximizing the life expectancy of
the jamming devices. Obviously, there are many extensions which can be made and much
work is yet to be done.

7.2. Heuristics. The inherent complexity of the aforementioned formulations motivates
the need for efficient heuristics to solve real-world instances within reasonable computing
times. Along with the local search previously mentioned, weare designing and imple-
menting several other methods which will be reported in [4].One method currently begin
tested is a Greedy Randomized Adaptive Search Procedure (GRASP) [27] for theOPTI-
MAL NETWORK COVERING formulation. GRASP is an multi-start heuristic for combina-
torial optimization which has been used with great success over the past decade on many
problems includingBROADCAST SCHEDULING[3], QUADRATIC ASSIGNMENT [21], and
MAXIMUM CUT [9], to name a few. For an annotated bibliography of GRASP, the reader
is referred to [10].

GRASP is a two-phase procedure which generates solutions through the controlled use
of random sampling, greedy selection, and local search. Fora given problemΠ, let F

be the set of feasible solutions forΠ. Each solutionX ∈ F is composed ofk discrete
componentsa1, . . . , ak. GRASP constructs a sequence{X}i of solutions forΠ, such
that eachXi ∈ F . The algorithm returns the best solution found after all iterations. The
GRASP forONC is still in the infancy stage; however, preliminary resultsare promising. In
addition to the GRASP forONC, we are planning to implement other heuristics for theONC

andCIP formulation such as Variable Neighborhood Search [24], Genetic Algorithm [13],
Tabu Search [12], and Simulated Annealing [19]. These are only a few ideas and extensions
that can be examined. We hope that our future endeavors will produce excellent results and
will encourage others to investigate this new and interesting optimization problem.
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