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ABSTRACT. Eavesdropping and jamming communication networks is goitant part
of any military engagement. However, until recently theaie been very limited research in
this area. Two recent papers by Commander et al. [2, 3] asidgethis problem represent
the current state-of-the-art in the study of tNReRELESS NETWORK JAMMING PROBLEM

In this chapter, we survey the problem and highlight theltestom the aforementioned
papers. Finally, we indicate future areas of research amdiomeseveral extensions which
are currently under investigation.

1. INTRODUCTION

In any military engagement, disrupting the communicati@thanism of one’s enemy
is an important strategic maneuver. Depending on the cistamses the goal may be
to intercept the communication, neutralize the commuidoatetwork, or both. These
problems can be modeled in the same manner. Without the fogenerality, we will
refer the problem of determining the optimal placement anangty of eavesdropping
or jamming devices to either intercept or destroy the conination as thewIRELESS
NETWORK JAMMING PROBLEM(WNJP) and our descriptions will be in this context. Hence
jamming devices can also be thought of as eavesdroppingetevi

Research on optimization problems in telecommunicatisrabundant [8]. However,
until recently there has been very limited research on tleeofi®ptimization techniques
for jamming wireless networks. Two recent papers by Comraratial. [2, 3] addressing
this problem represent the current state-of-the-art irsthdy of thewIRELESS NETWORK
JAMMING PROBLEM. In this chapter, we survey the problem and highlight theiltes
from the aforementioned papers. Finally, we indicate ®ifaneas of research and mention
several extensions which are currently under investigatio

The organization of the paper is as follows. Section 2 costaéveral formulations of
the wNJP. The models considered are formulated with the assumptianthe locations
of the set of communication devices to be jammed is known eletiGn 3, we will review
several recent results on jamming wireless networks wheanfoomation about the topol-
ogy of underlying network is assumed. In this case, bouneglarived for the optimal
number of jamming devices required to cover an area in theepl&inally in Section 4,
conclusions and future directions of research will be askird.

2. DETERMINISTIC FORMULATIONS

Before continuing, we will introduce some of the idiosyrsies, symbols, and notations
we will employ throughout this paper. Denote a grédpk- (V, E) as a pair consisting of a
set of verticed’, and a set of edgéds. All graphs in this paper are assumed to be undirected
and unweighted. We use the symbbl:*= «” to mean “the expressiom defines the (new)
symbold” in the sense of King [7]. Of course, this could be converlieakxtended so that
a statement like(l —e€)/2 := 7" means “define the symbelso that(1 —¢) /2 = 7 holds.”
Finally, we will useitalics for emphasis andMALL CAPS for problem names. Any other
locally used terms and symbols will be defined in the sectiomghich they appear.

In [3], the authors provide several formulations for theJp. Some assumptions made
about the network nodes and the jamming devices are as fllble jamming devices and
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network nodes are assumed to have omnidirectional antemokagperate as both transmit-
ters and receivers. In other words, given a gréph (V, E), we can represent the enemy
communication devices as the vertices of the graph. An entid edge would connect
two nodes if they are within a certain communication thrégho

2.1. Coverage Based FormulationsGiven a setM = {1,2,...,m} of communication
nodes to be jammed, our goal is to find a set of locations faripdpjamming devices in
order to suppress the functionality of the network. We asstirat thgamming effective-
ness of devicej is a functiond : R — R, whered is a decreasing function of the distance
from the device to the node being jammed. For the problemrad,hae are considering ra-
dio transmitting nodes, and correspondingly, jamming devivhich emit electromagnetic
waves. Thus the jamming effectiveness of a device dependseopower of its electro-
magnetic emission, which is assumed to be inversely priaitto the squared distance
from the device to the node begin jammed. That is,

where\ € R is a constant, angd(z, j) represent the distance between noded jammer
locationj. Without the loss of generality, we can set 1.
Define the cumulative amount of jamming energy received dena M as

Qi = Zdij =
=1

wheren is the number of jamming devices placed. Then, we can formth@wWIRELESS
NETWORK JAMMING PROBLEM (WNJP) as the minimization of the number of jamming
devices placed, subject to a set of covering constraints:

n

1
Z7“2(2'73’)’

j=1

(WNJP) Minimize n (1)
S.t. szcu i:1,2,...,m. (2)

The solution to this problem provides the optimal numbeaafiners needed to ensure
a certain jamming threshold at every node. As mentioned]ira[Bontinuous optimization
approach where one is seeking the optimal placement caedifx;, v;),7 = 1,2,...,n
for jamming devices given the coordinates;, Y;),i = 1,2,...,m, of network nodes,
leads to highly non-convex formulations. For example, abersthe covering constraint
for some nodé € M,

n

Z 2 : 5 2 Ci.
(r; — Xi)2+ (y; — Y3)

Jj=1

It is easy to verify that this constraint is non-convex.

To overcome the non-convexity of the above formulation, we develop some integer
programming models for the problem. Suppose now that alatigtive set of commu-
nication nodesM = {1,2,...,m}, there is a fixed se\ = {1,2,...,n} of possible
locations to place the jamming devices. This assumptioalig Mbecause in reality the set
of possible placement locations may be limited. Define thasiten variablex; as

3)

. J 1, ifdevice installed at location
7] 0, otherwise
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Then if C; andd;; are as defined above, we can formulatedifg IMAL NETWORK COV-
ERING (ONC) formulation of thewNJPas

(ONC) Minimize ZCj:vj ()
j=1
s.t.
Zdijszci, i=1,2,...,m, (5)
J=1
ij{Oal}v J=12...,n (6)

Here our objective is to minimize the number of jamming desiwhile achieving some
minimum level of jamming at each node. The coefficiejtin (4) represent the costs of
installing a jamming device at locatioh In a battlefield scenario, placing a jamming
device in a direct proximity of a network node may be thegedly possible; however,
such a placement might be undesirable to do security camagides. In this case, the
location considered would have a higher placement costdtsafer location [3]. If there
are no preferences for device locations, then

c;=1 j7=12,...,n

Notice thatoNc is formulated as MULTIDIMENSIONAL KNAPSACK PROBLEM which is
well-known to be\N"P-hard [4].

In a philosophical sense, the objective of th&Jpis not to simply jam the commu-
nication nodes, but rather to destroy tluactionality of the underlying communication
network. Therefore, we need to develop a method for chaiaictg the connectivity of
the network nodes. In the next section, we provide an altefioeamulation based on con-
straining the number of nodes any given vertex can commteiedgh. The intuition is
that by limiting theconnectivity index of the nodes, we can place the jamming devices in
such a way that disconnects the network into several smalpoments. This will prohibit
global information sharing and will effectively dismantle network.

2.2. Connectivity Based Formulation. Given a graplt? = (V, E)), theconnectivity index

of a node is defined as the number of nodes reachable froméhaixysee Figure 1 for
examples). In this section, we develop a formulation forihe P based on constraining
connectivity indices of the network nodes. We will assuna the topology of the network

is known. Thatis, we know that there is a set of communicatmiesM = {1,2,...,m}
i B E H
¢ # [
[ ] ¢
D C F G

FIGURE 1. Connectivity Index of nodes A,B,C,D is 3. Connectivity
Index of E,F,G is 2. Connectivity Index of H is 0.
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to be jammed and a set of possible jammer locatidhs= {1,2,...,n}. LetS; :=
Z;‘:l d;;x; denote the cumulative level of jamming at nad&hen as before, node= M

is said to be jammed if; exceeds some minimum threshold valiie We say that a
communication link between nodeandj is severed if at least one of the nodes is jammed.
Further, lety : V x V — {0, 1} be a surjection wherg;; := 1 if there exists a path from
node: to nodej in the jammed network. Lastly, define: V' — {0, 1} to be a surjective
mapping where; returns 1 if node is not jammed.

The objective of theeONNECTIVITY INDEX PROBLEM (CIP) formulation of thewnNJp
is to minimize total jamming cost subject to a constraint tive connectivity index of
each node does not exceed some pre-describedlevEhe corresponding optimization
problem is the following:

(CIP) Minimize > c;x; (7)

=1
s.t. 7

>y <L VijeM (8)
J#i
]\/f(l—zi)ZSi—CiZ—MZi,ViEM (9)
z; €{0,1},VjeN (10)
2z €{0,1}Vie M, (11)
Yij € {O,I}Vi,j EM, (12)

whereM is some large constant. Constraint (8) is the connectiatystraint, which en-
sures that there are less thamodes reachable from any vertex. Further, (9) implies that
those nodes € M which receive a cumulative level of energy in excess of thesth-
old level C; are considered jammed. Finally, (10)-(12) define the domairthe decision
variables used.

Now, letv : V x V — {0,1} andv’ : V x V — {0, 1} be defined as follows:

vy = 1, if (z,])-e E, (13)
0, otherwise,
and
o, = 1, if (Z,j).eXIStS in the jammed netwoyk (14)
J 0, otherwise
Then, as seen in [3], an equivalent integer programmingddation is given by
(CIP-1) Minimize > iy, (15)
j=1
s.t.
Yij = YikYkj, k #1,5; Vi, j € M, (17)
vy > vigzizi, i # Gy Vi j € M, (18)
Yoy <L j#i, VieM, (19)
j=1
M(l—Zl) > 5, —-C;>—-Mz,Vie M, (20)
z; €{0,1}, Vie M, (21)
z; €{0,1}, Vj €N, yi; €{0,1} Vi, j € M, (22)

vi; € {0,1}, Vi, j € M, v €{0,1}, Vi, j € M. (23)
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We present the following lemma from [3] without proof, whiehtablishes the equiva-
lency between formulationsip andcip-1.

Lemma 1. If cIp has an optimal solution then, ciP-1 has an optimal solution. Further,
any optimal solution z* of the optimization problem cip-1 is an optimal solution of cCIp.

Now by applying some basic linearization techniques, wefoamulate the linear 0-1
programCip-2 as

(CIP-2) Minimize > c;x; (24)
j=1
S.t.
yij > vy, Vi j=1,..., M, (25)

Yij > Yik + Yk — L, E#1,5; Vi, € M, (26)
v > vtz a2, i A£G Vi jEM,  (27)

I
Yoy <L jAi, VieM, (28)

j=1
M(l—zi)ZSi—C’iz—Mzi,ViEM, (29)
z € {0,1}, Vie M, (30)
x.j € {011}7 v.? ENa yij € {0,1}Vz,] S M7 (31)
vi; € {0,1}, Vi, j € M, vi; €{0,1}, Vi, j e M. (32)

Similar to the previous lemma, the following establishesehuivalency betweetip-1
andcip-2.

Lemma 2. If cIp-1 has an optimal solution then ciP-2 has an optimal solution. Any
optimal solution x* of cIP-2 isan optimal solution of ciIP-1.

We have as a result of the above lemmata the following theevkith states that the
optimal solution to the linearized integer programe-2 is an optimal solution to the orig-
inal connectivity index probleraip. The proof of which follows directly fronhemma 1
andLemma 2 above.

Theorem 1. If cIP has an optimal solution then cIP-2 has an optimal solution. Any
optimal solution of c1P-2 isan optimal solution of CIP.

In addition to the above formulations, in [3] the authorsser coverage and connec-
tivity formulations with the addition of percentile risk mstraints. Prevalent in financial
engineering applications and stochastic optimizatiomlems, risk measures can also be
applied in deterministic setups in order to control the lassociated with the objective
function or set of constraints. In particular, suppose désermined that in order to neu-
tralize a network in a given instance of thevap, that only a percentage of the nodes must
to be jammed. For instances such as these, percentile amtsitan be applied which can
result in near optimal solutions while providing a signifiteeduction in cost.

In [3] the authors consider the Value-at-Risk (VaR) [5] armh@itional Value-at-Risk
(CVar) [10] measures and present formulations ofaiee andcip with each. Case stud-
ies indicate that models incorporating the CVaR constsgimbvide solutions which are
comparable to the models using VaR type constraints and €aollbed up to two orders
of magnitude faster.

3. AMMING UNDER COMPLETE UNCERTAINTY

In this section, we highlight the contributions of Commaneteal. from [2]. Considered
in this paper was the case of jamming a communication netwbin no a priori infor-
mation was assumed other than a general region (i.e. a mdpkagdwn to contain the



6 C. COMMANDER, P. PARDALOS, V. RYABCHENKO, O. SHYLO, S. URY2EV, AND G. ZRAZHEVSKY

network. The authors provide upper and lower bounds on tlimapnumber of jamming
devices required to cover the region when the jammers aceglat the nodes of a uniform
grid covering the area of interest.

If we ignore the cumulative effect of the jamming device®rtlihe problem reduces
to determining the optimal covering of an area in the plangh whiform circles. This
covering problem was solved it936 by Kershner [6]. In this section, we will review
the recent work from [2] which shows that accounting for thenalative effect of all the
devices can lead to significant decreases in costs, i.eetiidgred number of jamming
devices needed to destroy the network [2].

Again, we assume that energy received at a p&infrom a jamming device decreases
reciprocally with the squared distance from a device. Iipalar we have the following
definitions about the considered scenario.

Definition 1. A point (communication node) X is said to be jammed or covered if the
cumulative energy received from all jamming devices exceeds some threshold value E:

A
E — >
- r2(X,i) — E, (33)
where A € R and (X, ) represents the distance from X to jamming device <. This condi-
tion can be rewritten as:
1 1
_> = 34
AT (34)

i

where L = \/%

The latter inequality implies that a jamming device coverg point inside a circle of
radiusL.

Definition 2. A connection (arc) between two communication nodesis considered blocked
if any of the two nodes s covered.

The intuition behind the approach is as follows. Consideyuase region in the plane
with side lengthae € R which is known to contain the network to be jammed. Then, in
order to place the minimum number of jamming devices on soamifgrid over the region,
the grid step sizeR, should be as large as possible and still jam every pointémehion.
Without the loss of generality, it is assumed that if the tbngf a square side is not a
multiple of R, then we cover a larger square with a side of lengthz] + 1). Figure 2
provides a graphical representation of this scenario.

Rq I

FIGURE 2. Uniform grid with jamming devices.

At the very basis of the theorems in which the bounds are éeris the result of a
lemma which establishes that a point located in a cornerrsqfehe bounding area will
receive the least amount of cumulative energy from all thanjégng devices.
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®
e

least covered point

FIGURE 3. The least covered point is shown in the lower left grid.cell

Lemma 3. For any covering of a square with a uniform grid, a point which receives the
least amount of jamming energy liesinside a corner grid cell (see Figure 3).

This is intuitively clear as with the nature of wireless litoasting. In the same manner,
we would expect that the points in the center of the regionlvoeceive the most energy
since the maximum distance to any other point is minimum.hWis lemma it is clear
that if a grid step size guarantees coverage of the cornlerafehe grid, then all points in
the area will be jammed. With this established, a lower baamthe optimal grid step size
can be established as follows. In all formulated theorenesc@nsider covering a square
with side lengtha.

Theorem 2. The unique solution of the equation

1 a 1
2—R2(7T1n(§+1)+7r—3)=ﬁ (35)

isalower bound R for the optimal grid step size R*.

Thus, a uniform grid with step siz® jams any poinf® inside a corner cell. According
to Lemma 3, the grid jams the least covered point in the squaplying that the whole
square is jammed. Furthermore, since the funcfioR) = 5= (rIn(% + 1) + 7 — 3) is
monotonic, the solution to the equatiR) = % is unique, and can be easily determined
by a numerical procedure such as a binary search. Therefsirg (35), we can obtain a
step sizeR such that the corresponding uniform grid covers the entitmee. Further, the
number of jamming devices in the grid does not exceed

N, = (% + 2>2. (36)

The result from Kershner [6] using only circles, i.e not aatiing for the cumulative
effect of the jamming devices is that in the limit, the minimaumber of circles required
to cover the considered square region having afea

N, = 20 (37)
2T 3B
In [2] it was shown thatim, ., %—f = oo, which further makes clear the benefit of the

wireless broadcast advantage.
Similarly to the derivation of the lower bound on the optirgaid step size, an upper
boundR can be computed and is given by the following theorem.

Theorem 3. The unique solution of the equation

1 (= 2a 1 T 19 1
(T (1) T ) 2 38
R2<2H<R+) 6(%+1)+2+3) ? (38)

isan upper bound R of the optimal grid step size R*.
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The result of the grid stef is that all points except those located in the corner cedis ar
jammed.

A numerical example demonstrating the effectiveness dbthads was given in [2]. In
Figure 4 we are covering4) x 40 square and the required jamming level at each point is
3.0 units. In part (a), we see the coverage associated with therezl number of devices
from the lower bound of Theorem 2. In this cag86? = 400 jamming devices are used
to cover the area. The scallop shell outside the boundingutigates the boundary of
the coverage from the jamming devices. In part (b), we seedkierage corresponding to
the placement of the jamming devices on a uniform grid adogrtb the upper bound of
Theorem 3. Here, the required number of deviceldis= 361. Notice the holes located
at the four corners of the region indicating that these jga@né uncovered. This validates
the theoretical results obtained in Theorem 2 and Theorezh 3 [

25 T T T T T T T T T 25

201 1 20F ) [
15F 1 15f
104 E 100
5F 1 sl
of 1 of
-5t ] -5¢
-10t 1 -10f

-15f 1 -15f

-20 — -20p A2 2

_o5 L L L L L L L L L _25 L L L L L L L L L
-25 -2 -15  -10 -5 0 5 10 15 20 25 -25 -20 -15 -10 -5 0 5 10 15 20 25

(a) (b)

FIGURE 4. (a) The coverage of when jamming devices are placed ac-
cording to the lower bound from Theorem 2. The total numbgauwi-
ming devices required 0% = 400. (b) We see the coverage associated
with the result obtained from Theorem 3. In this cd$&, = 361 devices

are placed. Notice the corner points are not jammed.

One final result from [2] was the following convergence resdicating that the derived
upper and lower bounds are indeed tight within a constant.

Theorem 4.

lim R =1, (39)
where R and R are bounds obtained from equations (35) and (38), correspondingly. More-
over, the following inequality holds:

1< =< /1+

(40)

=] =

In(a)’
for constants M € R, c € R.

4. CONCLUDING REMARKS AND FUTURE RESEARCH

Using optimization approaches to jam wireless commuraoatetworks is a novel ap-
proach which was only recently introduced [2, 3]. There i atgreat deal of work to
be done on this problem which will help military strategistssure the best level of per-
formance against a hostile force. Below we briefly outlineesal extensions and areas in
which our current efforts are focused.
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4.1. Alternative Formulations. A generalization of the node coverage formulation in-
cluding uncertainties in the number of communication naates their coordinates might
be considered. For the connectivity index problem, therghtnéxist uncertainties in the
number of network nodes, their locations, and the prolgliliat a node will recover a
jammed link. Furthermore, there are several alternatiumations which can be formu-
lated and considered. Some possibilities include a fortimrigroblem based on maxi-
mum network flows [1]. That is, consider the communicatioapiyG = (V, E) with a
setU of arc capacities, a source nogle= V', and a sink nodeé € V. Each node in the
graph acts as both a server and client with the exceptierwvdiich only transmits and
which only receives data. Suppose further that each redsieguipped with &-sectored
antenna. A sectored antenna is a set of directional antehatsan cover all directions
but can isolate the sectors. Thus, an arc can be jammed orthyolsg jamming devices
that are located in the same sector as the transmitter. Tieesbfective of thenAxiMuM
NETWORK FLowsformulation is to find locations of jamming devices such tteg ex-
pected maximum flow on the network is minimized. We are caarsig this formulation
and with the incorporation of various uncertainties in the @apacities, the number and
coordinates of the communication nodes, type of sectorhaas, and the probability of
nodes recovering from a jammer.

4.2. Heuristics. The inherent complexity of the aforementioned formulagiomotivates
the need for efficient heuristics to solve real-world inseswithin reasonable computing
times. Currently, we are working on a randomized local deaeuristic for the case of
jamming under complete uncertainty. Preliminary resulesgomising, and we hope to
report our progress at next year's conference. Anotheristeucurrently being tested is
a Greedy Randomized Adaptive Search Procedure (GRASPPf3hé OPTIMAL NET-
WORK COVERING formulation. Finally, we are designing a combinatorialaalthm for
the CONNECTIVITY INDEX PROBLEM formulation. Other endeavors involving heuristic
development and design along with the implementation ofiaded cutting plane tech-
nigues would indeed be helpful.
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