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ABSTRACT. We consider methodologies for managing risk in a teleconication net-
work based on identification of the critical nodes. The dfjecis to identify a set of
vertices with a specified cardinality whose deletion resiglimaximum number of discon-
nected components. This is referred to asdiReTICAL NODE PROBLEM, and finds ap-
plication in epidemic control, telecommunications, anditary tactical planning, among
others. From a telecommunication perspective, the setitidadrnodes helps determine
which players should be removed from the network in the ewéatvirus outbreak. Con-
versely, in order to maintain maximum global connectivityshould be ensured that the
critical nodes remain intact. In this chapter, we review reent work in this area and
examine formulations based on integer linear programming.

1. INTRODUCTION

In this chapter, we study two variants of tb& TICAL NODE PROBLEM In general,
the objective of thecRITICAL NODE PROBLEM (CNP) is to find a set ofk nodes in a
graph whose deletion results in the maximum network fragatem. By this we mean,
maximize the number of components in th@ertex deleted subgraph. Studies carried out
in this line include those by Bavelas [6] and Freeman [15jchf@mphasize node centrality
and prestige, both of which are usually functions of a nodggee. However, they lacked
applications to problems which emphasized network fragatem and connectivity.

We can apply theNpPto the problem of jamming wired telecommunication netwdris
identifying the critical nodes and suppressing the comation on these nodes. This will
result in the maximum number of disconnected componentsivdrie unable to communi-
cate with each other. Thenp can also be applied to the study of covert terrorist networks
where a certain number of individuals have to be identifiedsehdeletion would result
in the maximum breakdown of communication between indigldin the network [24].
Likewise in order to stop the spreading of a virus over a tal@munication network, one
can identify the critical nodes of the graph and take thenmefl

ThecNp also finds applications in network immunization [9, 34] wherass vaccina-
tion is an expensive process and only a specific number ofipempdeled as nodes of a
graph, can be vaccinated. The immunized nodes cannot patepige virus and the goal is
to identify the individuals to be vaccinated in order to reelthe overall transmissibility of
the virus. There are several vaccination strategies intédralure (see e.g. [9, 34]) offering
control of epidemic outbreaks; however, none of the progase optimal strategies. The
vaccination strategies suggested emphasizedtiteality of nodes as a major factor rather
thancritical nodes whose deletion will maximize disconnectivity of thegh. Deletion of
central nodes may not guarantee a fragmentation of the nletwaeven disconnectivity,
in which case disease transmission cannot be preventecbudde; owing to its dynamic
stature, the relationships between people, representeddpss in the social network are
transient and there is a constant rewiring between noddsaléarnate relationships could
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be established in the future. The proposed critical nodenigcie helps in a maximum
prevention of disease transmission over an instance ofythardic network.

Before proceeding, we mention one final area in whichdkeriCAL NODE PROBLEM
finds several applications, and that is in the field of transpion engineering [14]. Two
particular examples are as follows. In general, for transpion networks, it is important
to identify critical nodes in order to ensure they operalialody for transporting people and
goods throughout the network. Further, in planning for eyaacy evacuations, identifying
the critical nodes of the transportation network is crucighe reason is two-fold. First,
knowledge of the critical nodes will help in planning theoaktion of resources during the
evacuation. Secondly, in the aftermath of a disaster théyelp in re-establishing critical
traffic routes.

Borgatti [7] has studied a similar problem, focusing on ndetgction resulting in maxi-
mum network disconnectivity. Other studies in the area afendetection such as centrality
[6, 15] focus on the prominence and reachability to and froendentral nodes. However,
little emphasis is placed on the importance of their roldarietwork connectivity and di-
ameter. Perhaps one reason for this is because all of thenaémtioned references relied
on simulation to conduct their studies. Although the sirtiales have been successful, a
mathematical formulation is essential for providing ifgignd helping to reveal some of
the fundamental properties of the problem [27]. In the nextisn, we present a mathe-
matical model based on integer linear programming whiclvigdes optimal solutions for
the CRITICAL NODE PROBLEM

We organize this chapter by first formally defining the probknd discussing its com-
putational complexity. Next, we provide an integer progmang (IP) formulation for the
corresponding optimization problem. In Section 3 we introgla heuristic to quickly pro-
vide solutions to large-scale instances of the problem. Wegnt a computational study
in Section 4, in which we compare the performance of the k&aragainst the optimal
solutions which were determined using a commercial sofiyackage. Some concluding
remarks are given in Section 5.

2. PROBLEM FORMULATIONS

Denote a grapliy = (V, E) as a pair consisting of a set of vertidésand a set of edges
E. All graphs in this chapter are assumed to be undirected angighted. For a subset
W C V, let G(W) denote the subgraph induced By on G. A set of vertices C V
is called anindependent or stable set if for everyi,j € I, (i,j) ¢ E. Thatis, the graph
G(I) induced byl is edgeless. An independent setriaximal if it is not a subset of any
larger independent sdté,, it is maximal by inclusion), anthaximumif there are no larger
independent sets in the graph.

2.1. Critical Node Problem. The formal definition of the problem is given by:
CRITICAL NODE PROBLEM (CNP)

INPUT: An undirected grapty = (V, F) and an integek.

OUTPUT:A = argmin ), ;c v\ a) Uij (G(V\ A)) : |A| <k, where

1, if ¢ andj are in the same component@GfV \ A)
Wi 4 = .
/ 0, otherwise.

The objective is to find a subset C V' of nodes such thdtd| < k, whose deletion
results in the minimum value of «;; in the edge induced subgragh(V \ A). This
objective function results in a minimum cohesion in the reky while also ensuring a
minimum difference in the sizes of the components. An ifaisbn is best suited to explain
the choice of objective function. Consider an arbitrary eighited graph witi 50 nodes.
According to our objective, itis more preferable to have @ifi@an with 3 components with
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eachb0 nodes as opposed to a partition wittomponents with one havingi6 nodes and
the rest of them having a single node.

This problem is similar taviINIMUM k-VERTEX SHARING [26], where the objective
is to minimize the number of nodes deleted to achieveveay partition. Here we are
considering the complementary problem, where we know thalmu of vertices to be
deleted and we try to maximize the number of components fdr=mne implicitly limit the
sizes of the components. Borgatti [7] has given a compraveilkistration to facilitate
the understanding of the objective function and its novigtlity.

We now prove that the recognition version of tbep is A"P-complete. Consider the
following decision problem for theNFp:

K-CRITICAL NODE PROBLEM (K-CNP)

INPUT: An undirected grapt¥ = (V, F) and an integek.

QUESTION: Does there exist a zero cdstway partition of G by deletingk nodes or
less?

Theorem 1. The K-CRITICAL NODE PROBLEMis NP-complete.

Proof. To show this, we must prove that)(K-cNp € N'P; (2) SomeNP-complete
problem reduces to KNP in polynomial time.

(1) K-cNP e NP since given any grapfi = (V, E), we can verify the validity of7
in polynomial time. More specifically, by deleting any setabimostk nodes, we
determine if the there is a zero-cdstway partition of G in O(|E| + |V|) time
using a depth-first search [1].

(2) To complete the proof, we show a reduction from theNOEPENDENT SET
PROBLEM (K-1sP) [8], which is well-known to beNP-complete [16]. Recall
that the objective of the Ksp is to determine ifG' contains an independent set
containing at leasfl nodes. LetG = (V, E) be a graph in which we seek an
independent set. There are no necessary transformatiquseae for the graph
in which we are solving the correspondingd&pr. We will show that a ‘yes’
instance of the Kisp corresponds to a ‘yes’ instance of theddP on G. In par-
ticular, G has an independent set of si&eif and only if the K-<cNP has a zero
cost solution wheré < |V|— K. Supposé&- contains an independent detvhere
|I| = K. Notice that the objective of the KNP will be 0 as the subgraph induced
by deleting the nodes i \ I is edgeless. Therefore, a ‘yes’ instance of thesik-
implies a ‘yes’ instance for the KnNPwith & = |V] — K.

To prove the converse, observe that the cost of anyNg-is at least). Thus,
a ‘yes’ instance of the KenP would imply that once thé critical nodes are re-
moved, the resulting subgraph consistsdicomponents whose objective func-
tion is 0. This implies that the induced subgraph is edgeless, igh ehthe K
components consists of a single node. Hence,Aheemaining nodes form an
independent set af, resulting in a ‘yes’ instance for the KNDEPENDENT SET
PROBLEM. Thus the proofis complete.

O

When studying combinatorial problems, integer prograngmiodels are usually quite
helpful for providing some of the formal properties of thelplem [27]. With this in mind
we now develop a linear integer programming formulatiortfigcne.

To begin with, define the surjectian: V' xV — {0, 1} as above. Further, we introduce
a surjectiorv : V — {0, 1} defined by

1)

) 1,ifnodei is deleted in the optimal solution,
“7 )0, otherwise.
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Then thecRITICAL NODE PROBLEMadmits the following integer programming formula-
tion

(CNP-1) Minimize > )

ijev
s.t.

uij +vi+v; >1,V(4,j) € E, )
Uij + Wi —up; <1, V (1,5, k) €V, 4)
Ui — Uk + Uk < 1,V (i,5,k) €V, (5)
—uij +ujp +ur <1,V (i,5,k) €V, (6)
> v <k, 7)
eV
u;; €{0,1}, Vi, j eV, (8)
v; € {0,1}, Vie V. (9)

Theorem 2. CNP-1 isa correct formulation for the CRITICAL NODE PROBLEM

Proof. First, we note that the objective is to find the sektafodes whose removal results
in a graph which has the maximum number of disconnected coems. This is accom-
plished by the objective function. Notice that the first detanstraints in (3) implies that
if nodesi and; are in different components and if there is an edge betwesn,tthen one
of them must be deleted. Furthermore, constraints (4)e¢®ther imply that for all triplets
of nodesi, j, k, that if i and; are in same component afiéndk are in same component,
thenk and: must be in the same component. Constraint (7) ensures tn&ttdd number
of deleted nodes is less than or equaktd-inally, (8) and (9) define the proper domains
for the variables used. Thus, a solution to the integer mogning formulationCNP-1
characterizes a feasible solution to ttyer. On the other hand, it is clear that a feasible
solution to thecNpP will define at least one feasible solution@NP-1. Therefore CNP-1

is a correct formulation for thenp. O

Notice that the conditions which satisfy the circular coaistts (4), (5), and (6) iICNP-
1 can be satisfied by the single constraipt + wjx + uk; # 2,V (4,4, k) € V. Thus we
have an equivalent, more compact integer program given as

(CNP-2) Minimize > uy; (10)

i,JEV
S.t.

Uij +v; +vj > 1, V(i,j) e FE, (12)
Wij + Uik +ug; # 2, ¥ (i,5,k) €V, (12)
> wi <k, (13)
eV
ui; €{0,1}, Vi, j €V, (14)
v; €{0,1}, Vi eV, (15)

whereu; ; andv; are as defined above.

Notice that if the objective function had only the number offponents, then an ap-
proximation for themAxiMum K-CcUT PROBLEM[16, 23] could be employed by mod-
ifying the cost function of the Gomory-Hu tree [19]. An evampler approach would
be to identify the cut vertices in the graph, if any exist. Hwer, the objective function
also involves the sizes of the components formed, which méhke problem harder and
subsequently implies that the methods suggested abovegsaitable for our problem.
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Recall thatzm.ev u;; is a measure of the total disconnectivity of the graph. If we
observe carefully, the objective function could be rewritas

2
€S

whereS is set of all components anglis the size of théth component, which can be easily
identified by fast algorithms like breadth or depth first skalgorithms inO(|V| + | E|)
time [11]. We now provide an intuitive explanation for theoade of our objective function.
For a fixed number of components the variance in the sizeseotdmponents will be
the sum of the squares of deviation of sizes of the comporiststhe mean size of a
component. However notice that the mean size of any compameanstant because the
sum of the sizes of the components is the constait- k. Thus minimizing the variance
of the size of the components reduces to minimizing the susgoéres of the sizes of
the components, which is our objective function. Also, wktemsizes of the components
are equal the objective function is the minimum when the nemdf components is the
maximum. We will use this objective function in the followgrsection to implement a
heuristic for identifying critical nodes.

2.2. Cardinality Constrained Problem. We now provide the formulation for a slightly
modified version of the&Np based on constraining the connectivity index of the nodes in
the graph. Given a grapfi = (V, E), the connectivity index of a node is defined as the

® T

o
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-
@

FIGURE 1. Connectivity Index of nodes A,B,C,D is 3. Connectivity
Index of E,F,G is 2. Connectivity Index of H is 0.

number of nodes reachable from that vertex (see Figure Ixbomples). To constrain the
network connectivity in optimization models, we can imposastraints on the connectiv-
ity indices.

This leads to a cardinality constrained version of¢he which we aptly refer to as the
CARDINALITY CONSTRAINED CRITICAL NODE DETECTION PROBLEM(CC-CNP). The
objective is to detect a set of nod@sC V' such that the connectivity indices of the nodes
in the vertex deleted subgragh(V \ A) is less than some threshold value, ayUsing
the same definition of the variables as in the previous stibseave can formulate the
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cc-CNP as the following integer linear programming problem.

(CC-CNP-1) Minimize > uv; (17)

eV
s.t.

uij +v; +vj > 1, V(i,j) e FE, (18)
Uij + Uik + Ui # 2, V (i,4,k) € V, (29)
Z uj < L, (20)
i,jeEV
ui; € {0,1}, Vi,j €V, (21)
v; € {0,1}, VieV, (22)

whereL is the maximum allowable connectivity index for any nodé/in

Theorem 3. CC-CNP1 is a correct formulation for the CARDINALITY CONSTRAINED
CRITICAL NODE DETECTION PROBLEM

Proof. This proof follows in much the same way as Theorem 2. First,see that the
objective function given clearly minimizes the number ofiee deleted. Constraints (18)
and (19) follow exactly as in thenp formulation. The only difference is now we must
constrain the connectivity index of each node. This is aqusined by constraint (20).
Finally constraints (21) and (22) define the domains of treésilen variables, and we have
the proof. O

3. HEURISTICS FORCRITICAL NODE PROBLEMS

3.1. CNP Heuristic. Pseudo-code for the proposed heuristic is provided in EigurTo
begin with, the algorithm finds a maximal independent set3MIThen in the loop from
lines2-5, the heuristic greedily selects the nade V' not currently in MIS which returns
the minimum objective function for the gragiMIS U {i}). The sebMIS is augmented to
include node, and the process repeats utMlIS| = |V| — k. The method terminates and
the set of critical nodes to be deleted is given as those npdeg such thay € V' \ MIS.

procedureCriticalNode(G, k)

1 MIS «— MaximalIndepSet(G)
while (|MIS| # |V| — k) do

3 i —argmin{Y, ¢ 2N g e GMIS U {i}),i € V\ MIS}
4 MIS — MIS U {i}

5 endwhile

6 returnV \ MIS /x set ofk nodes to delete/

end procedureCriticalNode

N

FIGURE 2. Heuristic for detecting critical nodes.

The intuition behind using an independent set is that thgrsydh induced by this set is
empty. Stated otherwise, the deletion of nodes thahairén the independent set from the
graph will result in an empty subgraph. Notice that this wibvide the optimal solution
for an instance of thenpif IMIS| > |V| — k. However, if the size of MIS is less than
|V |-k, we simply keep adding nodes which provide the best objegtiue to the set until
it reaches the desired size. In the following lemma, we distah relationship between the
CNPand theMAXIMUM INDEPENDENT SET problem, which also provides a bound on the
optimal solution for an instance of tleap.
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Lemmal. Givenagraph G = (V, E), the cardinality of the maximum independent set of
G, denoted (@) provides an upper bound on the number of components produced in the
optimal solution of the corresponding CRITICAL NODE PROBLEMfor any value of i € Z.

Proof. Obviously, removing the critical nodes determined by theénogl solution for any
instance of theNpPresults in a set of disconnected components oOne node from each
of these components forms an independent set. He(G¢ should be at least as large as
the number of components formed in the optimal solution eodkp. Furthermore, the
components formed in the subgraph induced by the maximuepedent set are of size
one, and hence result in the optimal solution for ¢hep instance ifa(G) > |V| — k, i.e.

if the deletion of somé nodes results in an empty graph. Thus, we have the lemma.

We note that this bound is not particularly useful in praegmce themAXIMUM INDE -
PENDENT SETproblem isN“P-hard in general [8, 16]. However, a maximal independent
set can be computed in polynomial time. This motivates owisiten to usemaximal
instead ofmaximum independent sets in the heuristic. Subsequently the hieussom-
putationally efficient, with the complexity given in the folving theorem.

Theorem 4. The proposed algorithm has complexity O(k2 + |V |k)).

Proof. To begin with, thevhileloop from lines2-5 will iterate at mostO(|V|—k) times. In
each iteration, the number of search operations decrease$sif | —1to |V|— (|]V|—k) =
k. Note that we are performing the search of a sparse grapbhvginitially empty. Hence
the total complexity will be

VI IVI=k
OV =1+ V]=24+[V[=[V]+k) =0 (> i— Y i| =0 +|VIk).
=1 =1

Thus the proof is complete. O

The proposed algorithm finds a feasible solution to ¢i®TICAL NODE PROBLEM
however, the solution is not guaranteed to be globally oallpoptimal. Therefore, we
can enhance the heuristic with the application of localdeesutine as follows. Consider
the pseudo-code presented in Figure 3. The routine reca$vieput the solution from the
CriticalNode heuristic and performs 2-exchange local search. Lét: V — Z be a
function returning the objective function value for a givast, in the sense of (16) above.
That s, consider a pair of nodéand; such that € MIS and; ¢ MIS. Then for all such
pairs, we sef € MIS andi ¢ MIS and examine the change in the objective function. If
it improves, then the swap is kept; otherwise, we undo theosamal continue to the next
node pair. Notice that the loop from lin@s13 repeats while the solution is not locally
optimal. This general statement can lead to implementgiioblems and it is a common
practice to limit the number of local search iterations byneauser defined value, s&y.
The intuition is that the a8 — oo, the solution becomes optimal with respect to its local
neighborhood.

Theorem 5. If the number of iterations of thelocal searchisboundedby aconstantU € R
as described above, then the complexity of the procedureis O(|V |2U).

Proof. The is clear as the while loop from lin&s13 will iterate U times. Since each
iteration requires an examination|df|> components, we have the proof. O

Finally, we can combine the construction and local improgetralgorithms into one
multi-start heuristicCriticalNodeLS as shown in Figure 4. This procedure produces
MaxIter local optima and the overall best solution from all iteraigs returned.

Theorem 6. The CriticalNodeLsS heuristic has overall complexity of O(|V|2UT (k? +
|[V|k)), where T = MaxIter, and U istheiteration limit on the local search.



8 ASHWIN ARULSELVAN, CLAYTON W. COMMANDER, PANOS M. PARDALCB, AND OLEG SHYLO

procedureLocalSearch(V \ MIS)

1 X* « MIS

2 local_improvement «+— . TRUE.

3 whilelocal_improvement do

4 local _improvement «— .FALSE.

5 if i € MIS and j ¢ MIS then

6 MIS « MIS \ 4

7 MIS «+— MIS U j

8 if f(MIS) < f(X*) then

9 X* «— MIS

10 local_improvement «— . TRUE.
11 end if

12 end if

13 end while

14 return (V' \ X*) [/« set ofk nodes to delete/
end procedureLocalSearch

FIGURE 3. Local search algorithm for critical node heuristic.

procedureCriticalNodeLS(G, k)
1 X* 10

> f(X7) = oo

3 for j = 1toMaxIter do

4 X < CriticalNode(G, k)
5 X « LocalSearch(X)

6 if f(X)< f(X*) then

- X*— X

8 end if

9 end

10 return(V\ X*) [/« setofk nodes to delete/
end procedureCriticalNodeLS

FIGURE 4. Heuristic with local search for detecting critical nodes

Proof. This result follows directly from Theorem 4 and Theorem 5waho O

3.2. CC-CNP Heuristic. With a subtle modification to the heuristic described abare f
the CNP, we can create an effective heuristic for the-cNp. To do this, notice that now
we are only concerned with the connectivity indices of thde® Stated differently, we
are only concerned with the sizes of the components in thexeeleted subgraph. Un-
like before, there is no limit on the number of critical nodes choose, so long as the
connectivity constraints are satisfied.

Pseudo-code for the proposed algorithm is provided in Eigur The heuristic starts
off the same as before by identifying a maximal independentMIS). Then, the boolean
variable OPT is set t6ALSE. Finally in line 3, a variable NoAdd is initialized t06. This
variable determines when to exit the main loop from lidelss. After this loop is entered,
the procedure iterates through the vertices and determhesh can be added back to
the graph while still maintaining feasibility. If vertéxcan be added, MIS is augmented to
includei in step7, otherwise NoAdd is incremented. If NoAdd is ever equdlio— |MIS|,



MANAGING NETWORK RISK VIA CRITICAL NODE IDENTIFICATION 9

procedure ConstrainedCriticalNode(G, L)
1 MIS «— MaximalIndepSet(G)

2 OPT+ FALSE

3 NoAdd+«+ 0

4 while (OPT.NOT.TRUE) do

5 for (i =1to|V|) do

6 if (L2 < 1 vse s CGMIS U{i}):ie VvV \MIS) then
7 MIS — MIS U {i}

8 else

9 NoAdd < NoAdd +1

10 end if

" if (NoAdd = |V'| — [MIS|) then

12 OPT « TRUE

13 BREAK

14 end if

15 end for

16 end while

17 return V' \ MIS /« set of nodes to deletd
end procedure ConstrainedCriticalNode

FIGURE 5. Heuristic for theCARDINALITY CONSTRAINED CRITICAL
NODE PROBLEM

then no nodes can be returned to the graph and OPT isEBUE. Then loop is then exited
and the algorithm returns the set of nodes to be deleted/\blIS.

Theorem 7. Theworst-case complexity of the Const r ai nedCri ti cal Node heuristic
isO(|V|]> + |V||E]).

Proof. This proof is similar to the proof of Theorem 4 above. The Idan lines4-16
will iterate at mostO(|V|) times. Each loop requires at m@3t|V'| + |E|) time to verify
the if a solution will remain feasible after a node is re-u#d in the graph. Thus we have
the result. O

3.3. Genetic Algorithm for the CC-CNP.

procedure GeneticAlgorithm

Generate populatioRy,

Evaluate populatiotiy

while terminating condition not meto
Select individuals fronP;, and copy toPy;
Crossover individuals fron®, and put inPy 1
Mutate individuals fromP, and put inP 1
Evaluate populatiofy ;1
P — Py
Pk+1 —90

10 end while

11 return best individual inP

end procedure GeneticAlgorithm

© 00N oUW N

FIGURE 6. Pseudo-code for a generic genetic algorithm.
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As mentioned in Subsecti®?, genetic algorithms (GAs) mimic the biological process of
evolution. In this subsection, we describe the impleméntadf a GA for thecc-cNP.
Recall the general structure of a GA as outlined in Figure Ghel/designing a genetic
algorithm for an optimization problem, one must provide aneeto encode the population,
define the crossover operator, and define the mutation apevaich allows for random
changes in offspring to help prevent the algorithm from @vging prematurely [3].

For our implementation, we use binary vectors as an encatihgme for individuals
within the population of solutions. When the populationéngrated, (Figure 6, ling), a
random deviate from a distribution which is uniform ori@o 1) € R is generated for each
node. If the deviate exceeds some specified value, the pomdsg allele is assigned
valuel, indicating this node should be deleted. Otherwise, theeais given &, implying
it is not deleted. In order to evaluate the fitness of the patmn, per line2, we must
determine whether each individual solution is feasiblear Determining feasibility is a
relatively straightforward task and can accomplishe®ih\V’| + |E|) using a depth-first
search [1].

In order to evolve the population over successive genersitizve use a reproduction
scheme in which the parents chosen to produce the offspringedected using the binary
tournament method [25, 32]. Using this method, two chrom@®are chosen at random
from the population and the one having the best fitness,heslowest objective function
value, is kept as a parent. The process is then repeatecttih #e&d second parent. The two
parents are then combined using a crossover operator togeah offspring [20].

To breed new solutions, we implement a strategy knowmparameterized uniform
crossover [31]. This method works as follows. After the selection o tharents, refer
to the parent having the best fithessvas. For each of the nodes (alleles), a biased coin
is tossed. If the result is heads, then the allele fromthiechromosome is chosen. Other-
wise, the allele from the least fit parent, caldiiD, is selected. The probability that the coin
lands on heads is known @sossProb, and is determined empirically. Figure 7 provides
an example of a potential crossover when the number of nedemidCrossProb = 0.65

[3].

CoinToss| T H H T H
MOM 0.56 | 0.81 ] 0.22 [ 0.7 | 0.86
DAD 0.2910.490.98 | 0.12 | 0.32

Offspring | 0.29 | 0.81 [ 0.22 | 0.12 | 0.86

FIGURE 7. An example of the crossover operation. In this case,
CrossProb = 0.65.

After the child is produced, the mutation operator is agplMutation is a randomizing
agent which helps prevent the GA from converging premajuned escape to local optima.
This process works by flipping a biased coin for each allel¢hefchromosome. The
probability of the coin landing heads, known as the mutataie (futRate) is typically
a very small user defined value. If the result is heads, thewalue of the corresponding
allele is reversed. For our implementatitintRate = 0.03.

After the crossover and mutation operators create the nisprafg, it replaces a current
member of the population using the so-calssehdy-state model [10, 20, 25]. Using this
methodology, the child replaces the least fit member of thaufation, provided that a
clone of the child is not an existing member in the populatidhis method ensures that
the worst element of the population is monotonically impngvin every generation. In
the subsequent iteration, the child becomes eligible tojer@nt and the process repeats.
Though the GA does converge in probability to the optimalisoh, it is common to stop
the procedure after some “terminating condition” (see Fagi line3) is satisfied. This
condition could be one of several things including, a maxmunning time, a target
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objective value, or a limit on the number of generations. ¢gtarimplementation, we use
the latter option and the best solution aftexGen generations is returned.

4. COMPUTATIONAL RESULTS

All of the proposed heuristics were implemented inthe programming language and
complied using GNU++ version3.4.4, using optimization flagsd2. It was tested on a
PC equipped with a 1700MHz Int&l Pentiun® M processor and.0 gigabytes of RAM
operating under the Microsé®t Windows® XP Professional environment.

4.1. CNP Results. We begin with the numerical results of the combinatoriabaitpm for
the CRITICAL NODE PROBLEM We tested the IP model and the aforementioned heuristic
on the terrorist network from Krebs [24] as well as on a setofdomly generated scale-
free [5] graphs ranging in size froffb to 150 nodes with various densities. The graphs
were generated with versioh4 of the publicly available Barabasi graph generator by
Dreier [13]. For each instance tested, we report solution8 falues ofk, the number of
nodes to be deleted.

As a basis for comparison, we have implemented the integgramming model for
the CRITICAL NODE PROBLEMusing the CPLEXM optimization suite from ILOG [12].
CPLEX contains an implementation of the simplex method ,[2hjd uses a branch and
bound algorithm [33] together with advanced cutting-plaahniques [22, 28].

We begin by providing the results from the terrorist netwi@4]. The graph, which is
shown in Figure 8 has2 nodes and 53 edges. Notice that nods is the central node with
degree22. We applied the IP formulation and the heuristic to this reekwwith 6 values
of k. The results are provided in Table 1. Notice that for all ealofk, the heuristic com-
puted the optimal solution requiring on averdpg@l3 seconds of computation time. The
average time to compute the optimal solution using CPLEX53&8.31 seconds. Clearly
even for this relatively small network, the heuristic is thethod of choice. Figure 9 shows
the resulting graph of the terrorist network according ®dptimal solution to theNnp for
the instance ok = 20.

In order to determine the scalability and robustness, thpgsed heuristic was tested
on a set of randomly generated scale-free graphs. Tables2mirethe results of the heuris-
tic and the optimal solver when applied to the random ingtand-or each instance, we
report the number of nodes and arcs, the valuke loéing considered, the optimal solution
and computation time required by CPLEX, and finally the h&ticsolution and the corre-
sponding computation time. For each graph, we report soiatfor3 different values of
k.

Notice that for all instances tested, our method was ablertgoaite the optimal solution.
Furthermore, the required time to compute the optimal 8miuwvas less than one second
for all but one instance, averaging oly3 seconds for a7 instances. On the other hand,

Instance IP Model Heuristic Heuristic + LS
Nodes | Objective Executior] Objective Executior] Objective Executior
Deleted ) Value Time (s) | Value Time (s) | Value Time (s)

20 20 12.69 22 0.08 20 0.01

15 61 277.77 66 0.03 61 0.01

10 169 3337.06 190 0.06 169 0.02

9 214 2792.33 229 0.15 214 0.02

8 282 15111.94 309 0.04 282 0.01

7 327 10792.08 329 0.09 327 0.01

TABLE 1. Results of IP model and heuristic on terrorist networladat
from [24].
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33

FIGURE 8. Terrorist network compiled by Krebs [24].

CPLEX required289.44 seconds on average to compute the optimal solution, requiri
over 5000 seconds in the worst case. Our computational experimedisate that the
proposed heuristic is able to efficiently provide excelkoititions for large-scale instances
of thecNP.

4.2. CC-CNP Results. We continue with the results of the two algorithms develofoed
thecc-cNpP, namely the combinatorial algorithm and the genetic atgari As above, we
tested the IP model and both heuristics on the terroristortj24] and a set of randomly
generated graphs. For each instance tested, we repoibsalir3 values ofL, the con-
nectivity index threshold. Finally, we have implemented ihteger programming model
for the cc-cNP using CPLEXM.,

Table 3 presents computational results of the IP model andsgtie solutions when
tested on the terrorist network data. Notice that forsalfalues ofL tested, the genetic
algorithm and the combinatorial algorithm with local séaf€omAlg + LS) computed
optimal solutions. Figure 10 shows the optimal solutiontf@ case wheh = 4.

We now consider the performance of the algorithms whendestethe randomly gen-
erated data sets containing ugtbnodes taken from [2]. The results are shown in Table 4.
For these relatively small instances, we were able to coeniingt optimal solutions using
CPLEX. For each instance, we provide solutions Joralues ofL, the maximum con-
nectivity index. Notice that for these problems, the genatjorithm computed optimal
solutions for each instance tested in a fraction of the tieggiired by CPLEX. The combi-
natorial heuristic found optimal solutions for all Ritases requiring approximately half
of the time of the GA.
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FIGURE 9. Optimal solution whek = 20.

Table 5 presents the solutions for the random instances Tfoto 150 nodes [2, 4].
Again, in order to demonstrate the robustness of the hasiste provide solutions fa
values ofL for each instance. In this table, we provide the resultshfeigenetic algorithm
and combinatorial heuristic with and without the local sbaenhancement. CPLEX was
unable to compute optimal solutions within reasonable timés for any of the instances
represented in this table.

We see from this table that the in terms of solution qualigy@A is the best performing
method. TheComAlg + LS also favors well, but requires more computation time than th
GA and requires more computing time on average. The contriahalgorithm without
the local search procedure produces solution which areatgueasonable given that the
required computation time is ov86 times faster than the GA, while the solutions are
only 1.2 times worse than those computed by the GA. Neverthelesggthetic algorithm
required only5.748 seconds on average to compute the best solution. The tfadé-o
solution quality versus computation time is a decision thaitild be made by an operator
depending on the size of the network and the time constraissed on detecting the
critical nodes of a given graph.

5. CONCLUDING REMARKS

In this chapter, we proposed several methods of jamming agomgation networks
based on the detection of the critical nodes. Critical n@teghose vertices whose dele-
tion results in the maximum network disconnectivity. In gead, the problem of detecting
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Instance IP Model Heuristic Heuristic + LS
Nodes Arcs Deleted| Obj Comp | Obj Comp | Obj Comp
Nodes ) | Value Time (s)| Value Time (s)| Value Time (s)
75 140 20 36 66.7 92 0.12 36 0.03
75 140 25 18 33.28 39 0.28 18 0.03
75 140 30 7 4.23 18 0.02 7 0.04
75 210 25 26 93.71 78 0.1 26 0.04
75 210 30 8 3.57 31 0.05 8 0.05
75 210 35 2 4.36 16 0.18 2 0.04
75 280 33 26 749.19 54 0.00 26 0.04
75 280 35 20 164.34 38 0.09 20 0.06
75 280 37 13 83.98 24 0.39 13 0.11
100 194 25 44 151.14 142 0.731 44 0.09
100 194 30 20 59.66 72 0.56 20 0.11
100 194 35 10 8.51 33 0.66 10 0.12
100 285 40 23 136.47 48 1.151 23 0.11
100 285 42 17 263.82 38 0.4 17 0.17
100 285 45 11 16.78 29 0.53 11 0.23
100 380 45 22 128.13 58 0.58 22 0.15
100 380 47 16 243.07 42 1.191 16 0.16
100 380 50 10 228.72 23 0.31 10 0.11
125 240 33 62 5047.51 97 0.721 62 0.30
125 240 40 29 118.92 49 1.562 29 0.24
125 240 45 16 17.09 32 0.14 16 0.39
150 290 40 40 41.6 125 1.832 40 0.47
150 290 50 12 26.29 64 2.773 12 0.831
150 290 60 1 24.92 35 1.091 1 0.851
150 435 61 19 29.55 53 2.313 19 0.741
150 435 65 13 31.45 37 0.991 13 1.952
150 435 67 11 37.91 31 0.52 11 0.801

TABLE 2. Results of IP model and heuristic on randomly generated
scale free graphs.

Instance IP Model Genetic Alg ComAlg ComAlg + LS
Max Conn.| Obj Comp | Obj Comp | Obj Comp | Obj Comp
Index (L) | Val Time(s) | Val Time(s)| Val Time(s)| Val Time (s)
3 21 188.98 21 0.25 22 0.01 21 0.1
4 17 886.09 | 17  0.741 19 0.01 17 0.45
5 15 30051.09 | 15  0.871 20 0.18 25 1.331
8 — — 13 0.39 14 0.05 13 0.07
10 — — 11 0.741 12 0.07 11 0.05
TABLE 3. Results of IP model and heuristics on terrorist netwotia da
from [24].

critical nodes has a wide variety of applications from jamgncommunication networks
and other anti-terrorism applications, to epidemiologgt tlansportation science [2, 4].

In particular we examined two problems, namely @d®@TICAL NODE PROBLEM(CNP)
as well as the&e ARDINALITY CONSTRAINED CNP (CC-CNP). Given a graph and an integer
k, the objective of theeNP is to detect a set of critical nodes whose deletion results in
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FIGURE 10. Optimal solution whei, = 4.

the maximum number of disconnected components whose editiia have the minimum
variance. The definition of thec-cNp is slightly different in that instead of givene Z,
the maximum number of nodes to delete, we are given some Yadu& which represents
the maximum connectivity index a node may have. The objedtivthis case is to delete
the minimum number of nodes while ensuring that the convigctindex of each node
does not exceed.

The proposed problems were modeled as integer linear progireg problems. Then
we proved that the corresponding decision problems\&fecomplete. Furthermore, we
proposed a several heuristics for efficiently computingiguaolutions to large-scale in-
stances. The heuristic proposed for threr was a combinatorial algorithm which ex-
ploited properties of the graph in order to compute basisibda solutions. The method
was further intensified by the application of a local sear@tianism. By using the inte-
ger programming formulation we were able to determine tleeipion of our heuristic by
comparing their relative solutions and computation tinmsseveral networks. The com-
putational experiments indicated that the heuristic foopiiimal solutions for all instances
tested in a fraction of the time required by the commerciadRer CPLEX.

For thecc-cNP we proposed two algorithms, namely a modified version of thra-c
binatorial algorithm described above and a genetic algorifl8]. Once again, the com-
putational experiments indicated that both methods arastaéind are able to efficiently
compute approximate solutions for instances upstonodes.
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Instance IP Model Genetic Alg ComAlg + LS
Nodes Arcs Max Conn| Obj Comp | Obj Comp | Obj Comp
Index (L) | Value Time (s)| Value Time (s)| Value Time (s)
20 45 2 9 0.04 9 0.02 9 0.03
20 45 4 6 0.13 6 0.04 6 0.862
20 45 8 5 0.39 5 0.04 5 1.482
25 60 2 11 0.07 11 0.49 11 0.08
25 60 4 9 14.1 9 2.113 10 0.01
25 60 8 7 26.64 7 0.05 8 0.06
30 50 2 11 0.07 11 0.06 11 0.01
30 50 4 8 0.1 8 0.05 8 0
30 50 8 6 1152.15 6 0.09 6 0
30 75 4 10 18.77 10 0.14 10 0.02
30 75 6 9 442.41 9 0.09 9 0.04
30 75 10 7 64.94 7 0.18 8 0
35 60 2 12 0.13 12 0.14 12 0.14
35 60 4 8 29.89 8 0.711 8 0
35 60 6 7 31.61 7 0.31 7 0.01
40 70 2 15 0.17 15 0.1 15 0.101
40 70 4 11 341.97 11 0.06 11 0
40 70 6 8 78.94 8 0.2 8 0.04
45 80 2 16 0.24 16 0.06 16 0.1
45 80 4 11 48.17 11 0.05 11 0.02
45 80 6 8 118.23 8 0.09 8 0.071
50 135 2 19 0.36 19 0.27 19 0.05
50 135 4 15 165.18 15 0.63 15 0.291
50 135 6 14 5722.88 14 0.721 14 0.03
Total (Sum) 24 8257.58 24 6.705 27 3.417

TABLE 4. Results of the IP model and genetic algorithm and the com-
binatorial heuristic on randomly generated scale freeligap

We also conclude with a few words on the possibility of futexpansion of this work.
A heuristic exploration of cutting plane algorithms on tRgdérmulation would be an inter-
esting alternative. Other heuristic approaches worthynadstigation include hybridizing
the genetic algorithm with the addition of a local search athprelinking enhancement
procedure [17]. Finally, the local search used in the comtoirial algorithm was a sim-
ple 2-exchange method, which was the cause of a significant slew dio computation
as noted in Table 5. A more sophisticated local search suehnasdification of the one
proposed by Resende and Werneck [29, 30] should be a majas td@ttention.

Furthermore, it would be interesting to study the weightetsion of the problem to
see how weights added to the nodes affect the solutions. Xaongle, it is rational to
perceive applications containing weighted networks inoltthe cost of deleting one node
is different from another. Also, pertaining to applicaooutside the scope of jamming
networks, a study of epidemic threshold variation with exgfio the heuristic results will
help determine the impacts on contagion suppression indicdl and social networks.
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